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Abstract

Sophisticated object detection is used in automated systems throughout many areas
of application. This work elaborates the possibilities of utilizing a modern object
detection approach for visual analysis of printed circuit boards (PCB) in the context
of hardware-related security assessments. In detail, the task is to reliably localize
and classify different types of integrated circuits and other components on image
data depicting electronic devices.

Faster R-CNN, an object detection architecture based on modern convolutional
neural networks, is selected for this purpose. In order to effectively train the detector
a variety of datasets are collated that contain suitable annotations for PCB com-
ponents. In parallel, an internal image acquisition process further complements the
available datasets. All dataset are extended by introducing six new sub-categories for
integrated circuits. This approach of IC class breakdown is unique and not present
in any of the investigated datasets so far. In addition, four new categories for passive
and miscellaneous components are also introduced into the data. Finally, the object
detection architecture is appropriately configured and several models are trained with
different combinations of the available image data.

The best model yields an overall detection performance of 0.57 mAP. Detection
scores of individual classes tend to be more vulnerable to small component sizes
and high intra-class variance than to class imbalances of the datasets. Acceptable
performance scores above 0.6 AP are reported for four out of ten classes, two even
reach 0.75 AP.
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1 Introduction
The developments in industry automation and telematics have lead to an increased
deployment of highly sophisticated control systems in form of embedded hardware.
Recently, these devices are getting more and more interconnected and form complex
systems that are potentially vulnerable to malicious attacks. Unsecured communi-
cation channels, programming flaws and insufficient assessments before deployment
form security vulnerabilities that can be exploited in order to gain unauthorized
access, disrupt functionality or even cause permanent damage to affiliated systems.
Fortunately, the awareness for this threat scenario is rising. For example, the spe-
cialized research field of automotive security has emerged from general IT security.
Furthermore, the demand for corresponding assessments is growing and answered ac-
cordingly by the service industry. SCHUTZWERK GmbH in Ulm is such a company
that offers specialized security assessments for embedded systems [36].

1.1 Problem definition
In black box penetrations tests the security analysis of an embedded system is per-
formed without in-depth knowledge or internal design specifications from the manu-
facturer [44]. Therefore reverse engineering is performed to determine the design and
functionality of the hardware in question. In general, this process has a broad applica-
tion scope, ranging from military or commercial espionage, interfacing, obsolescence
to security analysis and more [45].

In detail, several consecutive steps have to be taken in order to perform hardware-
dependent security analysis. At the beginning, relevant integrated circuits (IC), like
micro-controllers and memory modules, are identified on the printed circuit board
(PCB) that holds these components. If available, documentation and manuals for
the parts are consulted. The interconnections between the components are traced
visually (if possible) or revealed by resistance measurements between the individual
component pins. This results in exposed data interfaces that are analyzed with
respect to control signals and communication protocols. From there on, detailed
security assessments are performed for the specific protocols in use. All described
steps are currently performed manually, especially the early steps are time-consuming
and tiring.

The ongoing development in the areas Computer Vision, Machine Learning as
well as Rapid Prototyping bear potential for the initial steps of visual analysis and
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interconnection search. Especially recent advances in the field of object classification
and detection achieved by convolutional neural network (CNN) based detector models
seem optimally suited for an automated visual analysis of PCBs. Furthermore, a
master thesis at SCHUTZWERK has already assessed the possibility of constructing
a flying probe tester that is able to perform interconnection search and signal analysis
with movable measuring tips [43].

It is the belief that a combination of both approaches can yield a soft- and hardware
based solution that is able to automatically perform the described process steps for
PCB component localization, chip identification as well as interconnection and signal
analysis.

1.2 Thesis contribution
Besides constructing a flying probe tester, the progenitor work has already conducted
preliminary experiments with CNN based object detectors. The evaluation of IC and
pin localization has been the primary focus. All detection models have been trained
with class-agnostic PCB datasets that do not offer distinct labels for the contained
ICs. Therefore, classification has been postponed to a future work.

The purpose of this thesis is to continue the previous work with focus on refining
PCB component detection. In detail, localization and classification of PCB compo-
nents are to be performed. In the following, this combined effort is commonly denoted
as object or component detection. It is the idea that this task can be jointly solved
by utilizing a state of the art CNN-based object detector model. In order to achieve
this goal, IC sub-categories have to be devised and the datasets have to be re-labeled.
In addition, new classes for passive PCB components are also introduced that are of
special interest for security assessments.

Furthermore, the available image data should be increased as CNN-based mod-
els generally require sufficient data for training. Further public and internal image
sources are to be utilized. This new data has to be adjusted likewise with respect to
the newly introduced categories.

The next step is to deploy a suitable object detection model and fine-tune its
configuration with respect to the scope of application. Finally, the object detector
has to be trained and evaluated on the available datasets. Overall, open-source
software is to be utilized if possible and extended as necessary.

In order fulfill the stated tasks, the following chapters of this thesis are organized as
follows: Chapter 2 presents related work in the context of PCB analysis with focus on
component classification and detection. A selection of classical CV- and modern CNN-
based solutions are presented that help to understand the decision for utilizing a CNN-
based object detector during the rest of this work. Subsequently, the chosen object
detection model is presented and its concepts described thoroughly. Finally, existing
datasets within the scope of PCB component detection are presented. Chapter 3
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describes in its first part the decisions, concrete adjustments and deployment for the
object detection model. The second part elaborates the chosen datasets for this work
and their adjustments. Chapter 4 contains the experimental results and provides
detailed analysis for them. Chapter 5 concludes this work with a summary of the
achieved tasks, results and an outlook with respect to future work.

The described object detection architectures are generally independent from the
underlying CNN feature extractor. Therefore, it is not part of this work to provide
an in-depth analysis of the various mentioned CNNs. A basic understanding of the
concepts and common structural elements of CNNs, like convolutional or max pooling
layers, should be sufficient for this work.





2 Related work

2.1 Academic publications on PCB analysis
2.1.1 Classification
This part briefly describes approaches that solely deal with the classification of PCB
components. One classic CV as well as one CNN based is presented.

2.1.1.1 Automatic classification of SMD packages using neural network

Youn et al. [50] present a classification method for SMD components on PCBs for
automated optical inspection, assisting manufacturing processes and enabling subse-
quent quality assurance. The authors approach extracts color and edge information
during optical inspection and utilizes a neural network for classification of the parts.
The ground truth data and positioning information for each component on a board
are provided by design specifications (e.g. Gerber data) and supplemented by an
image of the error-free PCB version.

In order to extract color information the input image is preprocessed by converting
the RGB colors to the HSI (Hue-Saturation-Intensity) color space to compensate
for varying lighting conditions during image acquisition. For each image section
containing a SMD component, histograms for the Hue and Saturation channels are
generated, representing distributions of the channel values. Subsequent binning into
a fixed number of bins and binarization with a manually chosen threshold yields a
fixed sized 0/1 valued vector for each channel.

The extraction of edge information works in a similar fashion. First, a Canny edge
detector is applied on a gray-scale version of the image section, yielding intercon-
nected edges (hysteresis) with minimal representation (non-maximum suppression)
while emphasizing strong and discarding insignificant edges. The required internal
thresholds for the Canny algorithm are acquired by applying Otsu’s threshold method
on the original input. Vertical and horizontal projections of the edges are generated
by applying row- and column-wise summations of the Canny image, followed by bin-
ning and binarization, yielding fixed sized vectors for horizontal and vertical edge
information.

The vectors are concatenated and used as input for a Multilayer Perceptron (MLP)
network with back propagation as supervised learning strategy and sigmoid activation
function for the neurons. The input vector’s length defines the number of neurons in
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the input layer while the last layer consists of five output neurons due to the objective
of discriminating five different SMD components. The number of hidden layers is set
to 10, the quantity of neurons per hidden layer is not stated.

The evaluation consists of two experiments on 83 component images for training
and 154 for testing. The first experiment uses color information only and yields
0.753 average accuracy over all classes for correct classification. Good results are
archived for three classes with distinguishable color profiles while the remaining two
show significant confusions. The lowest class-specific accuracy is 30.8% and thereby
below chance level. The second experiment utilizes color and edge information, yield-
ing 97.6% average accuracy and 92.1% lowest class-specific accuracy. These results
demonstrate the importance of including both color and edge information in order to
successfully discriminate between the given classes of SMD components.

The described method is exemplary for a classical approach in Computer Vision
without the usage of Convolution Neural Networks. The pipeline captivates through
its straightforward workflow and simplicity of its parts. The results with combined
color and edge information convince at first glance. But so far, the endeavor only
shows results for discriminating five classes of SMD components, all with similar and
small image dimensions as well with only two solder joints. The authors itself state
that a follow up study has to determine if the method is applicable to other types.

2.1.1.2 SMD Classification for Automated Optical Inspection Machine
Using Convolution Neural Network

The approach by Lim et al. [17] uses deep learning techniques in order to realize the
classification of SMD components on a PCB during automated optical inspection.
The approach utilizes a multistage process with semantic segmentation in the first
and classification in the second stage for 64x64 images of PCB components. Ground
truth position and dimensional information of the components are retrieved from de-
sign specifications. The first stage consists of a Fully Convolutional Network (FCN)
[22] that is capable of learning pixel-wise classification and is used to distinguish
between the SMD component and background. A FCN is a special variant of a Con-
volutional Neural Network (CNN) which has been stripped of its final fully connected
layers for classification. They are replaced by an up-sampling layer that uses back-
wards strided convolution (also called deconvolution or more correctly transposed
convolution) to generate an output map with same size and width as the original
input image containing the predictions for semantic segmentation. It can be further
improved by adding additional skip connections, thus incorporating intermediate re-
sults from earlier layers of the network into the final output map. Ground truth
masks for training the FCN seem to originate from the design specifications.

Afterwards, the largest region is identified and small ones are discarded. Morphol-
ogy operations close small gaps and remove frayed boundary parts. The resulting
binary mask is used to cut out the components from the input image, removing all
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background information like surrounding silk screen printings or circuit patterns.
In the second stage a CNN is trained in order to discriminate 14 different classes of

PCB components. 7659 training and 4822 testing images with a size of 64x64 pixels
are used. Two experiments are conducted, one without the usage of the first stage
and the other with both stages. Without prior segmentation, the average accuracy is
79.2% with lowest class specific accuracy of 0.0% for MELF capacitors. The combined
approach yields 90.8% average and 50.0% lowest class specific accuracy. The previous
poor result for MELF capacitors is now raised to 100.0% while four other classes drop
slightly.

The work shows that the performance of Convolutional Neural Networks can be
effectively increased through proper segmentation as a preprocessing step. The de-
scribed two stage pipeline is comprehensive. Especially the first part is reasonably
explained. For the second stage the authors do not describe what kind of CNN is
used or if it has been pretrained. The evaluation only shows the final results for clas-
sification. The FCN’s performance and the quality of intermediate segmentation are
not analyzed. This leaves room for interpretation whether the classification stage is
hindered by poor segmentation or needs further improvement (e.g more training data
for generalization or other adjustments) to explain the decrease of accuracy for indi-
vidual classes between the first and second experiment. The used dataset consists of
a large variety of images but only three classes represent integrated circuits (IC) with
more than four solder joints, thus concentrating on more simple PCB components
for the purpose of quality control during automated inspection.

2.1.2 Object detection
This part briefly describes approaches that perform object detection of PCB com-
ponents. Similar to the previous part, one classic CV- and one CNN-based method
is presented. Especially the first description outlines the intricate efforts that are
necessary if CNN-based solutions are omitted.

2.1.2.1 Localizing components on printed circuit boards using 2D
information

Motivated by the necessity of PCB waste recycling, Li et al. [16] present a modular
analysis pipeline for the localization of mounted components in PCB images that
combines complementary information sources with a diversification strategy in order
to propose promising candidate regions for PCB components.

Their first step is preprocessing the images by removing noise with a median filter
and uneven illumination with comprehensive color normalization. Afterwards, a scale-
space representation is created by applying a non-linear scale space implementation,
creating multi-scale images with various resolutions that cover possible components
on all scales. All subsequent operations are performed for each scale, leaving it to the
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final classification stage to learn and select results on the correct scale and discard
non-relevant ones.

The next step covers the extraction of features from an image. The authors focus
on intensity from gray values, color from different color spaces (RGB, HSV, CIELAB
and CIELUV), edges and textures. Structured random forests [4] are used for edge
detection and cut-off windows [26] for extracting local texture features. The gained
information are used in the next stage for generating region proposals of PCB com-
ponents.

Various pixel grouping strategies are utilized that exploit local smoothness and
similarity in order to create meaningful sub-regions, effectively performing segmen-
tation by partitioning an image. For this task the authors employ the graph-based
methods graph cuts (GC) [1] and efficient graph-based image segmentation (FH)
[6] as well as the local distribution-based mean shit segmentation (MS) [3] on the
extracted feature spaces. The results are labeled feature maps with proposals of
regions that segment the input image. In order to prevent over-segmentation, a sub-
sequent merging step is considered by applying data compression-based algorithms
on the texture features of the generated regions. Another approach for merging is
selective search which hierarchically groups regions based on color information and
similarity measures, forming merged region candidates at different scales. Finally,
the proposal generation stage is complemented by a background removal process in
order to reject false region candidates. Substrate regions of the printed circuit boards
are identified solely by their distinct color information. The mean shift algorithm is
applied on a 3D histogram of the corresponding color space of an image, clustering
the space into disjoint regions. Subsequent joining of neighboring and small clusters
with connected-components analysis reduces the number of relevant clusters. The
input image is divided into regions by mapping each distinct color to the color of its
nearest cluster center. The authors finalize the background removal by training a
weak classifier that exclusively recognizes substrate regions in a flexible manner for
different kinds of PCB images. The overall result of this stage are segmented images
with region proposals for PCB components free of background/substrate areas.

The final step of the pipeline, called validation, performs classification of the gen-
erated region proposals. Locally extracted features from SIFT and SURF algorithms
are used to create a Bag-of-Visual-Words (BoVW), a vocabulary consisting only of
the cluster centers (also called visual words) of all collected feature vectors in this
stage. The concept is applied during training by collecting a large quantity of local
SIFT and SURF features from known ground truth regions. The resulting vocabulary
consisting of N cluster centers and label information from the ground truth data is
used to train a final classifier.

Their following evaluation thoroughly describes the performance of various stages,
the optimal combination of the complementary methods for segmentation and can-
didate generation as well as final choices for used descriptors and machine learning
models. The used dataset consists of 31 images of PCBs with 1124 labeled compo-
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nents with manually created region masks in form of rectangular bounding boxes.
At first, only the performance of single pixel-grouping strategies (GC, FH, MS) with
and without background removal is observed. All variants perform better with the
proposed background removal and the best scores are obtained with FH (0.709 recall,
0.163 prec.) and GC (0.62 recall, 0.178 prec.). The previously mentioned merg-
ing processes, aimed to prevent over-segmentation, are dismissed from the workflow
due to extreme computational demands or bad performance results. The next step
in evaluation, called the diversification strategy, concentrates on assessing optimal
parameters for the pixel grouping strategies and which combination of these comple-
mentary method yields the best results. While the single methods show marginal
performance differences regarding the used scale and parameter settings, the over-
all result is, that a combination of all three methods produces the best recall score.
The final classification process for the remaining region candidates is evaluated with
SIFT and SURF features with random forests and support vector machines as clas-
sifiers. The combination of SIFT features and random forest yield the best results
for effectively canceling false candidates. The overall localization performance with
the diverse usage of all three grouping strategies, with background removal, without
region merging processes and with final validation of region proposals via machine
learning is given with a recall score of 0.808 and precision of 0.510.

The presented pipeline captivates through the combination of sophisticated com-
puter vision approaches in all phases. The authors utilize state-of-the-art methods
for preprocessing, scale-space representation, feature extraction, pixel grouping strate-
gies for segmentation and candidate generation. The approach is complemented by
the extraction of modern feature vectors and their evaluation by popular and well-
established machine learning algorithms without the need for extensive training of
neural networks. Final classification performance seems promising, the moderate pre-
cision score due to increased false positives might be quite sufficient for PCB waste
recycling. It is not explicitly stated if the system is performing multi- or single-/one-
class classification. The presented colored label maps after candidate generation and
validation could indicate the former, but the lack of per class performance metrics
suggests the latter. Some ambiguities remain, for example the background removal
process. It does not become actually clear how this step is really distinguished from
the general candidate generation and is able to produce background-only results, ex-
cept for limiting it to color spaces, applying only MS segmentation and training a
separate weak classifier which is not specified concretely. Another unclarity is how
many SIFT/SURF feature vectors are typically generated per region candidate and
how a combination of them is precisely evaluated by the final classifier after applying
the BoVW model. Some kind of voting process could be applied if not all vectors yield
the same conclusion, leaving this open for discussion. Finally, almost all methods
are depending on one or multiple parameters, especially candidate generation and
classification. Although the authors emphasize on the evaluation of various parame-
ter settings, they do not state any values or viable ranges for their parameters – not
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even the number of suitable clusters for the BoVW approach. This caveat makes it
challenging to reproduce the presented work, considering that the internal evaluation
process probably has to be re-created likewise.
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2.1.2.2 Application Research of Improved YOLO V3 Algorithm in PCB
Electronic Component Detection

A more recent development for PCB component detection is presented by Li et al. [15].
The authors propose an improved version of the You Only Look Once (YOLO) v3
object detector model [32] in conjunction with a joint dataset of real and synthetically
generated PCB images. The used algorithm is a CNN-based one stage detector
which generates a fixed number of predictions with simultaneous localization and
class prediction. Not only the last layer is used but results from several intermediate
feature maps of different spatial resolutions are diverted to the so called YOLO-layers
where classification and localization is performed. Similar to a FCN, the information
of intermediate YOLO layers are enhanced by combining it with an up-sampled
version of a deeper (thus smaller) feature map. This concept is called feature pyramid
network (FPN) [19]. In YOLO v3, three extracted layers represent the processed
input image with 1/8, 1/16 and 1/32 of the original resolution, with an initial image
input size of 416x416 pixels. Due to the dimensionality reduction present on the
level of 1/8 resolution, the authors propose the implementation of a 4th YOLO layer
which utilizes the features from the 1/4 resolution backbone layer concatenated with
the up-sampled information of the 1/8 YOLO layer. This step is motivated by the
demand for detecting SMD components of small spacial dimensions, like resistors and
capacitors.

Like other object detectors, YOLO v3 uses anchor boxes for the prediction of
bounding boxes. They serve as templates in order to learn and predict the exact
width and height of bounding boxes for the sought objects. The model is capable
of accepting custom anchor boxes that can be pre-computed. K-means clustering is
utilized on the ground truth bounding boxes of used datasets in order to extract a
fixed set of the most common dimensions for the anchor boxes (9 cluster centers for
the original and 12 for the enhanced model). Each YOLO layer receives three anchor
boxes with respect to its resolution, e.g the three largest anchors are assigned to the
deepest layer (1/32) which represents the coarsest resolution.

The authors present a joint dataset of real PCB images from [12] combined with
synthetic ones generated with Altium Designer 1, a PCB design software. The re-
sulting dataset contains 50 images with 9145 electronic components grouped in 29
different categories. An extensive augmentation process enlarges the dataset to 20
times of its original size. Afterwards, a split with ratio of 4:1 is performed, resulting
in a training set with 800 examples and a test set with 200. The distribution of
classes and variation with respect to the number of contained objects per image are
presented, showing that some images contain up to 800 objects.

Experiments and evaluation are conducted on four different networks. The first
two depict the impact of used training data, YOLO v3 trained on COCO dataset vs.
the authors own, resulting in 0.7714 mAP and 0.7988 mAP respectively for the test

1Altium Designer: https://www.altium.com

https://www.altium.com
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set. The latter two show the effect of an increased number of maximum bounding
box proposals used in the regression and classification layers for the final prediction,
a parameter that is usually set to 120 and now increased to 800. Also, the last
network is the enhanced version described before. While the standard YOLO v3
with 800 bounding box proposals does not yield better results (0.7643 mAP), yet
the enhanced version in combination with increased proposals yields 0.9307 mAP. A
detailed table with per class AP scores for all four networks rounds up the analysis,
showing how detection accuracy is raised especially for resistors, capacitors and other
small SMD components.

The described approach in the paper is clear and comprehensive. A well-established
object detector based on a modern convolutional network is enhanced with reason-
able effort. The concept of extending existing datasets with synthetic data sounds
promising in order to circumvent the sparseness of freely available datasets for PCB
component detection. The reported final performance score of 0.9307 mAP is an
impressive result that succeeds comparable works (Kuo et al.[12]: 0.653 mAP). How-
ever, this success could be induced by the manner of data preprocessing in order to
increase the available images. The authors employ augmentation and shuffling before
splitting the dataset into training and test parts, which leads to the strong possibility
that augmented and original versions of the same image are present in both sets. This
practice should be avoided in order to receive meaningful and reliable results from
evaluation and testing.

2.1.3 Previous work at SCHUTZWERK
Exploring the possibilities for automation in the context of embedded system security
analysis has been the topic of the progenitor work at SCHUTZWERK [43]. It consists
of two distinct parts. The first elaborates the detection of chips and their respective
pins with the help of object detectors based on CNNs. The second, major part deals
with the development of a hardware platform for automated electrical contacting,
similar to a flying probe tester used for quality control by PCB manufacturers. An
in-depth discussion for the mentioned datasets below is provided in Section 2.3.

The chip detection part utilizes two models from TensorFlow’s Object Detection
API (ODA) [11]. The first is a Single Shot Detector (SSD) [21] implementation
with a pre-trained ResNet-50 feature extractor [9]. Like YOLO v3, the SSD meta-
architecture is a one-stage detector. In contrast to YOLO v3, it employs the concept
of pyramidal feature hierarchy [18]. This is realized by additional convolutional
layers that replace the fully connected layers of a classical CNN. Each layer produces
a further downsampled feature map that is used to predict class labels and bounding
boxes simultaneously at each position. For the latter, the already described concept
of anchor box proposals is used. The SSD implementation of ODA processes images
with a fixed resolution of 640×640 px. Its main advantages are short inference time
and low requirements with respect to computational power. The downside is lower
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performance on detecting small-scale objects.
The second object detection model used in the previous work is a Faster R-CNN

[33] implementation with a pre-trained Inception-ResNet-v2 feature extractor [39].
It is a two-stage meta-architecture, that is described in more detail in Section 2.2.
In contrast to the SSD model, the Faster R-CNN implementation of the framework
can process images with variable resolution. In its standard configuration the aspect
ratios are preserved by limiting the larger dimension of input images to 1024 px and
allowing a flexible shorter dimension.

Both models were trained either with the dataset PCB-DSLR or SW PCB-Google.
In addition, Faster R-CNN was also trained with both datasets. Cloud-based training
was performed free of charge on the Google Colab platform, which provided a NVIDIA
Tesla K80 GPU with 12 GB memory for accelerated learning. In order to preserve
confidentiality, the models were evaluated locally on the SW PCB-Custom dataset.

Average precision, based on the Pascal VOC metrics, was used as a metric for
evaluation. The models yielded widely different performance scores depending on
the utilized training datasets. For PCB-DSLR only, the SSD model reached 0.421
AP while Faster R-CNN performed with 0.571 AP. Both models trained with SW
PCB-Google only, performed better and obtained 0.815 AP (SSD) and 0.874 AP
(Faster R-CNN). A Faster R-CNN model trained on both datasets yielded 0.159 AP
on the test dataset. A comparable experiment with the SSD model was not reported.

The overall result of the work is, that modern CNN based object detectors are a
viable approach for single-class chip detection. In detail, Faster R-CNN outperforms
the SSD model more or less depending on the used training datasets. Therefore, the
importance seems to lie on the available image data and its properties, as it results
in the greater differences of the performance scores.

2.2 Faster R-CNN model
The common ground for all CNN based object detector architectures is the usage of
features from one or multiple feature maps computed by and underlying convolutional
base network. Faster R-CNN is no exception to that and follows the concept of single
feature map processing [18]. Furthermore, it is a two-stage meta-architecture, that
uses features from the last layer of the base network for generating class-agnostic
region proposals in its first stage. For each generated proposal, the second stage
performs region of interest pooling, effectively cropping out the respective portion of
the feature map and resizing it to a fixed size. This intermediate result is processed
by two sibling fully connected networks which perform class prediction and final
bounding box refinement. Therefore, both stages utilize the same convolutional layers
and benefit from shared computations of the CNN feature extractor.

The first stage is known as region proposal network (RPN) and the second is
commonly referred to as Fast R-CNN [7]. From a chronological perspective the
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Image
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Figure 2.1: (a) General architecture of Faster R-CNN with RPN branch and
Fast R-CNN network on top [33]. (b) shows the design and struc-
ture of the layers unique to RPN with corresponding anchor box
proposals [33]. (Images removed due to copyright reasons.)

second stage was developed prior to the first. Moreover, only the combination of
both stages and their joint training is called Faster R-CNN.

2.2.1 First stage – Region proposal network
Utilizing a CNN in order to compute region proposals for the Fast R-CNN detec-
tor was introduced by Ren et. al in 2015 [33]. Up to that point, the Fast R-CNN
[7] architecture had been dependent on external proposal algorithms like Selective
Search [41]. These approaches were often severe slow and consumed additional com-
putational power. Therefore the authors introduced the concept of Region Proposal
Network (RPN) with anchor box proposals.

A RPN utilizes the output feature map of the CNN that is also used for the Fast
R-CNN part in order to create appropriate proposals for the latter. It is constructed
on top of the final convolutional layer as a branch to the existing detection network.
The first step is typically a 3×3 convolutional layer with 256 or 512 filters (depending
on the underlying feature extractor). This acts like sliding window mechanism for
each 3×3 patch on the last feature map of the base network. Afterwords, two sibling
convolutional layers are applied, one for class membership (cls) and the other for
bounding box regression (reg). The purpose of the cls layer is to generate 2 × k
probabilities that predict for each of k anchor box proposal if its region covers an
actual object or background. According to the authors, the cls layer is implemented
as a two-class softmax layer in order to generate the probabilities. Altogether, this
is referred to as class-agnostic prediction or objectness score. The reg layer produces
4×k outputs that represent the predicted locations (tx, ty) and dimensions (tw, th) of



2.2 Faster R-CNN model 15

objects based on k anchor box proposals. More precisely, the predictions are relative
offsets to the locations and dimensions of the anchor box proposals and referred to
as parameterized coordinates [7] [8]. Altogether, for each sliding window both sibling
layers predict the probabilities of up to k possible objects with different extents. Both
layers are realized with 1×1 convolutional filters, the amount is 2k for cls and 4k for
reg.

Anchor box proposals are designed with different scales and aspect ratios. The
reference implementation in [33] uses 1282, 2562 and 5122 px with the aspect ratios
2:1, 1:1 and 1:2, resulting in k = 9 anchor box proposals. This is referred to as
pyramid of anchors by the authors and effectively circumvents the need for image or
feature pyramids.

In order to train RPNs, only relevant anchor box proposals are taken into account
that are labeled with the following criteria: Anchors with an Intersection over Union
(IoU) > 0.7 with any ground-truth box are labeled positive. If this criterion yields
no results, the fallback is to label one or multiple anchors as positive that have the
highest IoU overlap with a ground-truth box. Anchors that have IoU < 0.3 with
all ground-truth boxes are marked as negative. All others are not considered during
optimization of the multi-task loss function

L({pi}, {ti}) =
1

Ncls

∑
i

Lcls(pi, p∗i ) + λ
1

Nreg

∑
i

p∗iLreg(ti, t∗i )

that is applied for each mini-batch (256 labeled anchors) of an input image. In detail,
the stated terms have the following meaning for each anchor with index i:

• pi is a result from the cls layer and represents the predicted probability for the
anchor to cover an object.

• p∗i stands for the positive (1) or negative (0) label from the anchor labeling
process before.

• ti is a 4-element vector containing the parameterized coordinate prediction from
the reg layer and consists of

tx = (x− xa)/wa, ty = (y − ya)/ha, tw = log(w/wa), th = log(h/ha)

where xa, ya,wa,ha denote the anchor’s coordinates, width and height. x, y,w,h
refer to the actual bounding box that is to be predicted. Altogether, ti repre-
sents a scale-invariant translation with log-space height and width shift.

• t∗i represents the relative coordinate offset for an anchor with its associated
ground-truth bounding box and is given by

t∗x = (x∗ − xa)/wa, t∗y = (y∗ − ya)/ha, t∗w = log(w∗/wa), t∗h = log(h∗/ha)
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where x∗, y∗,w∗,h∗ refer to coordinates, width and height of the ground-truth
box.

• Lcls is the log loss / binary cross-entropy and given by

Lcls(pi, p∗i ) = −
(
p∗i · log(pi) + (1− p∗i ) · log(1− pi)

)
for the softmax probabilities p∗i of the cls layer.

• Lreg refers to the regression loss between predicted and ground-truth coordinate
offsets with

Lreg(ti, t∗i ) =
∑

i∈{x,y,w,h}

smoothL1(ti − t∗i )

and realized with the smooth L1 loss given by

smoothL1(x) =

{
0.5x2 if |x| ≤ 1

|x| − 0.5 otherwise.

Due to p∗iLreg, the regression loss only contains positive anchor box regressions. Fur-
thermore, both parts of the loss function are normalized by Ncls = 256, Nreg ∼ 2400
and kept in balance by λ = 10. A detailed explanation for the chosen values is given
in the reference implementation [33].

The approach effectively trains k bounding box regressors simultaneously, with
each regressor concentrating on one scale and one aspect ratio. Furthermore, for
each image a mini-batch of 256 labeled anchors is randomly sampled. In order to
prevent bias towards negative anchors, a positive-negative ratio of up to 1:1 is aimed
for.

During test-time, non-maximum suppression (NMS) is as a post-processing step
and used to filter out highly overlapping bounding box proposals: All boxes are
compared with each other. If the IoU between two boxes exceeds 0.7, the box with
lower cls score is removed from the result set. This process reduces the amount of
region proposals to around 2000 per image. Finally, the top-N highest score ranking
proposals are reported, typically with N = 300.

2.2.2 Second stage – Fast R-CNN
The actual object classification and bounding box refinement is performed by the
Fast R-CNN object detection algorithm that was introduced by R. Girshick in 2015
[7]. The author’s motivation was to overcome certain drawbacks of region-based
convolutional networks (R-CNN) [8]: Its pipeline consists of multiple stages that
have to be trained consecutively. This process is expensive with respect to time and
computational resources. Furthermore, object detection during inference is very slow
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Figure 2.2: (a) Fast R-CNN architecture with RoI pooling and subsequent
fully connected layers with classification and bounding box regres-
sion branch [7]. (b) shows an example for RoI pooling a 5 × 5 RoI
window with a 2 × 2 non-uniform grid and max-pooling results
for each RoI window cell [48]. (Images removed due to copyright
reasons.)

because each proposal is evaluated separately by the feature extractor utilized in the
R-CNN approach. In contrast, a Fast R-CNN network processes an image once with
its backbone CNN but still relies (like R-CNN) on rectangular object proposals from
an arbitrary upstream proposal algorithm.

The Fast R-CNN approach utilizes a pre-trained CNN that is stripped of its last
pooling layer. In its place, a region of interest (RoI) pooling layer is set up that resizes
features from a corresponding object proposal into a fixed-sized feature map. In detail,
the input proposals are projected onto the last feature map by a process called RoI
projection [48]. It utilizes the sub-sampling ratio of the specific feature extractor in
use and results in a RoI window, an area on the last feature map that corresponds to
original proposal. Afterwards, the process of RoI pooling is accomplished by dividing
the RoI window into a H ×W grid and max-pooling the values of each RoI window
cell. The process is applied for each feature map channel separately.

The result of the RoI pooling layer is flattened and processed by subsequent fully
connected layers that branch into two sibling networks. The first is responsible for
predicting the correct class of each RoI. This is accomplished by applying the softmax
function over K + 1 outputs (for K classes + background) of the last FC layer. The
other sibling network performs regression for bounding box offsets relative to an object
proposal for each of the K classes. This approach is similar to the bounding box
regression of the previous RPN and results in parameterized coordinates as described
in [7] [8]. In contrast to the former, the offsets are relative to the coordinates and
extents of the object proposal instead of anchors.
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In order to train the classification and regression branches of a Fast R-CNN model,
each RoI is labeled with the ground-truth class u and the bounding box regression
target v. In detail, proposals that have an IoU ≥ 0.5 with a ground-truth bounding
box are labeled with the respective ground-truth class (u ≥ 1). Proposals with IoU
∈ [0.1, 0.5) are labeled as background (u = 0), all others are ignored. The multi-task
loss

L(p,u, tu, v) = Lcls(p,u) + λ [u ≥ 1]Lreg(t
u, v)

is used in order to mutually train classification and regression. In detail, the stated
terms have the following meaning:

• p = (p0, ... , pK) is the discrete probability distribution obtained by the softmax
function over outputs of the classification branch.

• u is the ground-truth class label.

• tu = (tux, tuy , tuw, tuh) is the predicted tuple of parameterized coordinates for class
u from the regression branch.

• v = (vx, vy, vw, vh) is the ground-truth regression target for a RoI. The set of all
regression targets is normalized so that the individual components vi have zero
mean and unit variance. (It is not explicitly stated that targets are calculated
as offsets between the proposal and its corresponding ground-truth box, but it
is safe to assume.)

• Lcls(p,u) = −log(pu) refers the log loss of the prediction p for the true class u.
This special case is also known as categorical cross-entropy loss and consists of
a single term due the fact that only one class is true (one-hot).

• [u ≥ 1] is the Iverson bracket indicator function and ensures that the regression
loss is only evaluated for foreground classes and ignored for object proposals
that do correspond to background.

• Lreg refers to the regression loss between predicted and ground-truth coordinate
offsets with

Lreg(t
u, v) =

∑
i∈{x,y,w,h}

smoothL1(t
u
i − vi)

and realized with the smooth L1 loss given by

smoothL1(x) =

{
0.5x2 if |x| ≤ 1

|x| − 0.5 otherwise.

• λ is a hyper-parameter that can be used to balance both parts of the loss
function but is usually set to 1.
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Mini-batches for training are utilized and typically consist of 2 × 64 proposals from
two different images. The proposals are randomly sampled and a fraction of 1/4

foreground samples (u ≥ 1) is aimed for.
Post-processing during test-time consists of non-maximum suppression (analogous

to the first stage RPN) that is applied independently for each class. Finally, the top-N
ranking detections from the union of all classes are returned as the final result.

2.2.3 Mutual training of both stages
The authors of Faster R-CNN propose a 4-step alternating training in order to learn
the combined network consisting of RPN and Fast R-CNN with shared convolutional
layers [33].

1. The backbone CNN of the RPN is initialized with weight from a pre-trained
classification model and the RPN’s unique layer are initialized with a zero-mean
Gaussian distribution with standard deviation 0.01. It is trained end-to-end for
the region proposal task independently from the Fast R-CNN stage.

2. The Fast R-CNN detector is also trained independently by initializing its back-
bone with a pre-trained classification model and its unique layers according to
[7]. It is trained end-to-end using proposals from the RPN of the first step. So
far, both network do not share convolutional layers.

3. The trained Fast R-CNN network from step 2 is used to initialize the RPN
backbone. The weights of the convolutional layers are now frozen and only the
unique layers of the RPN are fine-tuned. Both networks now share the same
backbone.

4. With still fixed convolutional layers, the unique layers of the Fast R-CNN net-
work are fine-tuned with proposals from the updated RPN of step 3.

Altogether, the applied steps result in a jointly trained and unified Faster R-CNN
object detection network. The used implementations adopts this training procedure
with only minor discrepancies [10]. Greater differences are actually noticeable for
the actual realization of the RoI pooling by a special crop-and-resize operation that
performs a more sophisticated bilinear interpolation.

2.3 Datasets for PCB analysis
In recent years the development of specialized datasets for PCB analysis is fanned,
especially due to the “hunger for data” of modern machine learning approaches. This
enables prototyping, testing and deploying of new models and algorithms without
the necessity of gathering own datasets from scratch - or at least not depend solely
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on it. Moreover, self-collected data has to be preprocessed and labeled, which can
be time-consuming and error-prone. Finally, publicly available sets can function as a
standard for the research community to compare the effectiveness and performance of
their newest methods. This part presents the findings of publicly available datasets
concerning PCB component analysis during the literature research phase as well as
two self crafted collections from the previous work. The requirements are that images
contain printed circuit boards and at least have labels and positional annotations for
integrated circuits. Datasets that solely contain images of cropped PCB components
(eg. for defect detection and classification) are omitted.

2.3.1 PCB-DSLR
Pramerdorfer and Kampel [30] presented in 2015 one of the first publicly available
datasets for vision-based PCB analysis, application-related to waste recycling. The
authors describe briefly, how scientific publications at that time have to rely on
datasets that are either not accessible, very small, have insufficient information (la-
beling, general description) or consist of low-quality images. In order to leverage
this situation, a collection of 165 different printed circuit boards are extracted from
a waste conveyor belt. The PCBs are sampled randomly and originate mostly from
consumer electronics (e.g. PC motherboards, displays) but also some industrial em-
bedded hardware. The image acquisition system consists of a Nikon D4 DSLR camera
mounted above the belt at a height of 107 cm, using a 60mm f/2.8 lens with polariza-
tion filter. Opaque curtains block outside light and white LEDs with diffusion and
polarization filters illuminate the scene accordingly, in order to suppress reflections
on the boards. Each board is represented by multiple images with 3 to 5 different
orientations (most of the time 0°, 90°, 180° and 270°), resulting in a total of 748 im-
ages with a fixed resolution of 4928× 3280 pixels (3:2 aspect ratio). For each image
segmentation information for the depicted PCB itself as well as orientated bounding
boxes for ICs are supplied. This nets to a total of 9313 annotations for all 748 im-
ages, but reduces to 2048 unique labeled ICs with respect to the 165 original images.
The authors provide a histogram of the amount of ICs per PCB, revealing that most
boards contain 20 or less components but with exceptions up to 135 possible objects.

Although 1740 of the 9313 object samples have additional textual information (e.g.
manufacturer identification or part number) the collection itself has to be considered
a single class dataset. Furthermore, the set is redundant due to its pre-augmented
nature with respect to rotation which could be achieved by other pre-processing means
if required. Due to its origin, the depicted boards can be polluted by dust deposits –
especially on the pins of smaller ICs – which could pose an obstacle for closer analysis.
In addition, a certain portion of components are defect, especially connectors with
bend and twisted pins are common. Finally, the dataset primarily consists of scrapped
legacy hardware from the 2000s and early 2010s years, for example a substantial
amount are older THT ICs. But still, the dataset is a first central source to build



2.3 Datasets for PCB analysis 21

upon for PCB analysis.

2.3.2 PCB-METAL
Mahalingam et al. introduced in 2019 a new PCB dataset for computer vision based
analysis called Micro Electronics Taken Apart Logically. The authors’ motivation
is identical to that of Pramerdorfer and Kampel [30], yet their field of application
is automatic optical inspection during manufacturing processes. Unlike the PCB-
DSLR data, their goal is to deliver image data clear of dust or other debris in order
to train models that produce accurate detections. Their images are taken from a wide
variety of electronic devices, from computers to cellphones. The image acquisition
system consists of a Canon EOS 5D Mark II DSLR camera in combination with a
sophisticated lightning system above a fixed white board, the height is not stated.
The obtained dataset consists of 123 unique PCBs, photographed from the front and
back side with 4 different orientations (always 0°, 90°, 180° and 270°), resulting in a
total of 984 images. The authors provide bounding box annotations for 12240 objects
that emerge from four different classes of PCB components, in detail 5844 ICs, 3175
capacitors, 2679 resistors and 542 inductors on all 984 images. Statistics for all SMD
components are provided, most PCBs contain 20 or less ICs with some exceptions
between 60 and 70. Histograms for the remaining classes follow the same distribution
pattern with different numbers of occurrences.

Introducing a multiclass dataset is a move in the right direction for modern PCB
analysis. The authors follow a fourfold principle of multiple rotated images per
board similar to the PCB-DSLR dataset, arguing that a complete visualization of
all components from all sides should be provided. This could indeed offer a more
complete view on components that are located on the outer edges or have an increased
height due to the small but still existing effect of perspective projection during image
acquisition. Surprisingly no resolution information for the acquired images is stated,
leaving it to the reader, that the used camera system is likely to produce images up
to 5616× 3744 pixels.

Until now, the dataset is not available despite the authors’ claim to provide an
open access dataset – and formal inquiries during this work still remain unanswered.

2.3.3 FICS-PCB
Lu et al. from the Florida Institute for Cybersecurity (FICS) at the University of
Florida presented in 2020 another dataset for the automated visual inspection of
PCB boards [24]. Due to the fact that still only few large-scale datasets are publicly
available, the authors proposed a new general purpose dataset for visual inspection
of PCBs. One of the goals is to support evaluation on different challenging tasks,
like defect detection and component classification. A total of 31 PCBs are used
for creating the dataset, ranging from hard drive controllers to display boards and
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covering a variety of various substrate colors. Therefore, two kinds of image data
are gathered, using different acquisition systems, a Leica DVM6 digital microscope
for close up, highly magnified images and a Nikon D850 DSLR camera for general
purpose footages. The digital microscope has a fixed lens with a movable stage,
taking several images per board, each image with a size of 1600× 1200 px. All shots
are collected with 3 different illumination settings applied to the build-in ring light
and three different scale settings (1×, 1.5×, 2×) that control the microscope’s field
of view. By this means a total of 8634 close-up images are collected. The DSLR
camera is equipped with a 105mm macro lens and mounted on a tripod. Instead
of using any kind of zoom, images are taken with variable distance to ensure that
most boards are captured in one image. For some larger PCBs several shots with
board shifts are taken to ensure the accurate capturing of small size components.
Boards are placed on a white underground, no additional lightning system or special
polarization filters are used in the DSLR setup. Images of the back-side that do not
contain any sought components are excluded, resulting into a total of 51 images with
a resolution of 8256 × 5504 pixels. The authors provide annotations for each image,
including bounding box coordinates, component type, optional text on component
and logo if available. The sought components are grouped into seven classes: ICs,
capacitors, resistors, inductor, transistor, diode and other. For the entire dataset a
total of 75965 labeled objects are listed, with 2971 ICs and a majority of capacitors
and resistors (each > 30k). With respect to the DSLR subset, exact numbers per
category are not provided and the total object count is approximately 6834 derived
by the mean component density of 134. 11 boards show more than 200 components
and one contains up to 478.

The authors successfully introduced a new multiclass dataset with PCBs of modern
electronic devices with higher component density, containing more categories than
previous attempts. Furthermore the double tracked approach with two subsets is
intriguing and should meet the needs for different areas of application. Contrary to
other datasets, the provided annotations omit the surrounding pins. This could lead
to inconsistent training and inference with respect to bounding box predictions, if
mixed with other datasets. Despite the height-adjustable setup, various images of
the DSLR subset contain a considerable amount of empty, white border areas at the
periphery, which could be prevented by applying zoom or cropping. As of 16. Juli
2020 the dataset is publicly available on Trust-Hub [23].

2.3.4 PCB WACV-2019
Kuo et al. introduced with [12] a new dataset for training and evaluation of their
approach on PCB component detection in context of the Winter Conference on Ap-
plications of Computer Vision. According to the authors, 15 images are sampled
from the internet and 33 recordings originate from an unspecified DSLR or industrial
camera, the released dataset has one less image (47 in total). All images are captured
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from 29 unique PCBs with a top-down view from above without rotational variants,
15 boards are photographed from both sides. The images differ with respect to var-
ious conditions, like lighting and resolution, still the overall quality – as well as the
topicality of the hardware – is comparable to FICS-PCB [24]. The image resolution
ranges from 600× 600 up to 6000× 4000 with an average of 3268× 2253 pixels.

The novelty of the dataset is its vast amount of differently labeled components
with a total of 31 classes, ranging from small parts (capacitors, resistors) up to large
components (displays, heatsinks, transformers), covering a so called bill of compo-
nents/materials. A total of 62168 different parts are labeled with bounding box anno-
tations in Pascal VOC format, resulting in an average number of 500 components per
image. The authors emphasize on the skewness of the dataset due to its highly imbal-
anced class occurrences. The information presented here are only available through
the additional supplementary materials via arXiv [13] and the corresponding home-
page [14].

2.3.5 IU-PCB
Rezaa et al. at Indiana University mentioned only incidentally the used dataset
during their work with respect to IC detection on PCBs [34]. It is stated, that 483
images are collected through Google Image Search and subsequently labeled, resulting
in about 5000 annotated ICs with bounding box locations. No further information is
provided.

The actual dataset contains 599 images (with 7426 labeled ICs) of various consumer
electronics (PC mainboards and graphic cards), but also older industrial hardware
and power supplies with a large number of THT components. The image resolution
ranges from 400 × 229 up to 8920 × 4647 with a mean of 1765 × 1310 pixels. A
closer look reveals that the first 165 images actually originate from PCB-DSLR [30].
Nevertheless, the dataset can be seen as an acceptable supplement to the scarce set
of available datasets.

2.3.6 SW PCB-Google and PCB-Custom
On the matter of chip detection, the preceding work at SCHUTZWERK [43] devised
two new datasets. The first, called PCB-Google, is designed to amend the training
process, due to the lack of publicly available data (only PCB-DSLR accessible at
that time). By utilizing Google Image Search and subsequent manual filtering, 190
suitable images are collected. The depicted boards differ substantially with respect
to hardware types (consumer electronics, embedded hardware and developer boards),
camera perspectives and PCB substrate colors. Image dimensions range from 201×
180 to 5352 × 3568 with an average of 893 × 638 pixels. A total of 1100 ICs are
labeled (single class) and annotated with polygon location information, that enclose
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the components more precisely than bounding boxes. For this task, the web-based
demo-version of the annotation software Labelbox 2 is used.

The second dataset is called PCB-Custom and as a test set its sole purpose is to
evaluate the performance of the proposed object detection methods. It consists of 15
selected PCBs. In contrast to other datasets, PCB-Custom also contains back-sides
of PCBs that do not contain any components in order to test explicitly for false
detections. Due to their sensible nature, they are not used in cloud-based training
during the work but instead for local evaluation only. The resolution of the resulting
images is 6000× 4000. Due to confidentiality reasons, the usage of web-/cloud-based
labeling tools is not applicable. So with the help of the open-source software LabelImg
3, a total of 53 ICs are labeled and annotated with bounding box location information.
All things considered, the dataset consists of relevant images of modern embedded
hardware that cover precisely the application’s scope, its quality is comparable to
FICS-PCB and PCB WACV-2019.

2LabelBox: https://labelbox.com/
3LabelImg: https://github.com/tzutalin/labelImg

https://labelbox.com/
https://github.com/tzutalin/labelImg
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3 Methodology

3.1 Object detection architecture
3.1.1 Selected framework and model
At least two well-established open-source frameworks for object detection based on
CNNs are currently available, namely Detectron2 [46] and the TensorFlow Object
Detection API (ODA) [10][11]. These projects offer efficient and tested implementa-
tions of modern object detector meta-architectures, a variety of models pre-trained
on large scale datasets and sophisticated interfaces for configuration, data input, aug-
mentation and evaluation.

The first framework is a relatively new ground-up rewrite of the Detectron object
detection framework, with PyTorch instead of Caffe2 as its underlying deep learning
framework. As of now, it offers 9 different classes of object detectors with at least 50
pre-trained models in its model zoo.

The second framework, ODA, is one of the 16 sub-projects under the research-
tree of the official Model Garden for TensorFlow1. The maintainers of ODA provide
implementations for 10 different object detectors in form of TensorFlow 1.x imple-
mentations and 6 different detectors for TensorFlow 2, altogether with more than 80
pre-trained models. This split is due to the transition within the ODA framework
to the new major version of the underlying deep learning framework [31] , a process
that went on till July 2020.

A third possible framework with object detection capabilities is the Microsoft Cog-
nitive Toolkit (CNTK)2. It offers two implementations of object detection algorithms
(Fast and Faster R-CNN) with at least two pre-trained models. Documentation is
limited to small sections under tutorials/examples and is unchanged since 2017.

From all the mentioned object detection frameworks, ODA and its TensorFlow 1.13
implementation has been selected for the following reasons:

• It builds upon the TensorFlow machine learning platform and programming
concepts, by which the author is familiar with.

• The experience collected during the progenitor work, which also used this frame-
work and its version, can be benefited from and built upon. Results can be

1Model Garden for TensorFlow: https://github.com/tensorflow/models
2Microsoft Cognitive Toolkit: https://docs.microsoft.com/en-us/cognitive-toolkit/

https://github.com/tensorflow/models
https://docs.microsoft.com/en-us/cognitive-toolkit/
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compared appropriately between both works.

• At the beginning of this work, a TensorFlow 2 version of the desired Faster
R-CNN object detector was not available in ODA.

There are also some drawbacks to this decision. The framework itself is not light-
weighted, it consists of about 300 Python modules with more than 350 classes (in-
cluding abstract and test-driven ones). Documentation is limited to tutorials and
examples and complemented by source code comments, Github issues within the
framework’s repository and discussions on Stack Overflow. Finally, multi-GPU train-
ing is not functioning appropriately in version 1.13 of ODA.

From all the object detectors available in the ODA model zoo, the Faster R-CNN
model has been chosen. It often served as a baseline for comparison between archi-
tectures in scientific works with good detection performance ([12][15][25][34]) and as
influence for follow up works (see [10] for a detailed listing). The progenitor work
[43] also reported best results (0.874 AP3) with it on the task of single class chip
detection.

In detail the Faster R-CNN Inception-Resnet-v2-atrous model is selected for this
work. It was pre-trained and evaluated on the COCO dataset with 0.37 mAP4 by the
authors of ODA. A thorough analysis and comparison with respect to performance,
accuracy vs. time trade-offs as well as memory consumption is available in [10]. The
important keynotes are, that the performance of object detection correlates with
the classification performance of the used feature extractor while time and memory
consumption rise for more complex models. Due to non-existing constraints of a
real-time application, time for training or inference is not an issue for this work.
However memory consumption is a factor that should be considered carefully due to
the GPU memory limitation of the available hardware. The used feature extractor
Inception-Resnet-v2 is described with a total of 54,336,736 parameters and memory
usage of the Faster R-CNN model is stated between 2 and 9.5 GB on low resolution
image data (300×300 px). Its sub-sampling ratio from input to the last convolutional
feature map is 1/8.

3.1.2 Custom parameter choices
The ODA uses a central configuration file which describes the object detection pipeline
for a training and evaluation process. Most parameters have default values but can
be set explicitly to ones needs. All possible parameters as well as their default values
are spread out in 28 different configuration files and are overwritten by the choices
made in the central configuration file. The final file consists of five sections that will

3single-class average precision, AP@50
4mean average precision, mAP@50:5:95 over 10 IoUs
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be described briefly for the chosen model. The listed parameters within the section
are only an excerpt but represent the more notable changes with respect to standard
configurations that are provided as examples by the framework.

Model This section defines what kind of object detection architecture (Faster R-
CNN, SSD, etc.) and underlying feature extractor will be used. Furthermore, various
parameters for fine-tuning the different stages of an object detector can be set. Also
the number of classes is defined in this section. The more influential configuration
choices for this section that have been adjusted in this work are as follows:

• image_resizer allows to resize input images to a fixed target size or a range
of sizes for the input layer of the CNN. The 2nd choice (called keep_aspect
_ratio_resizer) effectively preserves the aspect ratios of the input images
while guaranteeing a minimal length for the smaller image dimension and a
maximal length for the larger. Variable sizes of input images result in varying
spatial dimensions of the model’s feature maps, while the amount of convolu-
tional filters stay the same (and therefore the number of resulting channels of
the feature maps). For large inputs, this results in high memory requirements
for TensorFlow’s underlying computational and derivative graphs required for
back-propagation.
This work adapts the choice from the COCO pre-training configuration with
keep_aspect_ratio_resizer, re-scaling images to a minimal dimension of 600
px and a maximum of 900.5

• 1st_stage_anchor_generator defines size, stride, scales and aspect ratios of
the generated anchor box proposals for the 1st stage of the Faster R-CNN
model. Default values for size (256×256 px) and stride (8 px)6 are adopted from
the example configuration for pre-training with COCO. Adding more scales is
beneficial for covering wider differences in object sizes and more aspect ratios
will help with elongated objects. Therefore, the given aspect ratios [1/2, 1, 2]
are amended by [1/4, 4], and 1/8 is added to the default scale factors [1/4, 1/2, 1, 2].
The combinatorial growth of anchor box proposals results in increased memory
usage.
Extending aspect ratios with [1/8, 8] is possible in conjunction with reducing
anchor box scales or adjusting the used input image resizer due to limited
memory of the available GPUs (Section 3.1.5).

• first_stage_max_proposals is the maximum number of proposals generated
by the 1st stage and defaults to 300.

5Aspect ratio as well as the the max. dimension restriction will be kept at all cost, resulting in a
min. dimension lesser than 600 px if necessary.

6The 8 px stride setting is dictated by the earlier mentioned sub-sampling ratio 1/8 of the feature
extractor and should not be altered.
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• max_detections_per_class and
max_total_detections steer the final amount of detections per class and
across all classes by the 2nd stage box predictor of the Faster R-CNN archi-
tecture. Both default to 100 and have to be set accordingly to the amount
of expected objects. in this case 200 for detections per class and 200 for the
overall number of possible objects.

Train-config Detailed configuration for the object detection pipeline during train-
ing is set in this section.

• optimizer can be set to AdamOptimizer, RMSPropOptimizer or Momentum
Optimizer. All examples and tutorials of the ODA as well as the progenitor
work use the 3rd option with 0.9 as momentum value. The same configuration
is also used in this work.

• learning_rate is an additional parameter for the optimizer. Four different
schedulers, Constant, ExponentialDecay, ManualStep and CosineDecay are
available with respective configurations. Following the configuration of the
progenitor work, a ManualStep scheduler is chosen. The initial learning rate
is 3.0 × 10−4, decays after 25000 steps to 3.0 × 10−5 and after 35000 steps to
3.0× 10−6.

• fine_tune_checkpoint specifies the checkpoint file that contains a pre-trained
detection model which is used for transfer learning. It is pointed towards the
COCO pre-trained model described in section 3.1.1.

• data_augmentation is explained in detail in section 3.1.3.

Eval-config Configuration that is used during evaluation cycles and results in ex-
tended event logs and information summaries that can be queried via TensorBoard,
TensorFlow’s visualization toolkit7.

• metrics_set defaults to COCO detection metrics and is kept this way.

• include_metrics_per_category is set to true in order to get detailed evalu-
ation metrics per object class. Without this option only mAP scores over all
categories are reported (see Section 3.1.4 for detailed explanation).

Train- and eval-input-reader Both file sections describe configurations for the
actual input readers that read the image and annotation data. They are described
in one paragraph due to their identical structure.

7TensorBoard: https://www.tensorflow.org/tensorboard/

https://www.tensorflow.org/tensorboard/
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• label_map_path defines the path to an appropriate label map file, that specifies
the mapping from textual class labels to integer ids internally used by the model.
This file is created based on available class information of the used datasets.

• num_readers specifies the number input files to read in parallel and defaults
to 64. We reduce the amount to 10 readers due to our limited amount of
TF-Record files.

• max_number_of_boxes determines the maximum amount of bounding boxes
read per image sample and is set to a default value of 100. This variable is
not set in any example configuration and only brought to attention by carefully
examining the input_reader.proto file where it is defined, or by inadvertently
finding a corresponding Stack Overflow discussion [27]. The value should be set
to the maximum amount of boxes in the input data, therefore it is set to 200
for this work. If left unchanged, all other corresponding changes in the model
configuration will have no effect in detecting more than 100 objects per image.

• tf_record_input_reader holds the path(s) to TF-Record files that hold image
and annotation data. Multiple paths and wildcards are supported, allowing to
effectively combine multiple datasets without the need for manual merging.

In order to utilize the full potential of the Faster R-CNN object detector various
parameters can be adjusted in order to satisfy the needs of specific use cases. As
indicated above, only the most vital options for successfully instantiating a Faster
R-CNN object detector with transfer learning for our use case are depicted. Still,
various parameters are adjustable (e.g weight initialization, mini-batch sampling and
NMS postprocessing) but kept to the ODA’s dafaults which are in turn adopted from
the reference implementations described in [7], [33] and [10]. An exception is the RoI
pooling target size which is set to 17×17 instead of 7×7.

The matter of transfer learning deserves one closer look. Normally, the weights
of a pre-trained model are adopted and immediately fixed. Then, only the unique
layers (fully convolutionals in RPN, FCs in Fast R-CNN) are fine-tuned with new
training data. The authors of ODA seem to diverge from this strategy, generally
allowing adjustments for all layers during training [38]. It is stated, that freezing the
lower shared convolutional layers could be enforced, but it is not recommended. The
experience seems to be that it is neither beneficial for training time nor detection
accuracy. Therefore, this work adopts the recommendation and omits any weight
fixation of the pre-trained COCO model.

3.1.3 Preprocessing and augmentation
Preprocessing In order to work with large datasets of image and annotation data,
it is advisable to utilize a binary file format that can significantly boost performance
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for the input pipeline of a deep learning model. Binary data uses less space, can be
read faster and more efficiently from disks. As a consequence, training and evaluation
time of a model can be optimized if the right amount of data is delivered without
delay.

TensorFlow offers its own binary file format called TFRecord which is seamlessly
integrated into data readers and input pipelines of the TensorFlow framework. Nat-
urally, ODA adopts this approach and provides conversion mechanisms from various
standard dataset formats (e.g. Pascal VOC, COCO) into TFRecords. Consequently,
the previously mentioned train- and eval-input-readers expect this format for train-
ing.

Common practice is to shard data across multiple TFRecord files in order to benefit
from parallel I/O capabilities of modern systems. A rule of thumb is to generate at
least 10 times as many files as there are parallel TensorFlow sessions reading. At the
same time, each TFRecord file should have at least 10 MB and ideally more than 100
MB in order to fully benefit from I/O prefetching [40]. The current work follows this
advice and incorporates an additional re-scaling operation within the ODA converter
mechanism for COCO annotation format to TFRecords. All images and bounding
box information are re-scaled near the target input dimensions (largest dimension set
to 900) while maintaining aspect ratios. This leverages problems with huge TFRecord
file sizes as well as subsequent computational cost and memory consumption for
resizing operations during training due to large input images (e.g. 6000×4000 px).

Data augmentation The performance of CNNs is closely related to the amount
and variety of image data used for model training. This poses a thread to applications
with limited access to image data – even if transfer learning is used. If the amount
of provided data is too small the algorithm will eventually learn these few and spe-
cialized samples well but cannot generalize to new and unseen data. This behavior is
called overfitting and can be detected by closely monitoring the validation or testing
performance after each epoch of training [37].

The process of data augmentation is used to circumvent this problem. It aims
at generating new instances of image data by applying automated image processing
algorithms on existing datasets. Thus, the amount of available images for training
is increased, effectively enlarging smaller datasets. Large datasets also benefit from
data augmentation by bringing in distortions and variations that make the learned
model more robust.

Instead of performing the desired transformations manually, the task is delegated
to the ODA framework. It offers a variety of augmentation options that can be
enabled and adjusted through the pipeline configuration file. Moreover, these built-
ins will not only take care of the input images but will also apply any transformation
to the annotation information of the contained objects as well. A brief summary of
the chosen methods is depicted in Table 3.1.
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Method Description

random_horizontal_flip Horizontally flips image and objects
random_vertical_flip Vertically flips image and objects
random_rotation90 Rotates image + objects by 90 deg. counter-clockwise

Randomly crops image and bounding boxes:
- crop must contain at least one object
- aspect ratio must lie within [1/2, ... , 2]
- size/area must be [1/4, ... , 1] of orig. image
- orig. and cropped bboxes must overlap by 0.3

random_crop_image

- applied 50% of the time (explicitly set)
random_image_scale Resizes image + objects by [1/2, ... , 2] (aspect ratio preserved)
random_adjust_brightness Changes brightness by up to 0.2 (clipped at [0, 1])
random_adjust_contrast Scales contrast by a value between [0.8, ... , 1.25]
random_adjust_hue Alters hue by a value of up to 0.02
random_adjust_saturation Changes saturation by a value between [0.8, ... , 1.25]

Table 3.1: Manually enabled augmentation methods for pipeline configuration
of Faster R-CNN object detector. Every transformation has a 50%
chance to be applied for each input image.

A 45 degree rotation augmentation is not available but would be a valuable asset
in order to reliable detect rotated PCB components. An option for pure translation
augmentation is also not available, but the first three augmentations in combination
with random cropping should be able to produce a similar effect. Random changes
of brightness and contrast should enhance robustness with respect to different illu-
mination and lighting conditions of the used datasets. Finally, hue and saturation
augmentations are selected in order to cope with varying background colors, in par-
ticular with those of the PCB substrate.

Augmentation operations are performed by the ODA exclusively with CPU re-
sources and therefore do not impact GPU-based training performance.

3.1.4 Evaluation metrics
In order to asses the performance of an object detection approach, it is necessary
to compare its results with available ground-truth data and determine a meaningful
score. By counting correct and wrong results, metrics can be established that allow
comparison for different training runs or with other models. Large scale dataset com-
petitions, like Pascal VOC and COCO introduces their metrics and offer standard
APIs for their calculation that allow rating and comparison of the submitted algo-
rithms. This work will make use of the Python COCO API8 and its metrics. The
ODA is already intertwined with this API and makes it a prerequisite to install.

In order to understand the used performance indicators per class average precision
8COCO API: https://github.com/cocodataset/cocoapi

https://github.com/cocodataset/cocoapi
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Figure 3.1: Visualizations for the concept of Intersection over Union [35]. (a)
shows an example of predicted and ground-truth bounding boxes
and (b) illustrates the calculation of IoU metric.

(AP) and mean average precision (mAP) the following section will explain its key
concepts.

Intersection over Union The result of an object detector consists of a list of con-
fidence levels, class labels, and bounding boxes for its predictions. While comparing
class labels is straight forward, the comparison of bounding boxes is slightly more
challenging. It is unlikely that a predicted bounding box matches exactly its ground-
truth counterpart (Fig. 3.1a). Therefore, a standard metric is needed in order to
measure the similarity between a predicted region and a ground-truth bounding box.
A common approach for this is the Intersection over Union(IoU), also known as the
Jaccard index. It is defined as the ratio between overlap (= intersection) and union
of two areas (Fig. 3.1b), in case of this work rectangular boxes for prediction (p) and
ground-truth (gt).

IoU(bboxp, bboxgt) =
area(bboxp ∩ bboxgt)

area(bboxp ∪ bboxgt)
∈ [0, 1]

In combination with a chosen threshold T ∈ [0, 1] the IoU allows a distinction between
correct and incorrect predictions with the following three definitions:

• True positive (TP) is a correct prediction, that is corresponding well with
the ground-truth bounding box (IoU ≥ T ) and has the correct class label.

• False positive (FP) is a positive but incorrect prediction, which is
– not matching any or corresponding inadequately with a ground-truth

bounding box (IoU < T )
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– reporting a wrong class label,
– a subsequent (2nd, 3rd,…) prediction for an already correct predicted object.

• False negative (FN) is an undetected ground-truth object with no matching
detection.

Due to the fact that there exists an arbitrary amount of bounding boxes that do
correspond to non-existing objects, the concept of true negatives is not applied in the
context of object detection.

A false positive is referred to as type 1 error and called false alarm. False negatives
are type 2 errors and mentioned as misses. The combination of true positives and
false negatives is the ground-truth known as condition positives. The sum of true
positives and false positives is referred to as predicted positives and are all detections
reported by the model.

Precision and Recall Upon the three basic building blocks TP, FP and FN two
further metrics are established that allow closer insights about behavior and perfor-
mance of an object detector model.

Precision is the ability of a model to predict only relevant objects and is also called
positive predictive value. It is defined as the ratio between correctly detected objects
and all positive predictions:

Precision =
TP

TP + FP =
TP

pred. pos =
TP

|all detections| ∈ [0, 1]

High precision means that few false positives are reported by the model while a low
precision indicates a higher degree of false alarms. Thus, this metric shows how
reliable the positive predictions of a model in fact are.

Recall is the ability of a model to find all relevant objects and is also called true
positive rate. It is defined as ratio between TPs and all condition positives:

Recall = TP
TP + FN =

TP
cond. pos =

TP
|ground-truths| ∈ [0, 1]

High recall indicates few false negatives while a low recall means that the model is
not performing well due to missing many objects. Therefore, the metric describes
how good a model can truly detect all ground-truth data.

Both metrics have to be analyzed in order to asses the performance of an object
detector. A model with high recall might detect almost every object reliably but also
produce a high amount of false positives that lower precision. On the other hand,
high precision can be coupled with low recall and therefore a higher degree of misses.

Precision-recall curve The trade-off between both metrics can be depicted by
the precision-recall curve that puts them in relationship. First, for each class the
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predictions are sorted by the reported confidence score in descending order (Table
3.2). Predictions are categorized as TP or FP based on IoU and true class membership.
For each row the TPs and FPs are accumulated and allow the calculation of precision
and recall for the present course. Afterwards, precision can be plotted as a function
of recall (Fig. 3.2).

Confidence TP FP Σ TP Σ FP Precision Recall

0.96 1 0 1 0 1 0.2
0.94 1 0 2 0 1 0.4
0.87 0 1 2 1 0.67 0.4
0.83 1 0 3 1 0.75 0.6
0.80 0 1 3 2 0.6 0.6
0.79 0 1 3 3 0.5 0.6
0.75 1 0 4 3 0.57 0.8
0.64 0 1 4 4 0.5 0.8

Table 3.2: Example for the process of precision-recall calculation for a specific
class. 8 detections in a ranked sequence with 4 TPs and 4 FPs
on 5 ground-truth objects are evaluated. For each row precision is
calculated by ΣTP

ΣTP+ΣFP and recall by ΣTP
|GT| .
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Figure 3.2: Visualization for example from Table 3.2. Precision is plotted vs.
recall and a 101-point interpolation is applied. The area under
interpolation and average precision score complement the example.

Average precision After calculation of the PR curve, the area under curve (AUC)
depicts the average precision (AP). In order to ease the area computation, the zigzag-
shaped curve is smoothed with an interpolated form. While the Pascal VOC 2008
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metric proposes an 11-point (and its 2012 extension an all-point interpolation), the
COCO API interpolates at 101 points. At each point, the maximum precision for
current or higher recall values is sampled, effectively smoothing out notches of the
curve (Fig. 3.2).

Pinterp(R) = max
R̃:R̃≥R

P (R̃)

The average precision per class is given by the averaged sum of all interpolated
precision values.

AP =
1

101

∑
R∈{0,0.01,0.02,...,1}

Pinterp(R)

Finally, the mean average precision (mAP) is calculated in order to measure the
performance over all classes.

mAP =
1

N

∑
c∈classes

APc

The authors of COCO make no distinction between the notions of AP and mAP,
assuming the difference is clear from context [20]. In this work class-specific results
will be reported with AP and class-spanning ones explicitly with mAP.

So far, the calculation for AP is trimmed to one chosen IoU threshold. Pascal
VOC uses only IoU = 0.50 for its prime metric (and 11- or all-point interpolation
[28], depending on its version). The COCO challenge devises the averaging of mAP
over 10 different IoUs ([0.50, 0.55, ... , 0.90, 0.95]) and simply refers to this as AP.
The approach can be seen as a reward for detection algorithms that provide better
localization performance. In order to avoid confusion this metric is explicitly referred
to as AP@50:5:95. With this in mind, a direct comparison of Pacal VOC mAP and
COCO AP should be done with caution. In order to allow better comparison, the
COCO API also provides summaries for AP@50 and AP@75 with fixed IoUs.

Additionally, three across scales AP metrics for performance evaluation are pro-
vided, that limit the view on three different size ranges for detectable objects. APsmall

refers to objects with pixel area < 322, APmedium to 322 ≤ area ≤ 962 and APlarge to
area > 962 [20]. Inconveniently, these metrics all build upon the @50:5:95 approach
and are not reported for individual IoUs.

The main drawback of the COCO API is, that only summarized results over all
classes are provided. Therefore, evaluation runs of the ODA framework do not sup-
port per category metrics and lack the ability to analyze detector performance for
each class in detail. This restriction can be overcome by applying a community patch
to the COCO API [49] and modifying the metrics receiving functionality of the ODA
counter-part. Therefore, in addition to mAP this work can report per class AP with
combined @50:5:95 as well as single IoU thresholds @50 and @75. Due to the insights
of Huang et. al [10], AP@50:5:95, AP@50 and AP@75 seem to be strongly correlated.
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Therefore, this work reports all performance measurements with per class AP@50
and mAP@50 in order to maintain clarity and comparability to the progenitor work.

3.1.5 Final setup and deployment
Free cloud-based ML training, for example offered by Google Colab or Amazon AWS,
is a convenient and inexpensive way of training ML models that would otherwise
exceed computational resources of ones own hardware. Yet, the situation regarding
privacy and confidentiality of the uploaded data is often unclear and doubtful when
it comes to ML as a service.

Up to four GeForce GTX 1080 graphic cards with 8 GB memory are available for
training, depending on the utilization by other projects. The appropriate NVIDIA
driver (440.82), CUDA- (10.1.168) and cuDNN-library (7.6.5.32-1) as well as Docker9

(19.03.8) have been installed as a prerequisite for the following software.
In order to isolate the machine learning environment on the host system from

other projects, a docker container is utilized. The corresponding docker image is
based on the tensorflow/tensorflow:latest-gpu-py3 base image and extended
with TensorFlow-GPU 1.13, the corresponding version of ODA and its necessary de-
pendencies [11]. Additionally, OpenCV (3.4.9.33) is installed for image manipulation
tasks during data preprocessing.

Direct access to the physical host system is not granted. Instead, the docker
container is made accessible via an internally running SSH daemon. Local port
forwarding is used for tunneling specific ports between client and container over the
secure connection, enabling access to web applications like TensorBoard or Jupyter
Notebook running inside the container.

This kind of isolation is desirable in order to add stability to a high-performance
server environment. A rogue TensorFlow session can consume vast amounts of CPU-
resources, RAM and even swap for data preprocessing and augmentation. With
appropriate resource limitations for the container in place, this has no to little effect
on the stability of the host system.

3.2 Datasets
3.2.1 Acquisition of image data
This section briefly describes the used datasets and their adjustments before any
labeling and annotation work takes place. In conjunction with Chapter 2.3 the first
part complements the description on public datasets and which parts are used. The
second part addresses the adaption of the internal datasets from the previous work
as well as their extension by means of continuous image acquisition during this work.

9Docker: https://www.docker.com

https://www.docker.com
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3.2.1.1 Public sources

PCB-DSLR The dataset is publicly available and offers a Python API for accessing
the annotation information for each image. Among other things, it can be used for
automated cropping of the PCBs, thus removing abundant black border areas that
are present in all images of the dataset. The focus lies on the first recording of up
to five for every board, therefore a pruning of the subsequent rotational duplicates
is performed. This is done in order to avoid duplicate labeling work in the following
steps. A reduced image dataset consisting of 165 unique images with 2048 annotations
for ICs is used in this work.

PCB-METAL As stated in Section 2.3.2, the dataset is not publicly accessible at
the moment. Therefore, this work cannot utilize it.

FICS-PCB The dataset is publicly available and offers two subsets of data, namely
microscope and DSLR images. This work focuses only on the latter part which depicts
PCBs as a whole. The DSLR subset contains 51 images. From a total of seven
classes of PCB components, the annotations for the class IC with 449 bounding box
information are extracted.

PCB WACV-2019 The dataset is not processed due to its late discovery and
limiting time constraints.

IU-PCB The dataset contains images that origin mostly from older consumer hard-
ware. Therefore, it can be seen as a marginal enhanced version of the PCB-DSLR
dataset [30] with 599 images and 7729 annotations for ICs. Due to limited added
value and time constraints, this dataset is excluded from the work.

3.2.1.2 Internal sourcing

PCB-Google The dataset PCB-Google of the previous work at SCHUTZWERK
was sourced with the help of Google Image Search and has not been published so
far. Therefore, it can be seen as an internal dataset with 190 PCB images and 1100
annotated ICs that are used in this work.

PCB-Custom The second dataset of the previous work is a confidential dataset
that contains SCHUTZWERK internal boards and hardware. With its 15 images
and 53 annotated ICs, it is merged with new image data acquired during this work
and described hereafter.
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SW-Internal The proposed dataset emerges from PCB-Custom by extending it
with newly captured image data from internal projects. The used image acquisition
system consists of a Sony α6000 mirror-less camera with a 3.8× telephoto zoom lens,
all-together mounted on a camera monopod (model 047) from Infuu Holders. This
setup is assembled in the electronics laboratory of SCHUTZWERK.

First recording attempts have shown, that perpendicular lighting from above cre-
ates reflections on substrate areas of PCBs, even with diffuse light. Therefore lateral
lighting is used to illuminate the recorded boards appropriately. Although setup and
illumination conditions may not be as professional as described in some related works
(e.g. PCB-DSLR with diffusion and polarization filters), they are sufficient in order
to avoid reflections on the boards during image acquisition and ensure consistent
illumination for all recordings.

87 images from the front and back of 44 unique PCBs have been captured (one
image discarded due to insufficient quality). In contrast to all other datasets (except
PCB-Custom), images of back-sides without any components are kept in order to test
trained models for false detections. The final dataset contains 102 images in total
and the resolution of all images is 6000×4000 px.

3.2.2 Annotation and labeling
The first part of this sections describes the criteria and decision process for selecting
a suitable labeling tool. A thorough description for the PCB component categories
introduced in this work is given in the second part.

3.2.2.1 Selected software and customization

Finding a suitable free-of-charge or open-source software for the task of image labeling
and annotation is not trivial. While lists like [29] offer a large variety of annotation
software, the tools have to meet certain requirements and constrains for this work.

In order to ensure confidentiality for the internal image data of SCHUTZWERK,
the software has to be an offline tool that is neither foreign hosted nor storing data
in its vendor’s cloud. Furthermore, the tool should provide some kind of project
administration capability in order to maintain and process datasets independently
from each other. Subsequently, the ability of importing datasets with existing anno-
tations as well as exporting in a standard dataset format (e.g. Pascal VOC or COCO)
should be part of the software’s functionality. If that is not possible, the tool should
at least have an internal data structure that is simple enough to allow the injection
of existing annotations as well as extracting finished labeling tasks. Finally, the tool
should provide the ability to accurately annotate arbitrary shaped objects with poly-
gons instead of standard oriented bounding boxes (e.g. rotated PCB components or
objects with perspective views). This requirement can seen as a future investment for
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possible works that perform instance segmentation (e.g Mask R-CNN) on the labeled
data.
The following listing briefly summarizes the evaluation results of different software
tools based with regard to the requirements described above. Furthermore, the final
candidate with its necessary adjustments is presented.

• LabelBox, a modern web-based annotation software used by the previous work
for creating the PCB-Google dataset, cannot be used due to cloud-based storage
of images by its vendor.

• LabelImg, the most rated labeling software on [29], is an offline tool that offers
a simple GUI and plain directory based project administration. Annotations
are stored in Pascal VOC or YOLO format on a per image basis without the
need for an internal data structure. Import or export capabilities for other
annotation formats are not included. The tool does not offer polygon based
annotation, therefore it is excluded from this work.

• Sloth, an offline tool for image and video labeling offers a promising API for
data import and export as well as the capability for polygon based annotations.
Due to its outdated state (development ceased 3 years ago) and legacy library
dependencies (Python2 in combination with QT4), the software could not be
brought into a functional state during the course of this work.

• CVAT, an open source annotation tool specialized in image and video label-
ing, offers a locally running web-based environment with a sophisticated user
interface for labeling, the possibility of polygon based annotations and even
collaboration support with appropriate user management. Despite the first im-
pression, tests on an early development version during this work revealed several
shortcomings. Firstly, it does not offer the possibility for proper project admin-
istration and clear distinction between different datasets. Basic functionality,
like adding further data or removal of duplicate images from an existing labeling
task is not intended [5]. Despite of the documentation’s claim on supporting
various import and export formats, tests with valid examples of Pascal VOC,
COCO and TFRecord formatted data have failed either for export, import or
both. Due to the complexity of the software’s code base, the possibility of writ-
ing custom import and export interfaces is not pursued. If the development
of this software progresses with respect to more reliable project management
and import/export interfaces, it could be considered a valid alternative to the
chosen solution for this work.

The chosen candidate for this work is Label-Studio, an open-source multi-purpose
labeling tool, running as a local web-application. Based on its simple configuration
capabilities it can be customized for various labeling tasks with respect to images,
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videos, text and audio. It offers polygon based annotations for images and distinct
project administration for multiple datasets. Import functionalities for pre-labeled
datasets are absent, but the software’s internal JSON based data structure is simple
enough for subsequent modification with Python based scripting. During the course
of this work, import functions for the used datasets have been developed, that convert
the different annotation formats with various bounding box representations (refer to
Table 2.1) into the polygon-based format of Label-Studio. In the current version of
the software (v0.7), the export for polygon based annotations into the common COCO
format is not functioning properly. Therefore, an export mechanism is developed that
extracts and converts the internal information into the target format.

3.2.2.2 Category decisions for multiclass labeling

So far, only the import of datasets with their annotations for the single class IC is
accomplished. In order to establish an added value to this work, additional classes
are introduced. Their purpose is either to enable sub-classification of ICs or comple-
menting the dataset with additional components of interest. In collaboration with
internal security experts at SCHUTZWERK, a selection of active and passive PCB
components has been elaborated that is particularly interesting in the context of em-
bedded system security assessments. The focus lies on a balanced trade-off between
functional differences of the actual components and visual distinctiveness among the
various classes. However, an in-depth discussion about the actual functionality of the
different components is not part of this work.

IC classes The following categories describe different active components that are
responsible for computation, signal processing and memory storage. They emerge
from the single class IC used in the available datasets. The color of IC packages
usually ranges from dark gray to black with matt or glossy variations. With re-
spect to texture, most packages are imprinted with identification information (e.g.
manufacturer, part number, etc.) in white or gray font.

• SOP stands for Small-outline package and is a category of surface mounted
ICs. The main visual appearance of a SOP can be summarized as a dual rowed,
flat chip. It has a variable but equal amount of pins on two opposite sides,
varying from 8 to more than 60 pins in total. The structural shape of the chip
package is rectangular with variable elongation, depending on the number of
outgoing pins. Its component size, pin thickness and the spacing between them
are variable and depend both on the chip’s purpose and its technological era. In
summary, it is the predominant type of IC encountered on most boards during
this work.

• QFP is the abbreviation for Quad-flat package and is the four-sided equiva-
lent to the SOP class. Also surface mounted, its main visual appearance is
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quadratic with equal amounts of pins on all sides, although there exist rare
rectangular variants from early eras (e.g. in PCB-DSRL). The number of pins
can range from 40 up to over 350 and primarily determines the package’s size
in conjunction with variable spacing between the pins. Generally, this class
represents the 2nd most common type of IC in the described datasets.

• SON is the acronym for Small-outline no-leads (also known as Dual-flat no-
leads) and is a dual-sided, smaller variant of SOP. Instead of pins that extend
from the package sides, so called terminal pads on the lateral bottom of the chip
provide electrical connectivity. A part of the soldering tin typically stands out
from the sides to the solder pads of the board and is visible from a perpendic-
ular view. Typically, SONs are significantly smaller than SOPs and have less
connections, ranging from 4 to 14 in total. Depending on the number of pads,
the components appear in varying rectangular shapes, typically less elongated
than SOPs and in some cases almost quadratic.

• QFN is short for Quad-flat no-leads and represents the four-sided version of
a SON package or a modern variant of a QFP without extending pins. With
respect to connectivity, the previous statements for the SON class also apply for
components of this category. The amount of pads on all sides can range from 8
to over 80 and influences the component’s size. The appearance is consistently
quadratic.

• BGA stands for Ball Grid Array and is the last type of the surface mounted
component in this listing. In contrast to the previous described packages, a
BGA’s connection pads are exclusively located on the bottom surface. This
allows for more interconnections than a dual- or quad-row package but conceals
all soldering joints. BGAs are flat and have rectangular or quadratic shapes,
their size varies and usually resides between larger SOPs and medium sized
QFPs. Although direct electrical contacting is not possible, the classification
information generated during a visual inspection is considered valuable in order
to avoid unnecessary attempts of automated contacting.

• THT is the abbreviation for Through-hole technology and refers to the mount-
ing of chips by placing the pins into drilled holes and soldering them on the
opposite side of the PCB. Alternatively, a socket holder can be installed first,
in which a removable THT chip can be fitted in. THT based ICs have been
virtually superseded by equivalent SMD components but can still be found oc-
casionally. Typical THT chips are dual-rowed with an equal number of pins
on both sides, their total amount ranges from 8 to 40. Size correlates with the
number of pins. The shape ranges from quadratic to rectangular, in some cases
particularly elongated. Their most noticeable visual feature is given by broader
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but also steeper bend pins. Compared to SMD components their elevated height
is noticeable and can cause minor occlusions in the image data.

Passive components Besides active components, there exists are large variety of
passive components that do not require additional power supply in order to perform
their function. While this term also applies to resistors, capacitors and inductors,
this work focuses on detecting and identifying connectors and probing points that
serve as signal and debug interfaces.

• CONNTHT is the designator for through-hole technology connector. Although
the usage of active THT ICs declines, the respective connectors are still pre-
dominant and can be encountered on many PCBs. Female and male versions
exist and are called sockets and headers. The latter can optionally be framed
by a plastic guide box which functions as a housing. Single- or dual-row ver-
sions are most common, but cases of triple-row are occasionally present in the
available datasets. The amount of pins per row (or pits for a female version)
is versatile and usually ranges from 1 to 20 (dual-row) or even up to 40 (single
row). Therefore, these components are highly variable with respect to elonga-
tion. Bent versions with a 90 degree angle exist and are usually present at the
perimeters of boards. Headers and sockets can be colored arbitrarily, though
black and white versions are most frequent.
Besides the various topside appearances, two additional cases are covered by
this category: Soldering joints of THT connectors on the opposite side of PCBs
are considered valid probing points. The same applies for areas where soldering
pads with drilling holes exist, but actual connectors have not been assembled.
DVI and VGA ports are excluded despite being installed in through-hole man-
ner.

• CONNSMD is a surface mounted connector variant. Small pins extend from the
sides and are soldered onto pads that reside on the same side of the board as the
actual connector. Most remarks for THT connectors also apply to this category
with some extensions. The amount of connecting pins on the sides can range
up to 80 in total. Moreover, different and versatile plug configurations result
in diverse appearances.
Analogous to THT connectors, areas with unassembled SMD connector are
included in this class and standard ports for USB and FireWire excluded.

• CHIPUNPOP stands for unpopulated chip. Due to various design and prototyp-
ing decisions, additional soldering pads for possible ICs are occasionally placed
on the boards. However, a final version of the hardware may not depend on
those components and the corresponding pads are left unpopulated. Still, the
pads have valid connections to other components and might serve for probing.
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Figure 3.3: First half of representative examples with 5 of 6 IC classes.
(Images removed due to copyright reasons.)
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Figure 3.4: Second half of visual examples from THT, passives and MISC.
(Removed due to copyright reasons.)
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Size and appearance of these pad accumulations is governed by the intended
chips and their pin configuration. Unpopulated chips are overall scarce com-
pared to their assembled counterparts. Instead of laying out respective classes
for each described IC type, all variants of unpopulated chips are gathered by
this category.

Miscellaneous components The last class devised in this work is named MISC.
It stands for miscellaneous components that emerge from the previous labeling works
and do not correspond to the described classes. These components have either been
labeled mistakenly as ICs or are open for interpretation.

Heatsinks are often marked although they occlude the chips below and therefore
cannot be classified as such. Furthermore, small-outline transistors (SOT), diodes
(SOD) and other power electronics can have considerable similarity to SOPs but
with different pin layout (e.g. odd total amount, uneven or one-sided distribution).
Finally, WiFi modules and other complex components with IC resemblance also occur
in the pre-labeled data.

Instead of discarding these annotations, they are kept in this supplementary class.
If required, the category can be filtered out prior to training and evaluation.

3.2.3 Summary and statistics
In order to conclude this chapter, a brief summary for the labeling process results is
given.

The existing single-class labeled components from the imported datasets have been
assigned to their appropriate classes. Each image is analyzed thoroughly and unla-
beled ICs that were missed by the original authors are complemented. Furthermore,
the described passive components are localized and annotated. The first pass on
each image needs between 10 and 15 minutes. A second pass with temporal distance
is highly recommended and takes about 5 to 10 minutes. It often reveals faulty
class assignments and still missing components. Especially labeling of unassembled
components for the passive classes is time-consuming and error-prone due to their
unobtrusive nature.

Additionally, special adjustments for the two datasets are necessary. As described
in Section 2.3.3, bounding boxes of FICS-PCB do not cover the extending pins of
the ICs. Furthermore, the work on PCB-DSLR revealed a considerable amount of
inaccurate bounding boxes that also do not cover the external pins accurately. In
order to guarantee consistent training and results, further work is invested to correct
these circumstances.

In total, 508 images with 3650 pre-existing annotations have been processed. 4088
additional components have been labeled, the final amount for all classes is 7738.
A detailed account per dataset and category is given in Table 3.3. A decline for
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THT ICs and an increase of SONs is traceable through the datasets FICS-PCB and
SW-Internal, as they contain more modern hardware.

Class PCB-DSRL FICS-PCB SW-Google SW-Internal All datasets

ICs before 2048∗ 449† 1100 53‡ 3650

#Images 165 51 190 102 508

MISC 259 180 255 336 1030
SON 5 31 15 54 105
SOP 1341 193 543 438 2515
QFN 38 44 102 53 237
QFP 346 59 157 42 604
BGA 80 19 83 41 223
THT 260 16 74 0 350
CONNSMD 265 53 75 108 501
CONNTHT 818 217 514 292 1841
CHIPUNPOP 165 22 87 58 332

All classes 3577 834 1905 1422 7738

Table 3.3: Absolute component count per class for available datasets. First
row shows single-class IC count per dataset prior to multi-class
labeling; ∗ refers to unique ICs, †to DSLR subset of FICS-PCB and
‡to original SW-Custom dataset (15 images) prior to the merge with
SW-Internal.

In order to give a better understanding for the actual distribution, relative occur-
rences for each class are reported in Figure 3.5. SOP and CONNTHT components are
the dominant categories throughout all datasets. QFP, QFN and BGA follow with
substantial distance while SON being scarcest. The remaining passive components
reside in the range between QFP and SON. Overall, the class distribution is skewed
and reveals the unbalanced nature of the available data.

Table 3.4 summarizes the density of labeled components per PCB image for the
different datasets. While all sets contain images with almost no components, the
maximum count varies substantially. PCB-DSLR stands out with its high maximum
peak that derives from few large boards with high object count. In contrast, the
authors of FICS-PCB recorded each large PCB with several images. The peaks for
SW-Google and -Internal are lower but show that a desired object detector should
accomplish the detection of up to 100 components. Still, the majority of boards
contains less than 20 labeled objects.
Finally, the varying sizes and aspect ratios for components of different classes is vi-
sualized in Figure 3.6. In order to allow the comparison of objects originating from
different images with varying sizes, the previously mentioned keep_aspect_ratio
_resizer is applied to all pictures (max. target dimension of 900, also refer to Sec-
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Figure 3.5: Relative component occurrences per class for available datasets.

PCB-DSRL FICS-PCB SW-Google SW-Internal All datasets

Minimum 1 3 1 0 0
Maximum 171 36 91 88 171
Mean 21.7 16.4 10.0 13.9 15.2
Std. deviation 19.9 8.0 12.4 14.4 16.1
Median 21 15 6 10 11

Table 3.4: Statistics for component density in images of available datasets.

tion 3.1.2). Therefore, all components are resized accordingly and can be compared
appropriately.

The areal size concept of COCO metrics is adapted and divides the plot into three
distinct dimension categories. Furthermore, integer aspect ratios are depicted and
allow a course categorization with respect to object elongation. The small amount
of components with extreme dimensions above 350 px have been omitted, otherwise
the figure’s part for small objects would have been compressed beyond recognition.

SONs are QFNs are almost exclusively concentrated in the lower left part with
negligible variance in elongation. The green cloud of SOPs mostly stretches from
small to medium sized components with moderate aspect ratios. The same applies
for the cyan category of CHIPUNPOP with fewer visible examples. QFPs and BGAs
mostly reside on the diagonal due to their often quadratic shape and are clearly
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medium and large sized objects. Both types of connectors are distributed between all
sizes with the majority residing in the medium range. Furthermore, their versatile
elongations result in more extreme aspect ratios than components of other categories.

As a conclusion, the proposed object detector should focus on smaller dimensions
and extended aspect ratios with respect to its bounding box proposals. These in-
sights should approve the described configuration decisions with respect to anchor
box proposals in Section 3.1.2.
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would not be legible.





4 Experiments and results
This chapter presents the results from Faster R-CNN models that have been trained
with different combinations of datasets. All models follow the configuration described
in Section 3.1.2 and 3.1.3.

Due the fact that hyper-parameters and other settings are not tuned during train-
ing, this work omits validation sets and consistently uses only training and test sets.

Throughout the first three sections of this chapter the dataset SW-Internal is uti-
lized for testing only. The other datasets are used for training in order to assess
their individual and combined usefulness for training the best model for the target
set SW-Internal. The experiments in the last section include SW-Internal for train-
ing by utilizing k-fold cross-validation. The goal is to assess the potential detection
performance of a final model trained with all available data.

The test set does not contain any THT ICs and the COCO API consistently reports
−1.0 AP for this category throughout all experiments. As a result this class is not
depicted in the corresponding performance score figures.

Throughout all training runs the models are trained for 50000 steps with continuous
evaluation on the test set scheduled every 1000th step. Inspection via TensorBoard
shows for all runs, that up to the final training step all AP performance curves for
the test data saturate appropriately and degradations do not occur. Therefore, the
problem of overfitting does not arise [37] while all phases of learning rate reduction
are successfully passed. All results presented in the following parts stem from the
final evaluation process after the 50000th training step.

4.1 Individual datasets
This part presents the results from training with single datasets PCB-DSLR, FICS-
PCB and SW-Google. Figure 4.1 illustrates the achieved AP scores for each class
and dataset.

The model trained with SW-Google yields the best overall result of 0.39 mAP.
Especially its performance on the classes QFP and BGA stands out with AP above
0.8 and 0.7 respectively Also, the scores for the categories QFN and SOP are leading.
Although SW-Google contains twice as much CONNTHT components as FICS-PCB,
the latter seems to provide better samples for the respective connectors that occur
in SW-Internal.
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Figure 4.1: Per class performances for training with single datasets and evalua-
tion on SW-Internal. Last column reports mean average precision
over all categories.

The impact of FICS-PCB on training is also noteworthy with 0.32 mAP. The per-
formance scores are the 2nd best in almost every category and taking the lead for
MISC and CONNTHT. Especially SOP and QFN are close to the results yielded by
SW-Google. Altogether, this dataset still enables a remarkable performance consid-
ering that it contains the smallest amount of images and annotated components of
all available datasets.

Finally PCB-DSLR falls short with overall 0.18 mAP. Its performance on QFP
is acceptable with 0.58 AP but most other categories are reported below 0.4 AP.
Low scores on the IC classes SON and QFN are plausible due to the low amount of
samples (5 and 38 respectively) in the dataset. In contrast, the poor performance
for the SOP and CONNTHT categories are likely caused by the origin of its images;
a certain proportion of its SOPs are covered with dust and CONNTHTs are often
seriously damaged. One exception is CONNSMD with leading 0.21 AP. The dataset
holds more suitable samples of this class that provides better performance for the test
set. Altogether, being the largest dataset with respect to the amount of annotated
components does not necessarily enable good test performance on SW-Internal.

The classes SON and CHIPUNPOP are below 0.1 AP for all sets. Possible reasons
are the low amount of samples and small visual appearances in the images.
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4.2 Dataset combinations
The next step after single dataset training is to utilize the remaining possible com-
binations and analyze their impact on training and evaluation. As in the previous
part, SW-Internal is hold out and used as test set. The corresponding AP scores are
depicted in Figure 4.2. They are more versatile compared to the results from training
with single datasets.
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Figure 4.2: Per class performances for training with combined datasets and
evaluation on SW-Internal. Results from single datasets are de-
picted for comparison.

The combination of SW-Google and FICS-PCB (brown) leads with an overall per-
formance of 0.43 mAP, followed by the combination of all three and solo FICS-PCB
(both 0.39 mAP). In comparison to the individual performances, the leading combi-
nation shows improvements for the categories MISC, SON, SOP and especially both
connector variants. The classes BGA and QFP do not further benefit from this union
and the performance for QFN even decreases compared to the FICS-PCB only result.
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Finally, the CHIPUNPOP is increased by the combination but still resides below 0.1
AP.

The union of PCB-DSLR and SW-Google (red) falls below the individual perfor-
mances in almost all categories and can only prevail for the classes SOP, QFP and
CHIPUNPOP; a relatively strong gain to 0.18 AP for the last category can be noted.

PCB-DSLR combined with FICS-PCB (purple) results in a slight improvement
with respect to overall mAP performance. The highest SON score and a huge im-
provement in the QFP category to over 0.8 AP are noteworthy. Slight increases
for BGA, CONNSMD and CHIPUNPOP are also given. On the other hand, MISC,
QFN and CONNTHT do not benefit from this union and decrease compared to the
individual sets.

The combination of all three datasets does not provide the best performance. While
the categories SOP and CONNSMD report the best scores, SON does not benefit at
all compared to other combinations. Furthermore, the class performance for QFN
drops significantly compared to SW-Google and FICS-PCB. Scores for QFP, BGA
and CONNTHT and CHIPUNPOP can be seen as reasonably equal to other combina-
tions. Considering only the IC classes, this combination offers strong performance
for medium and large sized components with the downside of a less than moderate
ability to detect small ICs.

In summary, the union of SW-Google and FICS-PCB enables the best performance
on the test set. However, the gap is only 0.04 mAP compared to the model trained
solely with SW-Google. The general observation is that combining multiple datasets
does not necessarily result in a strong additive performance gain.

4.3 Exclusion of MISC class
The introduction of the category for miscellaneous PCB components described in
Section 3.2.2.2 can be seen as controversial. The class functions as a collecting bin
for various components that most likely do not offer any benefit in the context of
hardware related security analysis at SCHUTZWERK. Therefore, it should be ques-
tioned if this category provides any benefit or poses harm. This part addresses the
question at hand by providing results for all dataset combinations by excluding all
annotations associated with the class MISC from training and test datasets. As in
all parts before, SW-Internal is solely used as test set. The respective results are pre-
sented in Figure 4.3 and are briefly summarized without detailed comparison between
all combinations.

Most noticeable, the combination of all datasets now leads with 0.44 mAP over all
categories. Its results for the classes QFN, QFP, BGA and CONNTHT are increased
noticeably. Especially QFN gains 0.11 AP, although results for training with single
datasets are now reported with significantly lower scores for this category. CONNSMD
drops marginally.
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Figure 4.3: Detection performances for all datasets with exclusion of the class
MISC during training and testing.

For the other datasets and their combinations the results look slightly more dif-
ferent. The former performance in the SON category is not achieved anymore. In
general, the results of SW-Google drop for almost every class while PCB-DSLR now
enables better performance for QFP and BGA. On the other hand, the former peak
performance on CONNSMD is no longer present.

The overall impression is, that the removal of MISC samples somehow sets back the
detection performance on categories with smaller components (SON and CONNSMD
in general, QFN for SW-Google) and slightly improves results for medium and large
size components throughout all classes. In fact MISC contains a noticeable amount of
smaller components (e.g. SOTs and SODs). One possible explanation could be that
they represent valuable training samples for the RPN. Without them, the amount
of available small sized is reduced significantly and missing during first stage opti-
mization. On the other hand, MISC also contains medium and larger components
(e.g. heatsinks) that especially resemble QFPs and BGAs. By omitting this category
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entirely, it is plausible that confusions between these classes are prevented or at least
reduced.

As a result, it can be noted that the combination of all datasets provides the
best overall result so far and slightly favors medium and large sized IC components.
However, the drawback is that one category is completely dismissed while the gain
is only 0.01 mAP compared to the results with all classes. Therefore, MISC will be
included for the remaining experiments.

4.4 Training including SW-Internal
So far, SW-Internal has only been used as a test set and the combination of SW-
Google and FICS-PCB for training has provided the best results. In order to include
SW-Internal into the training, a 5-fold cross-validation is performed. The dataset is
shuffled and split into five parts with roughly the same amount of labeled components
per part (300, 245, 259, 362 and 256). Five train/test combinations are constructed,
each with 4/5 of the image data used for training and 1/5 for testing. In general,
this procedure enables the evaluation of machine learning models on limited data.
Consequently, five Faster R-CNN object detectors are trained and tested with the
different combinations. Afterwards, their performance scores are usually averaged.
However, the splits do not contain an equal amount of components from each class.
Therefore, a weighted mean is applied on the per-category scores over the iterations
of the cross-validation process with respect to the varying object count per class for
each split.

In the following, three different experiments are presented that utilize the 5-fold
cross-validation approach:

1. Five combinations of the datasets SW-Google (5×100%), FICS-PCB (5×100%)
and SW-Internal (5×80%) are used for training COCO pre-trained models.

2. The check-point from previous training with SW-Google ∪ FICS-PCB (Section
4.2) is utilized and five models are fine-tuned with SW-Internal (5×80%). This
approach can be denoted as consecutive fine-tuning of a pre-trained model with
multiple training runs.

3. Only SW-Internal (5×80%) is utilized as a training set in order to asses if the
previous datasets are necessary at all for achieving good detection performance.

Figure 4.4 shows the results from the 5-fold cross-validation for the described exper-
iments. The averaged scores are complemented by the min-max range of individual
AP results from the iterations. This helps to understand from witch range of values
each mean is composed of.

The overall performance of the first experiment only yields 0.34 mAP and falls
below the model trained with SW-Google ∪ FICS-PCB (0.43 mAP, Section 4.2). In
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Figure 4.4: Test results of the experiments with 5-fold cross-validation. Error
bars show maximum and minimum performance scores achieved
during the individual iterations of the cross-validation process.

detail, almost every class (except SON, CONNSMD and CHIPUNPOP) suffers a loss of
about 0.1 AP or more compared to the best model trained so far. It is unclear why
data, that has been previously tested with acceptable performance, causes inferior
results if included during training. A verification of the performance curves via Ten-
sorBoard does not reveal abnormalities. But the possibility exists, that the number
steps has not been sufficient for training with of all sets combined. A combination
of more training steps and a possible further decay of the learning rate could be
explored, but is not part of this work anymore.

The second experiment shows an overall performance of 0.57 mAP and succeeds the
previous best model (Section 4.2). Almost every category yields better scores except
for QFP with only 0.77 AP (SW-Google ∪ FICS-PCB: 0.82 AP). Especially classes
with previously weak performances (SON, QFN, CONNSMD and CHIPUNPOP) benefit
substantially and gain up to 0.2 AP. However, SON and CHIPUNPOP components are
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still poorly detected (0.18 AP and 0.32 AP respectively).
Finally, the last experiment shows a tremendous cutback with 0.09 mAP. The

inferior performance to all other models points out that the internal dataset alone
might not enable sufficient training. Compared to results from training with SW-
Google only (0.39 mAP) one reason might be that the dataset SW-Internal contains
only a fraction of images and components compared to the former (0.53- and 0.75-fold
respectively). Additionally, the reduction of available training data caused by the 4/5
split for cross-validation results in even less available data for training (0.43 of images
and 0.6 of components compared to all data from SW-Google). This could represent
a critical lower bound for training data that should not be undercut. On the other
hand, FICS-PCB itself contains even less images and components than the 0.8-fold
version of SW-Internal but yields better detection performance if used for training
(Section 4.1). Therefore, a comprehensive justification is currently not available.



5 Conclusion

5.1 Summary and discussion
During the course of this work, four different datasets have been collated that ori-
gin from the context of PCB component analysis. Each set has been adjusted and
elaborately refined. The datasets’ previous single-class annotations with respect to
ICs have been re-labeled with six new IC subcategories. In addition, four new classes
have been introduced that cover two connector types, areas of unpopulated chips and
various other components.

In order to accomplish this task, a suitable open-source label software has been
utilized. Adequate import and export interfaces have been developed in order handle
the various dataset source formats and allow the export into a uniform target format.

A total of 508 images have been processed and the amount of labeled components
has been more than doubled in comparison to the progenitor work. In addition,
detailed statistics for the refined datasets have been compiled that describe their
properties.

Based on the previous work and insights gained by reviewing related academic
publications on the topic of PCB component analysis, the CNN based Faster R-CNN
meta-architecture has been chosen for PCB component detection. The TensorFlow
Object Detection API and its reference implementation of the detector have been
deployed on a dedicated hardware platform. Various options for the object detector’s
configuration have been investigated and adjusted based on the characteristics of the
available datasets.

During the next phase, various experiments have been conducted in order asses
the performance of the proposed Faster R-CNN model. In the first two parts of the
experiments, different combinations of the datasets have been utilized in order to
determine the combinations that produce best detection performances on the tar-
get dataset SW-Internal. The evaluation shows that training with the combination
SW-Google and FICS-PCB yield the best results, closely followed by a union of all
three datasets and SW-Google only. An important intermediate conclusion is that
training with multiple datasets does not give rise to substantial higher detection per-
formances. Furthermore, each combination results in a trained model with slightly
different strengths and weaknesses for the individual categories.

The last three experiments deal with the transition of including SW-Internal dur-
ing model training. The first discovery is that a model trained with the union of
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the previously best dataset combination and SW-Internal does not result in better
detection performances. Moreover, another model trained solely with SW-Internal
yields inferior performance compared to all other detectors. The previously stated
reasons for both results are speculative and the real circumstances for these behaviors
have not been discovered yet.

Finally, the second of the last experiments presents a trained Faster R-CNN model
with superior performance in almost all aspects. By utilizing a previous training effort,
the best model trained with SW-Google and FICS-PCB has been further refined SW-
Internal. It depicts a valid approach for consecutive model fine-tuning with newly
available data in the future. If this holds true, it would potentially enable continuous
learning without the need for training with all data from scratch.

Independent from the previous statement further conclusions can be drawn. The
class imbalance with respect to component counts poses a less disadvantageous im-
pact as expected. The two best scoring categories (QFP and BGA both > 0.75 AP)
are represented with less than 10% and 5% of all object samples. This success seems
to derive primarily from their uniform visual appearances and medium to large sizes.
In contrast, the three most populated categories (MISC, SOP and CONNTHT) set-
tle below 0.7 AP. These classes contain components with a large variety of visual
appearances, elongations and sizes. Especially the components’ sizes seem to have
far greater influence on the detection performance. Classes that consist primarily of
small objects (SON and CHIPUNPOP) do not reach reasonable scores above 0.4 AP.
QFNs seem to represent the right compromise: With a relative component count of
less than 5%, overall small size, quadratic appearance and four-sided solder contacts,
components of this category still yield a detection performance above 0.5 AP.

Overall, the available data is still limited. The best experiment utilizes 323 images
with 3877 objects for training, evaluation occurs on 20 images with 284 component
samples. Therefore, the results have to be interpreted with caution. But the general
trend towards increasing detection performance is apparent, especially if image data
is utilized that represents modern embedded hardware.

5.2 Future work
A detailed analysis of false positive detections would yield valuable information about
insufficient localization, wrong classification and faulty detections in areas that do
not hold any sought components. For example, a preliminary visual analysis has
shown, that densely packed and aligned arrays of small-outline transistors (SOT) are
falsely classified as one THT connector instead of being individually recognized as
miscellaneous components.

Cross-validation experiments should be complemented with all possible dataset
training combinations in order to confirm that the currently best model indeed yields
the best detection performance.
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The extension of available image data by public sourcing should focus on appropri-
ate samples from modern embedded systems instead of deprecated consumer hard-
ware. The dataset PCB WACV-2019 seems to meet these requirements and should
be utilized in the future. The same applies to PCB-METAL if it becomes publicly
available. Furthermore, the internal acquisition process should be continued as it
yields the most valuable data. In addition, synthetic generated image data could
further complement the available data without the need for manual labeling work
due to already available design specifications [34].

With respect to technical aspects, the update of the ODA framework and transition
to TensorFlow 2 should be carried out. This would enable to benefit from its ongoing
development process, e.g. multi-GPU training. Furthermore, the concept of profiling
has been introduced to TensorFlow 2. This would allow to analysis which parts of a
model are most GPU time and memory consuming instead of performing trial and
error runs in order to find suitable configurations (e.g. input dimensions, anchor box
sizes and aspect ratios) that do not result in out-of-memory scenarios.

Further developments in the field of CNN based feature extractors, like ResNeXt
[47], should also be closely observed. The Faster R-CNN meta-architecture would
surely benefit from lower memory consumption, better performance as well as faster
training and inference times if such pre-trained models become available in ODA.

In order to combat low class sample counts and general class imbalances, new
approaches in the field low-/few-shot learning could be investigated [42]. Related
work by Kuo et al. utilizes low-shot similarity-based classification in conjunction with
a graph network for feature embedding [12]. The model achieves good performance
with training on the PCB WACV-2019 dataset that consists of only 47 images. With
respect to small and densely packet objects, the work of Reza et al. [34] introduces
loss boosting in order to improve bounding box regression at last stage of object
detectors in general. These approaches are currently of an academic nature and have
not yet found their way into established object detection frameworks.

Meanwhile, a near-term solution for small-scale object detection could be achieved
by adapting a sliding window approach on the available image data. In addition to
performing detection on whole but down-sized images, the analysis of overlapping
patches (similar to the microscope subset of FICS-PCB) could enable reliable detec-
tion of small-scale PCB components. Such an approach would very well coincide with
the planned image acquisition system of the future hardware platform for automated
contacting. Furthermore, the full potential of the available high-resolution image
data could be utilized immediately.

Altogether, this work provides valuable insights and can be seen as groundwork for
the upcoming tasks of chip identification, pin detection as well as signal and protocol
analysis between the detected PCB components. These tasks will be accompanied
by the currently undergoing upgrade of the flying probe tester platform. It is hoped
that the transition to automated security assessments at SCHUTZWERK can be
accomplished in the near future.
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