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Abstract—Physical Unclonable Functions utilize random vari-
ations from manufacturing to generate unpredictable, yet repeat-
able fingerprints of devices for usage in a hardware cryptographic
context. Most often, they are dedicated electrical circuits in
integrated devices and thus occupy additional space while only
few implementations exploiting already existing hardware. In
this work, we analyze the possibility to extract hardware unique
fingerprints from the distinct differential nonlinearities of analog-
to-digital converters, which are present in almost every system.
The transfer curves from measuring a large set of low-cost
analog-to-digital converters with 12 bit resolution are analyzed
regarding their quality as system fingerprints. Additional post-
processing methods are investigated for further improvement
of the uniqueness metrics. The fingerprints are optimized to a
perfect inter-hamming distance of 50% and close-to-maximum
entropy. These improvements come at the cost of a reduced
number of extracted bits, yet the minimum achieved number
of 440 bits is sufficient for secret key generation. By thresholding
and consequently avoiding unstable positions in the extracted
bit-strings, the intra-hamming distance of unprocessed transfer
curves could be reduced to less than 4%. Further measurements
over a large temperature range shows that the error rate due to
temperature drift never exceeds 13%.

Index Terms—Physical Unclonable Function (PUF), Analog-to-
Digital Converter (ADC), Differential Nonlinearity (DNL)
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I. INTRODUCTION

A major increase of internet-connected devices over the last
years raised concerns about hardware embedded security. Even
the most simple device with insecure communication channels
can be a rewarding target for malicious intruders. Although
embedded devices tend to have more processing power due to
shrinking technology nodes, a trade-off in computing power
is always accepted for low-power requirements. For such
devices, cryptographic algorithms, systems and primitives are
required to be lightweight. Physical Unclonable Functions
(PUF) are well-known as such primitives, providing secret,
unique and unpredictable hardware fingerprints without the
need for power-hungry secure storage. In general, PUFs utilize
small random variations from manufacturing to generate a de-
vice specific response. A PUF providing a single response only
(like a hardware fingerprint) and having no input functionality
is called a Weak PUF in opposite to a Strong PUF, which
offers an additional challenge-response behavior. The utilized
variations come from many sources like random dopant vari-
ations and oxide thickness fluctuations and can be measured
in many different ways like varying oscillation frequencies [1]
or random start-up behavior [2]. Analog-to-digital converters

(ADC) or digital-to-analog converters (DAC) have also been
used as the physical sources for PUF key generation. In [3], a
DAC-PUF was presented where the correction coefficients of
mismatching current sources of a feedback digital-to-analog
converter in a Sigma-Delta modulator were used as the source
of randomness. Following work measured the mismatch of
capacitors in successive approximation register (SAR) ADCs
[4], [5], the mismatch of comparators in stochastic ADCs
[6] or code deviations in a DAC-ADC chain [7]. This works
presents a different approach such that the differential nonlin-
earities (DNL) of an uncorrected analog-to-digital converter
are investigated regarding their PUF metrics.

The rest of this work is organized as follows: Section II
presents the measurement method and discusses the extraction
of the DNL curves. Section III present different methods
for converting these curves to PUF fingerprints and assesses
their quality with different common PUF metrics. Section IV
concludes this work.

II. MEASUREMENT SETUP

In this work, characterization of ADCs is done by fine
granular control of their respective DC inputs. The used ADC
is the MCP3201-C by Microchip Technology Inc., which
implements a 12 bit conventional SAR conversion of a single
pseudo-differential input of up to 5 V. On a PCB, 20 of these
low-cost devices are connected by an SPI bus to an STM32F4
micro-controller as the measurement control instance. The
input voltage for the ADCs is generated by an external high-
linearity DAC, which is the 16 bit PXIe-5451 waveform gen-
erator by National Instruments. The extraction of the transfer
characteristic of the ADCs is achieved by sweeping their input
voltage from 0 V to 5 V full-scale, generated by applying a
16 bit input code to the waveform generator ranging from
0 to 216-1. Thus, the transfer characteristics, especially the
switching points between neighboring conversion steps, can be
extracted with a resolution of 1/16 LSBADC, which equals to
76.3 µ V. A total amount of 120 ADC devices was measured
N = 100 times for each input voltage step. A subset of 20
devices was additionally measured in a temperature chamber
with a temperature sweep from -30°C to 70°C applied.

Fig. 1 shows the mean curves of two measured devices,
calculated as y(x) = 1

N ·
∑N

n=0 yn(x), where x is the input
code of the DAC and y is the output code of the ADC under-
test. It shows that a single measurement of a transfer curve is
prone to switching errors, which occur in the transition zone
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Fig. 1. Exemplary averaged measurement of the transfer curves of two ADC
devices and their respective transition zones between two output codes, the
final transitions are highlighted with markers

between two ADC levels. In order to get stable transfer curves,
either averaging of thousands of samples is required, which
is impractical regarding the overall amount of data, or each
curve, averaged from fewer samples, has to be smoothed in
order to reduce the influence of strong outliers on the overall
waveform. A smoothing 5-tap filter with subsequent truncation
was applied to calculate the final waveforms as follows:

ŷ(x) =b 1
15
· (y(x+ 3) + 2 · y(x+ 2) + 3 · y(x+ 1)

+ 3 · y(x) + 3 · y(x− 1) + 2 · y(x− 2) + y(x− 3))c

Although the waveforms ŷ(x) from Fig. 1 appear to be
very similar, they differ in a distinctive way in their transition
regions where the flip-over to the next ADC level starts. Both
curves in theory have a step width of 16 DAC levels (resolution
ratio of 24). Whenever this is not the case, the respective ADC
inherits a differential nonlinearity at that specific level. Such
deviations from the ideal transfer curve are random in their
position and mostly defined by mismatch of the underlying
physical sources used in the analog-to-digital conversion. The
differences in the curves are used in the following to extract
non-predictable fingerprints.

For a well-known SAR-architecture using a specified num-
ber of capacitors, the full curves could be predicted by measur-
ing the capacitors mismatch. Such a predictability was not ob-
served in the measurements and led to the assumption that the
ADC might inherit some mismatch scrambling technique. As
the internal structure of this specific device is not known, the
measurements and the following analysis and post-processing
methods are based on the assumption that single values of a
measured DNL curve inherit only little to no correlation to
other values. This assumption holds true especially for other
correlation-free DAC architectures and thus allows a direct
transfer of the methods.

Based on the transfer curves, the individual DNLs can be
calculated by counting the number of DAC levels, which result
in a specific ADC level and then subtracting the expected step
width:

DNL(x) =− 24 +

216−1∑
n=0

{
1, ŷ(n) = x
0, ŷ(n) 6= x

Both the DNL curves and their integral nonlinearity (INL)
curves of all measured devices are illustrated in Fig. 2. Al-
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Fig. 2. (a) DNL curves calculated from all 100 measured 12 bit ADCs, (b) INL
curves calculated from the DNL curves with their mean curve hightlighted in
black

though the DNL curves appear to be of random nature on first
sight, the INL bending into the positive plane only shows that
they inherit a bias towards positive values.

III. EVALUATION OF POST-PROCESSING METHODS

The extracted DNL curves are of multi-valued nature and
range from -8 to +8. Thus, for a direct usage and evaluation of
binary hamming distances, the curves have to be converted to
conventional bit-strings. Due to the abundance of zero valued
DNLs and the positively skewed non-zero values, this is a non-
trivial task. A selection of conversion methods is presented and
evaluated regarding their suitability. For the evaluation of the
methods, the two standard metrics for PUFs are used: the inter-
hamming distance (inter-HD) as the measure of uniqueness
with a desired value close to 50% and the intra-hamming
distance (intra-HD) as the measure of bit stability with a
desired value of 0%. For the bit-string b of a device with
bit-length L and M readouts, the intra-HD is calculated as

HDintra(b) =
1

M − 1

1

L

M−1∑
m=1

L−1∑
l=0

{
1, b(m, l) 6= b(0, l)
0, b(m, l) = b(0, l)

and the inter-HD between two devices b1 and b2 as

HDinter(b1, b2) =
1

L

L−1∑
l=0

{
1, b1(l) 6= b2(l)
0, b1(l) = b2(l)

Furthermore, the Shannon-entropy is used as an indicator for
possible correlations or weaknesses, where a value close to 1
shows perfect randomness. The application of the entropy
calculation is applied in two ways: per-bit (Hb) over all devices
for the assessment of single bit-positions and per-device (Hd)
for the assessment of the average bit-weight, which ideally



should be close to 50%. For binary alphabets with the bit-
probability pi = pi(l) of fixed bit-positions l, Hb(l) among
all devices B is calculated as

Hb(l) = −
∑
i=0,1

pi · log2(pi), pi =
1

B

B−1∑
n=0

{
1, bn(l) = i
0, bn(l) 6= i

and Hd(b) of a single device b among all bit-positions l as

Hd(l) = −
∑
i=0,1

pi · log2(pi), pi =
1

L

L−1∑
l=0

{
1, b(l) = i
0, b(l) 6= i

A. Conversion Methods and Uniqueness Evaluation

In the following, different methods for converting the multi-
valued DNL curves to binary device-unique fingerprints are
presented. The methods are analyzed regarding their PUF
metrics and their corresponding values are listed in Table I
in the upper rows (entropy metrics as percentage of 1).

The first method (bin) converts all non-zero values to
binary 1 and all zero values as binary 0. Due to the imbalance
between zero valued and non-zero valued DNLs, the inter-HD
is only 34.3%. The per-bit entropy in average is very low with
a value of only 0.743 but even worse, with a minimum of 0.

An alternative method (tern) uses a ternary alphabet, in
which negative DNL values are converted to -1 and positive
DNL values to +1 while zero values remain untouched.
Although the inter-HD sees a slight improvement to 37.3%,
the per-bit entropy drops to 0.550 as the amount of zeros are
unchanged but the previous probability of a binary 1 is now
dispensed to two symbols.

The third method (no-0) first removes all zero valued
DNLs and then converts negative DNL values to binary 0
and positive DNL values to binary 1. As the initial amount
of zero valued DNLs had a negative influence, this method
provides the first significant improvement with an inter-HD
of 48.2%. In addition, the entropy values now have a much
larger minimum and both per-bit and per-device entropies are
closer to their ideal value of 1. Still, the previously mentioned
bias in the DNL distribution towards positive values limits
further improvements when using the DNL values directly.

In order to equalize this distribution, a post-processing
technique has to be applied, which in this work was chosen as
an adaption of the von Neumann compression (vNc) [8]. Only
sign switching transitions in a DNL curve (without zero values
in-between) are converted to binary values: transitions from
negative to positive values as binary 1 and transitions from
positive to negative values as binary 0. Apart from removing
the bias towards positive values, this procedure also scrambles
the influence of specific DNL values on the positions i of the
converted bit-strings. The resulting inter-HD is at perfect 50%
and the entropy metrics are improved significantly as seen in
Table I: Hb now holds an average of 0.994 and a minimum of
0.918 and Hd is even further improved to an average of 0.997
and a minimum of 0.984. Although this metrics come with the
trade-off that the resulting identifiers are drastically shortened,
a minimum length of 440 bits per ADC still provides enough
information for generating secret keys.

TABLE I
UNIQUENESS METRICS FOR THE DIFFERENT CONVERSION METHODS.

method inter-HD Hb [%] Hd [%] bits
avg min avg max min avg max min

si
ng

le

bin 34.3 % 0 74 100 91 94 97 4093
tern 37.3 % 0 55 100 78 82 86 4093
no-0 48.2 % 52 97 100 96 98 98 1344
vNc 50.0 % 92 99 100 98 100 100 440

di
ff

er
en

tia
l bin 45.7 % 52 92 100 95 99 100 4093

tern 56.1 % 44 85 100 84 90 94 4093
no-0 50.0 % 86 99 100 100 100 100 1525
vNc 50.0 % 84 99 100 99 100 100 616

An alternative approach can be used in a system with
multiple ADCs present. By substracting one DNL curve from
another, a differential curve can be used as the base of
all post-processing methods; their respective metrics are also
listed in Table I in the lower rows. Eliminating the bias of
single curves with this approach significantly improves the
metrics of almost all presented methods by lifting the inter-HD
and both entropy metrics closer to their ideal values. Especially
the no-0 approach outperforms the von Neumann compression
in terms of Hb, which shows that an additional post-processing
method on top can also be counter-productive.

B. Evaluation of the Stability with Bit-Error Rates

The metric of choice for evaluation of the stability of PUF
readouts is the intra-Hamming distance (intra-HD). As already
illustrated in Fig. 1, the transition regions between two DAC
output levels tend to be unstable. In addition, a single error in
the DNL measurement affects the width of at least two DNL
values and thereby artificially increases the bit-error rates.
Thus, the number of samples N chosen for averaging has a
crucial influence on the intra-HD.

Fig. 3 a) shows the mean intra-HD of each presented method
for an increasing averaging factor N of y(x). This increase
obviously has a positive effect on the methods bin and tern as
they use the full length of the DNL curve and averaging over
more samples increases the precision of the DNL calculation.
In opposite, all other methods are mostly unaffected with
an intra-HD close to 50% as for these, a single DNL value
changing its sign affects the rest of the extracted bit-string
such that a previously converted transition is now left out and
the whole bit-string is shifted by one position. E.g. the two
DNL values y(x) = −2 and y(x + 1) = 1 were originally
converted to a bit-value of 1, but for an erroneous measurement
of y(x + 1) = 0, the transition from negative to positive is
missing and this specific bit-value is then discarded. Thus,
error-correction is required after averaging, but its complexity
can be reduced as correcting the measured transfer curves or
the DNL curves results in much less effort than performing
this on the final bit-strings of the different methods.

Because DNL values close to zero are more likely to switch
their sign due to erroneous measurements, it seems natural to
avoid these values in order to further decrease the intra-HD.
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Fig. 3. (a) Intra-HD in relation to an increasing averaging factor N of the
transfer curve, (b) Intra-HD in relation to an increasing DNL value threshold

Such an approach was tested for all methods by introducing
an artificial threshold, below which a DNL value was set to
zero. Fig. 3 b) shows the intra-HD with an averaging factor of
25 for sweeping the value of this threshold. The stability of
the methods bin and tern could be further improved to less
then 4%, while the stability of the other methods still suffer
from discarded bit-values.

C. Evaluation of the Temperature Stability

In addition to the bit-error evaluation, a subset of 20 devices
has also been tested for temperature stability. An exemplary
readout of a single ADC is plotted in Fig. 4 a), illustrating the
measured transfer curve of the whole temperature range from
-30°C to 70°C. Interestingly, the drift of the transfer curve is
different for temperatures below and above the nominal tem-
perature of 20°C. When decreasing the temperature towards
-30°C, the transition regions between two ADC levels are not
shifted in their position but only experience a lift to higher
mean values. When the temperature increases towards 70°C,
the transition regions experience the same lift of their mean
values but in addition are also shifted to the right.

The effect of this behavior is illustrated in Fig. 4 b) as the
mean Euclidean distance between transfer curves of the same
device at different temperatures, averaged over all devices.
Regarding the dark green line, which illustrates the reference
temperature at 20°C, an increase of up to 6% can be observed
when the temperature only changes by ±10°C and increases
up to 8.5% at 70°C. The colored lines illustrate the respective
distances when a different reference is chosen, and as the
temperature difference then can be even higher, the Euclidean
distances can grow even larger. These differences never grow
larger than 13%, and thus a temperature sensor can help
correcting the measured transfer curves.
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Fig. 4. (a) Exemplary measurements of the transfer curve of a single device
at different temperatures, (b) average Euclidean distance between the transfer
curves at different temperatures (self-reference only shown for 20°C)

IV. CONCLUSION

In this work, DNL and INL of a large set of 12 bit analog-
to-digital converters were measured by sweeping the input
voltage with a 16 bit digital-to-analog converter. The individual
differential nonlinearities of each device were calculated and
analyzed regarding their potential as device unique finger-
prints. Four different post-processing methods were applied
to convert the multi-valued curves to bit-strings. An initial
approach of directly using the whole bit-string and differenti-
ating between zero and non-zero values resulted in a low inter-
hamming distance of only 34.3% due to an imbalance between
zero and non-zero values. By removing zero valued elements
and differentiating between positive and negative values, the
inter-hamming distance could be improved to 48.2%. By
employing von Neumann compression, the imbalance could
be fully removed and thus led to a perfect inter-hamming
distance of 50%. The analysis of the readout stability showed
that removing zero-valued elements from the initial bit-strings
drastically increases the intra-hamming distance of the final
outputs. With additional thresholding applied prior to the
conversion methods, a minimum intra-hamming distance of
4% could be achieved. Sweeping the temperature showed that
the maximum Euclidean distance between transfer curves is
up to 13%. Both results from stability analysis suggest that
additional error-correction is inevitable before the application
of post-processing methods. But the results show that DNL of
ADCs with proper evaluation algorithms can indeed be used
as unique hardware fingerprint of PUFs.
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