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Abstract

Flash memory is essential in modern electronics due to its fast access, high storage density, and
cost-effectiveness. As the demand for expanded local storage capacity continues, its appliance
is increasing.

This work primarily focuses on enhancing the reliability of flash memories. It begins with a
comprehensive characterization of the flash channel, identifying and analyzing various sources
of errors. The study delves into different bit-labeling schemes and investigates the achievable
capacities associated with them. Additionally, the importance of read reference voltages is
explained, particularly in adapting them to the life-cycle condition. The thesis also introduces
calibration and adaptation algorithms for this purpose.

The challenges related to error correction codes are addressed extensively, focusing on al-
gorithms designed to reduce decoding complexity. The research delves into low-complexity
decoding techniques, particularly for scenarios involving small code lengths. Another area of
investigation is concatenated codes based on small cyclic codes.

Furthermore, the thesis explores the advantages of joint processing of NAND flash pages,
highlighting improvements in hard-decision decoding to minimize the need for additional read-
out operations. This joint processing approach is thoroughly compared with conventional
processing methods to assess its effectiveness and potential benefits.

Overall, this thesis contributes to enhancing the reliability of flash memories while proposing
optimizations for their decoding processes.
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Chapter 1

Introduction

The ongoing digitalization has resulted in significant shifts in resource requirements. The
demand for information and communication technologies has escalated, particularly in terms
of transmitting and storing large volumes of data reliably and efficiently. Fast evaluation,
robust error-free storage, and efficient data transmission have become increasingly critical.
NAND flash memories meet these criteria due to their absence of mechanical parts, their low
power consumption, fast access times, and high storage capacity.

The need for faster storage technologies has consequently led to a higher demand for flash
memory storage, outpacing the capabilities of traditional options like hard disk drives. Flash
controllers play an important role in efficiently reading and writing data on the flash cells
while addressing different interfaces and processing data according to specifications. These
controllers are very complex and contribute to technological progress.

According to Moore’s Law, the number of transistors per unit area on integrated circuits dou-
bles approximately every two years. In the context of NAND flash memory, this phenomenon
implies a corresponding increase in memory density at a similar rate [13]. Therefore, flash
memory is the focus of cost-effective storage solutions for large data volumes with high data
density.

However, this presents challenges in meeting reliability, durability, and error-free require-
ments [14]. The ultimate objective is to ensure error-free and dependable data transfer
throughout the entire lifespan of flash data storage devices. As a result, various algorithms
and methods must be integrated into flash controllers to address these challenges effectively.
This highlights the critical significance of error correction methods and ongoing research in
the area of signal processing.

In the field of signal processing, various topics belonging to transmission systems are under
research. Figure 1.1 illustrates a simplified transmission system for reference. Flash memory
can be seamlessly integrated into a transmission system.

The source represents the data provided to the flash controller from a device, where the flash
controller is responsible for encrypting, encoding, and modulating the data. The channel
denotes the physical flash memory, and the flash controller components handle the control of
data storage and recall within the memory. Channel disturbances may arise due to physical
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Source Encryption Coding Modulation

ChannelDisturbance

DemodulationDecodingDecryptionSink

Figure 1.1: General simplified transmission system.

alterations or aging effects. Furthermore, the flash controller is also tasked with demodulating,
decrypting, and decoding the data. In the diagram, the sink represents the output of data from
the flash controller. For storage devices, reliability must rely exclusively on error correction
codes (ECCs) since there is no feedback channel.

Numerous algorithms and sequences are required to address all of the mentioned blocks com-
prehensively. However, attempting to cover all of them would exceed the scope of this work.
Consequently, we will focus on two specific aspects and their interface, namely the readout
from the flash channel and error correction mechanisms.

Outline of the Thesis
The first chapters of this thesis highlight the core structure, functionality, and inherent error
sources associated with flash memory. Subsequently, we discuss different channel models that
are essential for understanding the characteristics of data transfer.

A pivotal element in the discourse of flash memory is the readout concept. As technology has
advanced, contemporary NAND flash memories are capable of storing multiple bits per cell,
leading to different charge states, as noted in [14, 15]. Our primary focus in this research is
placed on triple-level cell (TLC) flash memories, characterized by their capacity to store three
bits per flash cell. A well-designed bit-labeling is the basis for the readout methods. Bit-
labelings can modify channel capacities depending on the readout type, directly influencing
the error correction capability, as discussed by Parnell [16]. Different types of bit-labeling for
flash memory are discussed in Chapter 4.

Following this, Chapter 5 explores improvements of the readout accuracy. Given different error
sources, the increasing density of memory volumes, smaller form factors, and manufacturing
process tolerances, the flash memory channel experiences significant shifts throughout its
operational lifetime. Due to the many life-cycle conditions, a universally applicable model
becomes non-trivial and is currently unavailable. Given these dynamics and the expected
longevity of flash memory, refining and adapting the reading process is critical to minimizing
the probability of residual errors.

Even under perfect conditions, an error-free readout of the data is not feasible. Therefore,
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integrating robust error correction mechanisms is necessary to maintain the reliability of the
data. In flash memory, we primarily distinguish two data streams, namely payload and meta-
data. These data streams have distinct characteristics requiring special treatment and tailored
error correction [17, 18, 19, 14, 20]. Thus, different ECC are needed to address these varying
characteristics effectively. Preliminaries on select ECC are elaborated in Chapter 6, setting
the stage for Chapter 7, which delves into decoding strategies for short cyclic codes. These
subjects are necessary in the subsequent chapters.

Chapter 8 describes concatenated codes incorporating short cyclic codes as components. At
this point, we generate codes that are especially suitable for metadata. Short codes with high
error correction capability are defining characteristics. Our objective is to enable the utilization
of soft decoding to enhance reliability. The primary emphasis lies on achieving near-optimal
performance with minimal complexity to ensure efficient decoding.

Subsequently, Chapter 9 considers possible error correction strategies for payload data. There-
fore, we explore the cell-wise processing strategy, which maximizes the readout potential of
flash memory. This method is compared to the conventional page-wise process, whereby a
comparative performance analysis of these strategies using exemplary error-correcting methods
completes this chapter.

Finally, Chapter 10 summarizes the main aspects of this thesis.
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Chapter 2

Flash Memory Basics

Flash memories comprise many floating gates (FG) or charge trap (CT) MOSFET (metal
oxide semiconductor field effect transistor) elements, commonly known as flash cells. These
memory cells possess the capability to rapidly store, read, and erase data, which is why they
are referred to as "flash" memory. The flash memory technology was invented by Dr. Fujio
Masuoko of Toshiba in 1984. This technology is built to retain digital data for extended periods
without requiring a power supply, making it a non-volatile storage medium. Data is stored as
an electrical charge on the flash cell. The first storage medium based on this technology was
produced in 1988. Flash memory has experienced remarkable evolution since then, marked
by reductions in manufacturing costs and a significant increase in storage capacity. These
advancements have elevated flash memory to play a pivotal role in data storage, making it
an indispensable technology of countless electronic devices. Unfortunately, this technology is
associated with significant challenges, as flash cells introduce several error sources.

This chapter introduces the key aspects of data storage in a flash cell, explains the underlying
flash technologies and architectures in this thesis, and provides an overview of selected error
sources. Parts of this chapter have been published in [1, 2].

2.1 Flash cell

As previously mentioned, there are essentially two underlying technologies used as flash cells:
FG and CT MOSFET. The charge on an FG MOSFET is saved on a polysilicon layer located
between the gate and the channel. NAND flash memory based on CT technology follows a
different design and stores the charge on a silicon nitride film. The primary difference between
FG and CT technology lies in the materials used in the layers between the control gate and
the substrate, as well as between the drain and source. This difference in materials affects
conductivity and consequently alters physical properties of the memory [14].

In the following, we will focus on the widely used flash cell based on FG technology, as
depicted in Figure 2.1. This FG-based flash cell enables three main operations: writing,
erasing and reading data. Essentially, the FG is completely isolated within the flash cell,
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Source Drain
n+ n+

Floating Gate

Control Gate
Oxide Layer

Substrate
p-Type

Figure 2.1: Schematic representation of a FG MOSFET.

without any electrical connection to the rest of the cell. The principles of FG technology are
comprehensively described in the publication by Kahng [21].

• Write/program: Writing on an FG MOSFET involves the transfer of electrons from
the substrate to the FG, effectively storing information as an electrical charge. This
process relies on a quantum effect called Fowler-Nordheim tunneling, first discovered in
1928 [22]. This phenomenon describes the probabilistic behavior of particles crossing
a barrier. In a flash cell, this phenomenon is enabled when the source is connected to
ground potential, a charging voltage is applied to the control gate, and a positive voltage
to the drain input. Typical necessary voltages are 9 V on the gate, 4.5 V on the drain,
and ground potential on the source input [13].

The charging process of the cell is precisely controlled in time to ensure that the FG
acquires the desired charge. An example of such control is the Program Verify method,
which is one feasible implementation [13]. The charging process increases the charge of
the FG, which increases the threshold voltage Vth of the FG MOSFET.

• Read: To read the data, a read voltage is applied to the gate, while the source is
connected to ground, and a read voltage is connected to the drain. This allows the
flow of electric current between the drain and the source. An electric charge in the
FG changes the required threshold voltage Vth that needs to be applied to the gate to
activate the FG MOSFET.

To determine the charge status of a cell, a read reference voltage (RRV) Vr is applied,
and the resulting current is subsequently measured. If current is detected, the FG
remains uncharged, which represents a logical 1, characterized by a low Vth. Conversely,
the absence of a detectable current corresponds to a logical 0, associated with a high
Vth). The RRV is chosen to enable optimal distinction between these two scenarios. For
this purpose, the distribution of the threshold voltages in relation to the charge states
is investigated. This elementary case corresponds to the single-level cell (SLC).

Modern flash technologies have evolved to store multiple bits per cell, i.e., they can
distinguish multiple charge states, denoted in this work as S. During the readout process,
multiple RRVs are necessary to distinguish between the possible charge states. The query
whether a current is flowing or not remains a fundamental requirement. Consequently, a
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2.2 Architectures and Technologies

flash cell with S states must be distinguished using a maximum of S − 1 read voltages.

Thus, the multi-level cell (MLC) is capable of storing 2 bits, i.e. distinguishing 22 = 4
states. The next extension is the triple-level cell (TLC), which can store 3 bits per
cell, enabling 23 = 8 distinct memory states. TLCs are widely adopted in today’s flash
memory landscape. A quad-level cell (QLC) accommodates 4 bits per cell, allowing
24 = 16 memory states [14]. QLC flash is already commercially available, and further
advancements such as penta-level cell (PLC) are currently under development [15].

• Erase: Erasing the data from a flash cell involves discharging the FG. The discharge is
enabled through the Fowler-Nordheim tunneling effect, similar to the writing process.
For discharging the FG, an electric field opposite to that used during writing needs to
be applied. This removes the electrons from the FG.

However, as high negative voltages are often avoided in practice, the gate can be con-
nected to the ground potential, while a high voltage is applied between the source and
drain, which generates a negative electric field. Typically, the threshold voltage Vth of
an erased cell typically falls below the ground potential, which means that an erased cell
can have a negative threshold voltage.

In the case of cells that have more than two different states, the writing and reading of
the cell changes. The cells are always completely discharged when they are deleted.

In order to perform this operations, additional circuits are implemented. Therefore, the next
section introduces the most common architectures with flash cells.

2.2 Architectures and Technologies

Flash cells are connected in series or parallel, which results in two architectures: NOR or NAND
flash. The term "NOR" or "NAND" is derived from the arrangement of the cells within each
architecture. In NOR flash, each individual cell (e.g. FG MOSFET) is connected in parallel,
meaning that the source terminal of each cell is individually connected to a common ground,
while the drain terminal is connected to the output. The parallel connection of cells ensures
that they operate independently without mutual interference. This independent connection
enables individual control over each cell, allowing individual manipulation and management of
each cell.

By contrast, the NAND architecture organizes the basic cells in series, such that multiple cells
are connected to a common ground and output line. This is called a NAND string. To perform
a read procedure on a NAND flash cell, it is necessary to activate all other cells in the string.
This is achieved by applying a throughput voltage to the gate of each cell to ensure that they
are switched on. To facilitate the control, transistors are used at the beginning and end of
each string, connecting them to the so-called source line and bit line, respectively. The bit line
is connected through other NAND strings, while the gates of the flash cells are interconnected

7
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Bit line 0 Bit line 1 Bit line n

Bit line
Selector

Source Line
Selector

Source Line

String

Page

Cell
Word lines

Figure 2.2: Simplified schematic of a NAND flash architecture.

through dedicated word lines. NAND flash memories are organized hierarchically. Figure 2.2
presents a simplified schematic interconnection of the flash cells in a NAND flash block. Please
note that components are missing and additional readout design considerations are necessary
for cells that store more than one bit.

main area spare area

Flash memory
Total memory size

Block
Page

Figure 2.3: Illustration of the NAND flash memory organization hierarchy.

Next we describe the hierarchical organization of a NAND flash memory. A NAND flash die
comprises one or more planes, each containing multiple blocks. Each block in turn comprises
multiple pages. The smallest erasable unit is a block, while the page is the smallest individual
readable and programmable unit in NAND flash. Multiple planes within a die are only employed
in modern flash memories, capable of parallel data read and write operations. A page is typically
divided into a main area and spare area. The main area contains the payload data and the spare
area is allocated for error correction, system pointers and firmware metadata [14]. NAND flash
memories are constructed such that the spare area used for the error correction and metadata
has a defined size, and each page typically has the same spare area [23]. Thus, using page-
wise encoding implies that each page uses the same code rate. For a better understanding,
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2.2 Architectures and Technologies

Figure 2.3 illustrates the hierarchical organization of a NAND flash memory.

The primary advantage of NOR flash is its fast data reading capability, although it is com-
paratively slower in writing and erasing data compared to NAND flash. Due to the structure
of NOR flash, each cell has a connection to a powerline and ground, which leads to a large
amount of connections. On the other hand, NAND flash offers the benefit of processing larger
amounts of data at once, resulting in increased erase and write speeds. Additionally, since the
cells are not individually accessed, the requirement for extensive wiring is eliminated, allowing
for smaller structures. Consequently, this enables higher cell density, leading to reduced size,
power consumption and costs per cell.

NAND flash is particularly optimized for cost and size, thanks to its denser memory archi-
tecture. As a result, NAND flash memory devices find application in a broader range of
applications compared to NOR devices. The disadvantage of NAND flash is the extended read
time of a flash cell and additional interference issues, which are explained later. NOR flash is
primarily used in scenarios where random read operations are essential, such as small firmware
memories in embedded devices or critical applications. At present, NAND flash cells are mainly
implemented in commercial applications due to their ability to serve as low-cost bulk storage
devices [24]. Therefore, this work specifically concentrates on NAND flash memories, as they
represent the most prevalent architecture.

The planar NAND architectures are being increasingly replaced by 3D NAND architectures
since the storage density is increased, i.e., multiple layers are stacked vertically. Other advan-
tages are lower power consumption and faster read and write speeds [14, 25]. The current
technologies are Bit-Cost Scalable (BiCS) technologies first introduced in [26] and the Terabit
Cell Array Transistor (TCAT) introduced in [27].

When using a flash cell that can store more than one bit, each bit of the cell is assigned to
different pages and different codewords of the ECC. This page-wise encoding minimizes the
read latency with hard-input decoding. Depending on the bit-labeling, a different number of
read operations is needed for the different pages. Accordingly, the read latency depends on
the bit-labeling.

Considering exemplary TLC NAND flash memories, each cell stores three bits, and eight
possible charge states are denoted as Si. Each bit is assigned to a specific page, which is
labeled as the most significant bit (MSB) page, the center significant bit (CSB) page, and the
least significant bit (LSB) page, based on the associated bit. In the case of MLC flash, there
are only two pages: the MSB page and the LSB page. However, for QLC flash, the pages are
referred in this thesis as pages 1, 2, 3, and 4.

Depending on the bit mapping strategy, the number of reference voltages required to read a
bit of a page varies. The additional extraction of soft information amplifies the total number of
readouts per cell depending on the desired resolution, i.e., the number of soft bits (SBs). This
information augmentation consequently increases the latency and power consumption. How-
ever, this approach increases the channel capacity, and it is more probable to avoid decoding
failures and data loss within the flash memory.
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Chapter 2 Flash Memory Basics

The bit-labeling of available flash memories is usually based on Gray codes [28]. Gray codes are
binary codes where the codewords of adjacent bit patterns only differ by a single bit position.
Such a bit mapping scheme minimizes latency for page-wise random access. However, Gray
codes do not consistently achieve an ideal balance between error probability and total cell
capacity [1]. Conversely, a multilevel coding strategy generally requires joint processing of all
pages, impairs the random read performance but maximizes the cell capacity.

Table 2.1: Gray code bit-labeling for TLC flash cell used in this work (adapted from [7], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

page S0 S1 S2 S3 S4 S5 S6 S7

MSB 1 1 1 0 0 0 0 1
CSB 1 1 0 0 1 1 0 0
LSB 1 0 0 0 0 1 1 1

We consider the code presented in Table 2.1 as an exemplary Gray code for TLC flash memory.
In this code, both the MSB and LSB pages require two reference voltages, while the CSB page
needs three reference voltages to determine the corresponding bit. This labeling supports a
page-wise read operation, allowing the independent reading of the LSB, CSB, and MSB pages.
However, this labeling does not necessarily balance the error probabilities on the different pages.
Profound discussion on bit-labeling is part of Chapter 4.

2.3 Description of Error Sources

Different life-cycle states are reached throughout the flash memory’s operating time. The
reliable operation of the entire memory strongly relies on the tunnel oxide’s ability to withstand
the demanding condition of program and erasure. As a result, extensive efforts are dedicated to
determining the ideal process for creating the tunnel oxide, considering factors like thickness,
material, growth, defectivity, interface, and others. Additionally, practical algorithms are crucial
in achieving successful and dependable NAND technology. In the following, some of the most
challenging effects that change the physical properties of the flash cell are described in more
detail.

• Program/erase (P/E) cycling: The programming and erasing of data on the flash cells
gradually damage the insulating layer of the FG, leading to changes in the physical
properties of the semiconductor. The number of P/E cycles is the primary property to
describe the aging of the flash memory, such that it is an equivalent of the lifetime.
Manufacturers specify a maximal number of P/E cycles for the NAND flash memories
produced, ensuring a high probability of avoiding uncorrectable errors.

For SLC, the number of P/E cycles is in the order of 105 cycles, and for MLC this number
is reduced to 104 [23]. These numbers may vary for consumer devices and specific
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deployment for enterprise solutions. Other errors may occur when programming/writing
or easing data on the cell. These errors may involve failing to reach the desired charge
level or the erase state properly. Such errors emerge after repeated P/E cycles due to
trapped electrons in the tunnel oxide. This phenomenon is correspondingly called gain
degradation and charge trap [13].

• Data-retention time (DRT): Even though the FG is physically isolated, the FG will dis-
charge over time. One source of error is so-called trap-assisted tunneling [29, 30, 31].
This phenomenon occurs when the trapped charge within the flash cell creates an elec-
trical tunnel that amplifies the weak tunnel current, which facilitates the charge leakage
from the FG. The tunneling effect causes an accelerated discharge due to the internal
electric field and reduces the threshold voltage. In addition, this effect is enhanced by
the damage to the insulating layer caused by the P/E cycles. A degraded insulating
layer causes a faster discharge.

A critical factor for DRT is the thickness of the insulating layer. A thicker insulating
layer reduces the probability of charge leakage. However, this also requires a higher
electric field strength to write data effectively, which implies higher energy consumption.
On the other hand, if the layer is too thin, it is more vulnerable to damage from writing
operations, accelerating its degradation over time and contributing to increased discharge
[14]. Flash memory manufacturers guarantee a DRT for the produced NAND flash
memories.

• Charge trapping/detrapping: Another physical effect is so-called charge trapping/detrap-
ping whereby random positive or negative charges located in the tunnel oxide affect the
FG after a time [29, 30, 32, 33]. This effect can increase or decrease the charge level
on the FG, causing the threshold voltage to change accordingly.

• Read disturb (RD) / write disturb (WD): A persistent source of interference in NAND
flash is the RD effect [14]. Reading a page several times without erasing may cause a
charge increase in the cells on the affected pages. The probability of RD increases with
the number of P/E cycles, and it is more likely on already damaged cells. Erasing the
cells resets this disturbance, as this procedure discharges the cells completely [14]. More
details are available in [34, 35] and for specific insights related to 3D NAND flash in
[36].

• Temperature effects: Temperature instabilities constitute a significant concern of CMOS
circuit reliability [23]. As a result, the temperature may also affect flash devices. A
cross-temperature effect arises due to varying or extreme program temperature (PTMP)
and read temperature (RTMP) conditions. Different temperatures cause variations of
the electrical properties, i.e., the charge distributions of the flash cell are changed.
Consequently, significant temperature disparities can lead to critical errors when reading
the information. This issue is particularly problematic in cross-temperature scenarios,
i.e., writing at one temperature and reading at another. In such cases, the threshold
voltage distributions (TVDs) can shift massively.
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Chapter 2 Flash Memory Basics

• Gamma and alpha rays: Radiation problems are frequent in particular environments,
such as aircraft, space, or radioactive hazard zones. Gamma and alpha rays can change
the charge in the flash memory, resulting in incorrect readouts [23].

The most important properties of a flash memory device lie in its endurance and data retention
capabilities. Endurance represents the minimum number of P/E cycles that the memory can
endure before encountering significant failures. Data retention refers to the duration for which
the memory device can retain data without an external power supply.

All of the effects described in this chapter hold significant importance for the effective man-
agement of flash memory. For the appropriate configuration of signal processing from flash
memory, it becomes crucial to have access to measurements and accurate models of the com-
munication channel. The next chapter describes the models and measurements used in this
thesis. The measurements of the TLC NAND flash memory used in this thesis were provided
by the company Hyperstone GmbH (Konstanz, Germany).

12



Chapter 3

Flash Channel Models and
Measurements

The previous chapter described numerous influences on the data stored in flash memory. A
precise communication channel description is crucial to appropriately select the signal process-
ing and error correction methods. According to the pioneer of information theory, C. Shannon,
the channel provides the scope for the successful transmission of information.

It is challenging to model the physical flash channel precisely. The different error sources in
flash memory arise from diverse physical effects, which increase the challenges in modeling the
flash channel [37]. Numerous publications deal with this challenges [38, 39, 40, 41, 42, 43].
The influence of the physical effects also depends on the flash type and the manufacturing
procedure. Due to the increasingly smaller designs for flash memory, the physical structure and
attributes are constantly evolving. Consequently, excessive measurements across various life-
cycle states covering flash memories from different distributors become necessary to accurately
estimate the channel conditions. This task is demanding and involves a substantial workload.

In this chapter, we will take a closer look at flash channel models and present measurements
from flash memories that we will use in the subsequent chapters. We consider two possibilities
to approximate the flash channel. Initially, we consider a simplified flash channel approximation,
employing amplitude shift keying (ASK) as the modulation scheme and incorporating additive
white Gaussian noise (AWGN) as the noise component. Afterwards, we verify the deviations
between the idealized model and the measurements of the flash memory. Subsequently, we
construct a simplified model to illustrate the fundamental behavior utilizing the measurements
from flash memory. However, due to the extensive scope of the problem and the absence of
comprehensive coverage across all possible life-cycle states, the applicability of this model is
limited. Parts of this chapter have been published in [1, 2, 3].

3.1 Approximation with Gaussian Noise

The threshold voltage is the minimum voltage required to trigger a change in the state of a
memory cell. In flash memory, the threshold voltage is used as a reference point to determine
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Chapter 3 Flash Channel Models and Measurements

the stored electrical charge. Due to factors such as manufacturing variations, process defects,
and error sources (cf. Section 2.3), threshold voltage values differ among flash memory
cells. A threshold voltage distribution (TVD) refers to the statistical distribution of threshold
voltage values in a group of flash memory cells. The value stored in a flash can be accurately
determined using a large scale of threshold voltage measurements. Subsequently, the TVD
can be analyzed to gain insights into the characteristics of the flash memory.
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Figure 3.1: TLC channel as a uniform-spaced M -ASK model with equally distributed AWGN, labeled
reference voltages Vth, and exemplary bit-labeling. (adapted from [3], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

Given that the amount of electrical charge corresponds to the information stored in a flash cell,
the ASK modulation scheme theoretically approximates the charge distribution. This concept
applies to a SLC flash memory with binary ASK (BASK) modulation. In general, M -ASK
modulation is applied in flash memory types, where M denotes the number of bits encoded
into a single cell. Typically, the ASK modulation is bipolar. However, given that the charges
on the flash memory are strictly non-negative, a unipolar ASK modulation is prescribed. In
the case of a TLC flash memory, which can store three bits per cell, there are 23 = 8 possible
charge states, resulting in a unipolar 8-ASK model.

In the context of the individual charge distributions, the most intuitive approach assumes
the widely employed AWGN distribution. Figure 3.1 shows exemplarily the TVD for TLC flash
memory using ASK modulation and AWGN error distribution. The AWGN model is based upon
the presumption of statistical independence between charge and noise components, coupled
with a normal distribution for additive noise. However, these assumptions lack applicability
to the majority of flash memories. The physical properties of the flash cell combined with
various noise sources, as mentioned in section 2.3, introduce non-Gaussian characteristics into
the system. Consequently, the accurate depiction of noise behavior in these systems requires
alternative models or more sophisticated noise characterization techniques. The advantage
of AWGN modeling lies in its compatibility with standard simulation tools and established
calculation formulas. In Chapter 4, this channel model is employed to compute theoretical
error probabilities and analyze theoretical channel capacity. The subsequent section will detail
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the flash memory measurements, which proves that AWGN modeling is insufficient in terms
of providing an accurate description.

3.2 Measured Threshold Voltage Distributions

In the following, we discuss TVD measurements conducted on TLC flash memories. Given
that a TLC flash involves eight different charge levels, namely S0, .., .S7, it requires seven
defined reference voltages, Vr0, ..., Vr6, to effectively distinguish all three bits. The three bits
of each cell are typically mapped to three different pages called MSB, CSB, and LSB page,
respectively, as detailed in Chapter 2.

Figure 3.1 illustrates the conditional distributions f(Vth|S) of the threshold voltages Vth of
the flash cells given the charge levels. The figure also provides a possible bit-labeling for the
charge levels, where the colors indicate the corresponding page, i.e., MSB in red, CSB in blue,
and LSB in green. Most flash memories support page-wise read operations. To read the MSB
page with the bit-labeling in Figure 3.1, for instance, we need to read at the reference voltages
Vr2 and Vr6.

The distributions f(Vth | S) are not static but change over the lifetime of the flash. Two of
the most important noise factors for these alterations are the number of P/E cycles and the
DRT (cf. Section 2.3). The P/E cycles lead to the wear-out effect of the FG, while the DRT
leads to a charge loss. The distributions also depend on effects like the program and RTMP
and the charges of adjacent cells, i.e., cell-to-cell interference and much more. Moreover, they
can vary over pages and blocks.
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Figure 3.2: Measurements of TLC flash memory in different life-cycle states (adapted from [3], CC
BY 4.0, https://creativecommons.org/licenses/by/4.0/).

Figure 3.2 shows the charge loss due to DRT as well as the widening of the distributions due to
wear-out. Due to the logarithmic scale of the y-axis, it is apparent that the distributions are not
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symmetric, and the voltages are not normally distributed. While the TVDs are often modeled
as Gaussian distributions, the measured distributions show an exponential tail toward the lower
voltages. To cope with this exponential tail, the exponentially-modified Gaussian distribution
was proposed in [44], which is the sum of two independent normal and exponential random
variables. A Normal-Laplace (NL) mixture model was proposed in [43]. Similarly, the model
in [45] copes with program errors in MLC flash memory. All three bit pages are programmed
simultaneously in our measurements, and thus no write errors occur.
The DRT is simulated for the measurements by subjecting the chip to a baking process for a
specific duration [46, 47]. Figure 3.2 shows the measured histograms acquired for three life-
cycle states. The measurements were conducted on fresh flash cells, cells with 1 500 P/E cycles
and 13 h of baking, which simulates about two months of data retention, and cells with 3 000
P/E cycles and 80 h of baking time, which corresponds to one year DRT, and this life-cycle
defines the end-of-life (EOL) provided by the manufacturer. Only the charged states S1 to S7
are shown. The charge state S0 corresponds to the erased state of the cell, which can extend
into the negative voltage range concerning Vth = 0. However, the distribution for this state
cannot be determined correctly using commercially available chips. The controller can only
adjust the voltages within certain voltage levels, identified by index numbers corresponding to
the possible voltage steps of the flash controller.
The measured distributions are additionally dependent on the life-cycle state, including factors
such as the number of P/E cycles and DRT, among others. Since the distributions can
differ across various pages and blocks, the page and block numbers also contribute to the
distribution’s characteristics. However, for simplicity, we do not include these conditions in
the notation. Measurements of all conceivable life-cycle states and their corresponding a priori
probabilities influenced by usage would be necessary to derive the unconditional distributions.
To acquire a TVD, as shown in Figure 3.2, it is necessary to perform exhaustive conditional
readings. This means that the written data is known, and all potential threshold voltages are
examined during readout. Such measurements are typically reserved for testing due to their
inherent complexity.
In Chapter 5, we use an extensive data set of measurements to explain the challenges related to
RRVs and propose potential solutions to address these issues. The following section describes
a model approximation based on measurements.

3.3 Model Approximation from Measured Voltage
Distributions

Due to aging, the TVDs and the channel capacities of a flash memory change over time [16].
This section proposes a method to estimate the voltage distributions from measurement data.
Referring to Figure 3.2 and considering the logarithmic scale, we can see that the parabolic
shape of the Gaussian distribution adequately approximates the voltage distribution around the
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Figure 3.3: Fitted voltage distribution f(Vth | S7) of (a) fresh and (b) EOL flash memory (adapted
from [1], ©2020 IEEE).

mean value. However, the measured distribution exhibits tails that deviate from the Gaussian
distribution. The observation in [42] suggests that exponential tails in flash TVDs arise due to
the influence of random telegraph noise effects, and these tails exhibit an asymmetric behavior
at both the left and right extremes of the distribution.

The previous works in [43, 48] show that the NL and exponentially modified Gaussian (EMG)
distributions result in good approximations of the MLC measurements. However, these dis-
tributions are not consistent with the TLC measurement data used in this thesis. The EMG
distribution models the sum of two independent normal and exponential random variables,
while the NL distribution describes the sum of independent normal and Laplace random vari-
ables. These distributions are obtained derived through the convolution of a normal density
with either an exponential or a Laplace density.

Figure 3.3 shows exemplary S7 for a fresh and EOL measurement, where the measured his-
tograms display an inflection point at the left tail. Such inflection points cannot be accurately
represented by the NL and EMG distributions.

We employ a parameter estimation approach presented in [1] to approximate the observed
distributions. This involves employing a piecewise-defined function f(x | Si) for each state Si.
This function is divided into two segments, with the left segment representing an exponential
distribution and the right segment representing a Gaussian distribution.

f(x | Si) = 1
ni

·


ci · eλi(x−xi) x < xi

1√
2πσ2

i

e
−(x−µi)2

2σ2
i x ≥ xi

(3.1)
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with
ci = 1√

2πσ2
i

e
−(xi−µi)2

2σ2
i . (3.2)

With the cumulative distribution function ϕ(x) of the standard normal distribution, it results
in

ni = 1 + ci

λi

− ϕ
(

xi − µi

σi

)
, (3.3)

which ensures the normalization ∫ ∞

−∞
f(x | Si)dx = 1. (3.4)

The proposed model with the piecewise function requires four parameters, i.e., σi, µi, λi,

and xi. The left exponential tail is estimated using an exponential distribution, while the
remainder is modeled as a normal distribution. This enables a precise estimation of the
measured distributions, which is reflected by the fitted curves in Figure 3.3. This figure shows
the measurements of the voltage distribution f(Vth | S7) of a fresh memory along with the
corresponding fitted distribution. This model enables the estimation of error probabilities to
non-adjacent states, e.g., from state S5 to state S7. Reliable estimation of such errors directly
from the measurement samples is challenging due to the rarity of these errors, which have a
very low occurrence probability.

The magnitude of the skewness, i.e., the third standardized moment of the measured distribu-
tions, is minimal. Consequently, the parameters σ2

i and µi can be computed from the sample
mean and the sample variance, as the effects of the exponential tail on the mean and variance
can be neglected. Working in the logarithmic scale proves most advantageous to identify the
tails of the distribution. By employing the logarithm of the histogram, we can estimate the
parameter λi of the exponential distribution by fitting a least squares regression line to the
left side of the histogram. Subsequently, the intersection point xi with the normal distribution
can be determined. It is worth noting that the exponential tail towards higher voltages in the
lower states of the measured distribution is not modeled, as its impact is negligible compared
to the tail towards lower voltages.

We use the curve fitting to determine the optimal threshold voltage Vopt(Vri) for each read
reference such that the bit error probability is minimized, i.e., the optimal threshold voltage is
defined as

Vopt(Vri) = argmin
V

∫ ∞

V
f(x | Si−1) dx +

∫ V

−∞
f(x | Si) dx. (3.5)

Different error sources lead to manipulating the electrical charge on the flash cell, leading to
threshold voltage shifts. Therefore, Vopt is not static; instead, it changes accordingly to the
shifts.
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Chapter 4

Bit-Labeling and Capacity
Considerations

In this chapter, we first discuss various bit-labeling concepts for TLC flash memory, after which
we introduce the computation of the channel capacity for flash memories. Subsequently, we
analyze the presented bit-labeling schemes concerning their impact on the channel capacity.

As discussed in Chapter 2, the charge states of a flash cell correspond to binary information.
The number of possible memory states in the flash cell varies depending on the specific
flash technology. Numerous alternatives exist for employing different source codes to map
information onto the flash cell. The mapping of a charge state can be arranged in exactly a!
ways, where a represents the number of distinguishable states.

The individual bits of the mapping are usually assigned to different pages, whereby the bit-
mapping or bit-labeling defines the number of readouts for each page. Therefore, the total
readout latency for page-wise read depends on the bit-labeling since a different number of RRVs
must be applied for each page. Additionally, bit allocation leads to different page capacities,
influencing the redundancy required for error correction. This impacts the resulting bit error
probability per page. For instance, in SLC flash memory, which distinguishes two states, only
two possible mappings arise. Furthermore, an MLC with four attainable charge states yields
4! = 24 possibilities, while a TLC entails 40 320 possible patterns. This number highlights
the complexity of finding good code labelings, especially when the number of distinguishable
states is even more extensive. However, only some labelings are relevant for implementation
because the benefits become redundant.

Channel capacity holds significant importance in ascertaining error-free data transmission
across a communication channel. In this context, different bit-labeling strategies result in
different channel capacities. To explore this further, we compare page and cell reading ap-
proaches.

The capacity of an MLC was derived and investigated in [16], considering its evolution over
time and the impact of word line or page dependencies. Specifically, we focus on exploring bit-
labeling and resulting capacities for TLC flash memory. The objective is to mitigate soft-read
errors by achieving balanced error probabilities across pages. Due to the physical effects of the
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flash cell, the charge distributions and the channel capacities change over the lifetime [16].
In the simplest form, the flash channel can be represented by ASK with Gaussian distribution
of the charge states, i.e., additive Gaussian noise as described in Chapter 3. For simplicity,
uniformly spaced amplitudes are used in this chapter.

In the following, we first introduce selected bit-labelings. Subsequently, the multi-level labeling
is further explained, then we address the error probabilities for page-wise reading, and the
calculation for the channel capacity is introduced. Finally, we consider the capacity at the EOL
of measured flash memories for the different bit-labelings, followed by the capacity comparison
between page-wise and joint processing for Gray codes. Parts of this chapter have been
published in [1, 2, 4].

4.1 Bit-Labeling for Flash Memory

The bit-labeling or coding of the cell states has been addressed in the literature with different
aims. In [49], a coding scheme was introduced that reduces inter-cell interference for various
flash types, including QLC and PLC. These constrained codes exclude problematic bit patterns
from the set of possible code patterns. However, these constrained codes significantly reduce
the code rate. The achievable code rates are low compared to the spare area provided by
today’s flash memories. Another coding approach is pursued with write-once memory (WOM)
codes [50, 51]. This coding technique attacks the aging due to program and erase cycles by
reducing the number of erasures.

Chapter 3 discusses the relationship between charge states and bit-labeling in flash memories.
Typically, flash memories utilize Gray codes for their bit-labeling [28]. Gray codes are binary
codes in which adjacent charge states differ in only one bit position. This encoding strategy
reduces latency for random access at the page level. Nevertheless, it is worth noting that Gray
codes for TLC flash memory do not achieve an ideal equilibrium between the error probability
and maximum achievable capacity when leveraging the complete information inherent to each
flash cell [1].

Other code labelings may provide a better rate balancing than Gray labeling. Such codes
can improve the error correction coding with hard-input decoding. This labeling may require
more read thresholds than ordinary Gray labeling, although the number of read thresholds is
significantly smaller than with soft readouts.

4.1.1 Exemplary Labeling and Partitions

Labeling for flash technologies with small memory sizes is trivial. When dealing with TLC
flash memory or larger memory size, bit-labeling becomes complex due to the multitude of
potential patterns, specifically for TLC 8! = 40 320 patterns are possible. Different strategies
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for selecting a good bit-label can be useful. Nonetheless, achieving equal page capacities
through bit-labeling is not feasible due to the number of charge states involved.

Table 4.1 presents all considered code labelings in this thesis pursuing different goals. Page
no. 1 represents the MSB, page no. 2 is the CSB, and page no. 3 the LSB page. The binary
components are associated with both a charge state Si and a page number. The columns
represent the charge states, while the rows represent the page number. Vertical bars separate
the binary change within a page across all charge states to clarify the page-wise readout.

This section uses a different notation for the RRV. The reference Vri,j is defined by the
intersection of the distributions of charge state Si and Sj.

Table 4.1: Possible Gray code bit-labeling for TLC flash cell.
page no. S0 S1 S2 S3 S4 S5 S6 S7

Maximum distance code
1 1 0 1 0 1 0 1 0
2 1 1 0 0 1 1 0 0
3 1 1 1 1 0 0 0 0

Gray code 1
1 1 1 1 0 0 0 0 1
2 1 1 0 0 1 1 0 0
3 1 0 0 0 0 1 1 1

Gray code 2
1 1 1 1 1 0 0 0 0
2 1 1 0 0 0 0 1 1
3 1 0 0 1 1 0 0 1

Gray code 3
1 1 1 1 1 0 0 0 0
2 1 0 0 1 1 1 0 0
3 1 1 0 0 0 1 1 0

Multilevel code 1
1 1 1 0 0 0 0 1 1
2 1 0 0 1 0 1 1 0
3 1 1 1 1 0 0 0 0

Multilevel code 2
1 1 1 1 0 0 0 0 1
2 1 0 1 1 0 1 0 0
3 1 1 0 1 1 0 0 0

An intuitive approach for bit-labeling is to maximize the Euclidean distance of the symbols,
i.e., distances between intersections for lapping decisions. Such an 8-amplitude modulation
scheme was proposed in [52]. While the first level requires all upper references to differentiate
odd and even states, the second level can use the information of the first level and therefore
has to distinguish only even or only odd states using Vr{i,j} with j = i + 2. These decisions
have a much lower error probability.

The maximum distance code in Table 4.1 is such a code, with Figure 4.3 illustrating the
concept. For an example, we assume that a cell is programmed to state S1 with the label 011.
For the first bit, we must distinguish even and odd states using all references ri,j with j = i+1.
We can infer the second bit from the knowledge that the first bit is zero. Hence, only the
odd states must be distinguished to read the second bit using Vr1,3 and Vr3,5. Similarly, with
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the knowledge that the second bit is one, only the states S1 and S5 remain. Hence, only the
threshold Vr1,5 has to be applied for the third bit.

Note that in flash memory, the read operation is performed on a page comprising many cells.
Therefore, the same reference voltages are applied to all cells at the same time. Since the
cells are programmed to different states, we must apply all possible reference voltages for each
level. Hence, for the second level, we have to apply all Vri,j with j = i + 2 independent of the
value of level 1. When decoding, the relevant thresholds are chosen to determine the values
of the bits at each level.
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Figure 4.1: Maximum distance code partitioning for TLC flash bit-labeling

Figure 4.1 illustrates a partitioning scheme based on maximum distance coding. The final
charge state is only determined in the last step of this scheme. Each Vr is applied at the first
level, additional reference voltages are applied at the second decision level, and so on.

Gray code is a code family particularly suitable for page-wise readout of flash memories due to
their properties. Adjacent binary codes only differ by one position, which reduces the average
number of readouts required to read out individual bits. In addition, the error probability is
more balanced.

Figure 4.2 illustrates the decision tree of Gray code 1, where the minimum number of RRV
required to read out one bit is shown. Specifically, for the MSB page, Vr2,3 and Vr6,7 are
necessary. The CSB page requires Vr1,2, Vr3,4, and Vr5,6. Finally, the LSB page needs Vr0,1
and Vr4,5.
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Figure 4.2: Decision tree for TLC flash using Gray code 1 bit-labeling
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Gray codes minimize the latency for random access reads. However, in the next section, we
will see that Gray codes cannot balance the page capacities. On the other hand, a multilevel
coding strategy requires joint processing of all pages (also called cell-wise processing), which
impairs the random read performance.

The capacity of a bit page depends on the error probabilities of all required references. Fig-
ure 4.3 shows a section of fitted distributions and different references. For Gray labeling, only
the references Vri,j with j = i + 1 are required to read all three bits. Each bit page requires
one to four references, depending on the labeling. Examples are Gray code 1 to Gray code 3
in Table 4.1.

Soft-decoding approaches for flash memories improve the error correction performance [53, 54].
A TLC with Gray labeling requires seven read references for hard-input decoding, whereas 21
read references are required to obtain a single SB and 35 for two SBs. These additional read
references increase the channel capacity of the flash channel. However, the threshold voltage
sensing operation to obtain the soft information incurs a more significant energy consumption
and a latency penalty [55].

Next, we propose a new bit-labeling for the flash states. This labeling results from a multilevel
coding strategy where only two pages are processed jointly. The proposed labeling features a
better rate balancing than Gray labeling but reduces the latency compared with conventional
multilevel coding [52, 56]. This approach provides a trade-off between latency and achievable
capacity. It requires more read thresholds than ordinary Gray labeling, but the number of read
thresholds is significantly smaller than with soft readouts. The aim is to achieve a capacity
gain compared with page-wise reads with only a moderate increase in the number of read
references.

Table 4.1 presents all considered codes. With the proposed labeling, only the first page is
encoded independently of the other pages. The second and third pages are encoded jointly
using a multilevel coding approach. The third level exploits knowledge from the second level
and then has to distinguish only non-adjacent states.

In order to reduce the number of read thresholds, we can utilize the proximity of some thresh-
olds. In Figure 4.3, for example the reference Vr1,5 is close to reference Vr2,3. Hence, using
Vr2,3 instead of Vr1,5, the number of necessary threshold voltages and therefore the latency can
be reduced. This would lead to an increased error probability for the third level compared with
the decision at reference Vr1,5, although the error probability of this level would be negligible.

4.1.2 Error Probability Considerations

The capacity of the bit pages may significantly differ. The leading cause of these differences is
the additional reference voltages required to read a particular page. To provide an insight into
this issue, we consider a simplified model demonstrating that the bit error probabilities for the
pages mainly depend on the number of reference voltages. Consider, for example, Gray code
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Chapter 4 Bit-Labeling and Capacity Considerations

2 from Table 4.1. The MSB is one for states S0 to S3 and zero for states S4 to S7. Hence,
only the reference voltage Vr3 has to be applied to read the MSB page. Assume that each
state has the same probability p(Si) = 1/8. The probability of making an error on the MSB
page is therefore

pe,MSB = 1
8

3∑
i=0

∫ ∞

Vr3
f(x|Si)dx + 1

8

7∑
i=4

∫ Vr3

−∞
f(x|Si)dx, (4.1)

where f(x|Si) is the probability density for the threshold voltage given that state Si was
programmed.
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Figure 4.3: Example for distributions and reference voltages (adapted from [1], ©2020 IEEE).

Note that the error probability for each state mainly depends on the distance between the
reference Vr3 and the mean value µi for state Si. The probability of an error to non-adjacent
states is extremely low, as illustrated in Figure 4.3. Assuming that non-adjacent states cannot
induce an error, we obtain the simplified estimate

pe,MSB ≈
1
8

∫ ∞

Vr3
f(x|S3)dx + 1

8

∫ Vr3

−∞
f(x|S4)dx. (4.2)

Neglecting the asymmetry of the voltage distributions, we furthermore assume

pe ≈
∫ ∞

Vri

f(x|Si)dx ≈
∫ Vri

−∞
f(x|Si+1)dx, ∀i. (4.3)

This leads to the bit error probability pb,MSB ≈ 1
4pe for the MSB page. Under this model, the

value pe is the probability that an error occurs at Vri given that the programmed state is an
adjacent charge state, i.e., either Si or Si+1. The factor 1

4 is the probability that Si or Si+1
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4.2 Channel Capacity of Flash Memories

are used. Consequently, the symbol error probability is ps ≈ 14
8 pe, because the states S0 and

S7 have only one neighboring reference, whereas all other states have two.

In this simplified model, the bit error probability for a page depends on pe and the number
of states adjacent to the required reference voltages. The number of states adjacent to a
reference voltage is determined by the number of references NR,page for the page. Thus, we
have the bit error probability

pb,page ≈
2NR,page

8 pe. (4.4)

Consider, for instance, the LSB page for Gray code 2. The relevant references for the LSB
page are Vr0, Vr2, Vr4, and Vr6. Hence, all states are adjacent to a reference voltage, which
leads to the error probability for the LSB page pb,LSB ≈ pe. Accordingly, Gray code 1 has
the page error probabilities pb,MSB = pb,LSB ≈ 1

2pe and pb,CSB ≈ 3
4pe and is therefore better

balanced than the other Gray codes from Table 4.1.

While this model is oversimplified to calculate the exact bit error probabilities, it explains the
differences of the page capacities in the results of the next section. Considering Gray code 2,
the LSB page uses four references, leading to the highest bit error probability and the lowest
page capacity. The CSB page uses two references. The highest capacity is obtained for the
MSB page with a single reference voltage.

4.2 Channel Capacity of Flash Memories

The channel capacity C is a fundamental property in information theory, representing the
maximum achievable communication rate. It establishes the upper limit for an error-free
communication rate. This theory was introduced by Claude E. Shannon in his seminal work
“A Mathematical Theory of Communication” in 1948 [57]. In the context of forward ECCs,
the code rate is defined as R = k/n, where k is the code dimension and n is the number of
symbols per codeword. Reliable transmission or data storage is only possible for R < C, as
exceeding this would compromise the data integrity.

To estimate the channel capacity, we consider a discrete memoryless channel, i.e., we neglect
inter-cell interference from neighboring cells. In this case, the capacity C can be obtained by
means of numerical integration [52]. The channel capacity is also defined as the supremum
over all possible input distributions PX(x) of the mutual information (MI) between two random
variables

C = sup
PX(x)

I(X; Y ), (4.5)

where I(X; Y ) is the MI between the random variables of the channel input X and the output
Y . The MI defines the amount of information exchanged between the random variables and
therefore reflects the quality of the communication channel. In the case of flash memory, the
channel input X represents the written charge state of the flash cell, and Y represents the
readout of the charge state by applying different reference voltages Vr. However, only a subset
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of the possible reference voltages may be applied. In the following, we treat MI as a quality
measure.

A disadvantage of page-wise reading is the performance loss regarding the achievable chan-
nel capacity, which can be explained by the chain rule of MI. Let Y0, Y1, . . . , Yn−1 be the
binary results from reading at the n references, i.e., the channel output is the binary vector
Y = (Y0, Y1, . . . , Yn−1). As a result, we have the following chain rule [58]

I(X; Y) = I(X; Y0, Y1, . . . , Yn−1)

=
n−1∑
i=0

I(X; Yi|Y0, Y1, . . . , Yi−1). (4.6)

Hence, omitting some references may result in a reduction of the achievable MI. Note that
Y can also be represented by a vector with ⌈log2(n)⌉ bits. However, we use this notation to
indicate the difference in read operations using a reduced set of references Vri. For instance,
only the references Vr2 and Vr6 are used to read the MSB of Gray code 1. Hence, the channel
output for the page-wise read of the MSB page is Ỹ = (Y2, Y6). We denote the MI for such
a reduced set of references by I(X; Ỹ), i.e., Ỹ is a binary vector with a length smaller n.

Similarly, we can represent the input X by l binary random variables X1, . . . , Xl. In flash
memory, these bits are assigned to different pages. For this representation, we have the chain
rule [56]

I(Y; X) = I(Y; X1, X2, . . . , Xl)

=
l∑

i=1
I(Y; Xi|X1, X2, . . . , Xi−1). (4.7)

This leads to the definition of the page capacities Ci

Ci = I(Y; Xi|X1, X2, . . . , Xi−1) (4.8)

for fixed a priori probabilities of bits. Note that the page capacities Ci depend on the mapping
from bits to cell states and the reading order. According to the chain rule of information
theory, the sum of the page capacities Ci results in the total capacity [56]

C =
∑

i

Ci. (4.9)

This capacity is achievable with a multilevel coding approach by adjusting the code rate of
each page to its page capacity Ri = ki/ni = Ci [16]. However, such a multilevel coding
strategy generally requires joint processing of all pages. In contrast to (4.8), we define the
page capacity C̃i for an independent page-wise read as

C̃i = I(Xi; Ỹi). (4.10)
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Note that the set of read references depends on the page. Hence, the channel output Ỹi

depends on i. Similar to (4.9), we can define the achievable capacity with page-wise read as
C̃ = ∑

i C̃i.

The overall capacity C does not change with the bit-labeling for a fixed set of reference
voltages. However, the page capacities Cl depend on the bit-labeling. For practical purposes,
most coding schemes for NAND flash memories use page-wise encoding with the same number
of information bits k, number of code bits n, and code rate R on all pages. Such independent
processing may incur a capacity loss. In this case, the code rate has to satisfy

R = Rl < Cmin = min
l

Cl. (4.11)

Accordingly, the achievable capacity is Cp = 3Cmin ≤ C for a TLC with page-wise read,
which restricts the achievable error-correcting performance. To reduce the capacity loss, the
bit-labeling should balance the page capacities.

Furthermore, the capacity of a flash can be increased using multiple reads per reference, which
leads to additional soft information. All threshold voltages must be applied sequentially to read
out a flash memory. Hence, the latency and energy consumption increase with the number of
thresholds [55].

In addition to reading flash cells page-wise, it is also possible to perform a joint readout. This
approach involves sequentially applying all reference voltages to read a symbol rather than a
single bit at a time.

The upcoming sections consider the channel capacity by employing MI calculations for EOL
scenarios on flash memory. We compare various bit-labeling strategies and examine page-wise
and joint readout methods.

4.3 Capacity on End-of-Life

This section investigates the proposed bit-labeling and the resulting page capacities for a TLC
flash. Table 4.2 presents page capacities with different bit-labeling for a TLC at EOL. The
values C0, C1, C2 are the page capacities for the MSB, CSB, and LSB page, respectively. C

is the total capacity according (4.9). The value Cp indicates the capacity for page-wise reads
according to (4.11). The last two columns of Table 4.2 indicate the number of read references
and the minimum required spare area. The last value indicates the minimum percentage of the
total flash storage capacity required for error correction coding. The spare area is an essential
component of the memory region specifically not used as data storage. It is preserved for data
integrity and to ensure operational efficiency. Consequently, crucial components like the parity
of the ECC are stored here.

The three Gray codes proposed in Table 4.1 use the same seven read references. Hence,
these codes result in equal total capacities (with minor numerical differences). However, all
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Table 4.2: Page capacities of a TLC at EOL depending on the bit-labeling ([1], ©2020 IEEE)
C0 (MSB page) C1 (CSB page) C2 (LSB page) C Cp read thresholds spare area (%)

Gray code 1 0.967 0.958 0.982 2.907 2.874 7 4.20
Gray code 2 0.949 0.975 0.983 2.907 2.847 7 5.10
Gray code 3 0.983 0.964 0.959 2.906 2.877 7 4.10

Gray 1 with 1 bit soft 0.981 0.975 0.988 2.944 2.926 21 2.46
Gray 1 with 2 bit soft 0.982 0.978 0.991 2.951 2.934 35 2.21

max. dist. 0.916 0.999 0.999 2.915 2.915 17 2.83
proposed code 1 0.967 0.945 0.999 2.911 2.901 10 3.30
proposed code 2 0.979 0.936 0.999 2.914 2.903 9 3.25

prop. 2 with 1 bit soft 0.984 0.961 0.999 2.944 2.940 23 2.00

Gray codes result in different page capacities. These differences lead to a capacity loss with
page-wise read operations. The Gray codes require a spare area of at least 4.1%.

The necessary size of the spare area for error correction can be reduced with special labeling
codes. The row denoted by max. dist. in Table 4.2 presents results for a multilevel coding
approach [52, 56]. This scheme would be the most efficient coding scheme from a coding
perspective, i.e., it achieves the smallest spare area of 2.8%. A capacity-achieving code would
be required only to protect the MSB page, whereas the capacities of the two other pages
are very high. Hence, simple algebraic codes could be used for error correction in the CSB
and LSB pages. However, this maximum distance labeling requires additional read references.
A total of seventeen references are required, which increases the read latency compared with
Gray labeling. These additional references result in a slight gain in the total capacity compared
to page-wise reads.

The two multilevel codes in Table 4.1 use a joint processing approach for the CSB and LSB
page, whereas the MSB page can be independently read. This approach reduces capacity loss
compared with Gray labeling. The minimum required spare area is 3.25%, and the increase in
the number of RRVs remains moderate.

Table 4.2 contains results with one or two bits of soft information using Gray code 1 and
multilevel code 2. The soft-decision (SD) decoding with Gray code 1 results show an enhanced
capacity, notably reducing the required spare area from 4.2% to 2.46% or 2.21% with one or
two SBs, respectively. However, these capacity improvements come at the expense of a high
read latency due to the requirement of applying 21 or 35 RRVs for reading the soft information
across all read references.

The maximum capacity is achieved by employing only one SB for the proposed code 2, requiring
2% spare area. Simultaneously, reading one SB for the proposed code 2 requires only 23
threshold voltages, resulting in lower latency and energy consumption than Gray coding with
two bits of soft information.
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Figure 4.4: MI for the TLC channel model using (a) Gray Code 1 and (b) Gray Code 2 ([4], ©2022
IEEE).

4.4 Capacity Comparison of Page-Wise and Joint
Readout

This section compares the capacity considering page-wise and joint readout scenarios, utilizing
specific bit-labeling schemes. We employ the ASK modulation with AWGN for modeling each
charge state, as introduced in 3. Due to the NAND architecture, only threshold voltages of one
polarity are used to read the flash cell. This context leads to using unipolar ASK modulation
to represent the flash channel. Uniformly spaced amplitudes are adopted to simplify the model
further. We further consider TLC flash memory, i.e., we employ a unipolar 8-ASK as the
modulation alphabet. This channel model is used throughout this section.

Figures 4.4a and 4.4b show the MI for Gray code 1 and 2 from Table 4.1 versus the signal-to-
noise ratio (SNR). These codes are used for mapping the information bits to charge states. The
solid black lines correspond to the overall capacity C with real-valued soft-input, whereas the
dashed black lines correspond to hard-input. Note that the overall capacity C is independent
of the mapping. However, the page capacities C̃i depend on the Gray code. C̃1, C̃2, C̃3 are the
page capacities for the MSB, CSB, and LSB page, respectively. Reading soft values increases
the MI, but additional readouts are needed, increasing the latency.

In Figure 4.4a, the LSB and MSB page have the same page capacities, whereas the capacity
for the CSB page is significantly lower. This results from the different bit error probabilities in
the pages, i.e., the bit error probabilities depend on the bit-mapping. For high SNR, the ratio
of the average bit error probability Pb to the symbol error probability Ps can be approximated
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as [59]
Pb ≈

Ps

log2(M) . (4.12)

Section 4.1.2 presents a detailed analysis of the page error probabilities. For Gray code 1, the
page probabilities become Pb,MSB = Pb,LSB ≈ 2

7Ps and Pb,CSB ≈ 3
7Ps. For Gray code 2, the

differences in the bit error probabilities are even larger, which results in the large differences
in the page capacities shown in Figure 4.4b.

The various page capacities have a direct impact on the coding scheme. Achieving capacity
C̃ requires adjusting the code rates of the different pages to match their respective channel
capacities, as discussed in [16]. Regardless, there remains a noticeable disparity between the
capacity C̃ (indicated by the red dotted line) and the overall capacity C (represented by the
black dashed line). This gap primarily results from the page-wise read operation, which uses
only a subset of the potential read references. To avoid this capacity gap, it is necessary to
implement joint processing of all pages at the decoder.

For practical purposes, most coding schemes for NAND flash memories use page-wise encoding
with the same code rate R on all pages. This approach further reduces the achievable capacity
because the worst-case page capacity determines the attainable code rate R < mini C̃i. In
Figure 4.4a, the CSB page determines this code rate and results in the overall capacity 3C̃2
(green dashed line). The LSB page has the worst-case performance in Figure 4.4b. Hence,
the overall rate is limited to 3C̃3 (green dashed line).

4.5 Summary

We have described a multilevel bit-labeling for TLC flash memories that provides a better
balancing of the page capacities than ordinary Gray labeling. This labeling requires only two
additional read thresholds compared with Gray labeling. Hence, the number of read thresholds
is significantly smaller than with soft readouts. The new labeling achieves a significant capacity
gain compared with Gray labeling and page-wise read operations. The price for this capacity
gain is the joint processing of two pages, which degrades the random access performance.

We have also investigated cell-wise, i.e., joint processing of all pages and page-wise processing
for Gray codes for TLC NAND flash memories. This procedure increases the MI, and therefore
it would improve the error-correcting capability. Typically, the design strives to maximize the
MI at the EOL scenario. For this reason, we evaluated the labeling on the EOL. The ASK
modeling approach is oversimplified and does not pass on the physical changes, but it indicates
which type of readout provides more information. This simplified modeling serves as a valuable
analysis tool without requiring extensive measurements or complex channel specifications.

The next chapter delves into the challenges associated with RRVs and elucidates the necessity
for adaptation. We will also present various adaptation methods to address these challenges
effectively.
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Chapter 5

Read Reference Voltage Adaptation

In flash memory, the information is physically stored on a flash cell as an electrical charge (cf.
Chapter 2). This electrical charge changes the threshold voltage of the flash cell. Various
flash cells are read simultaneously, considering NAND flash memory. Therefore, to read the
data, we apply a certain RRV to several cells and check which charge was stored on the cells.
Depending on the technology, multiple voltages must be applied to read the information [13].

For signal detection, the reading method of the data is essential. This process restricts sig-
nificantly further processing. The behavior of flash cells during readout is described using
probability distributions related to the physical processes of writing, erasing, and reading (cf.
Chapter 3). Moreover, the error probability of flash cells is influenced by various factors, in-
cluding the storage density and charge losses caused by the deterioration of the flash cells.
Employing a constant RRV cannot sufficiently mitigate the bit error rate (BER), and the ele-
vated number of errors might exceed the capability of the ECC. The RRV must be dynamically
adapted based on the current life-cycle state of the flash memory to ensure low residual error
probability while maintaining high processing speeds. Ideally, the adaptation aims to attain the
optimal threshold voltage Vopt, which is the RRV that minimizes the residual error rate. How-
ever, achieving this condition is a non-trivial task. Throughout this chapter, we will describe
this in more detail.

Compared with HD read operation, the threshold voltage sensing operation to obtain the soft
information causes a substantial latency and an increased energy consumption [55]. Conse-
quently, soft-input decoding should only be employed selectively, primarily for blocks where the
HD input decoding fails. Algorithms that adapt the RRVs can reduce the latency and energy
consumption by avoiding SD readouts. Moreover, many SD input decoding approaches assume
reading procedures that maximize the MI between the input and output of flash memory. This
requires precise calibration of the RRV for the quantization intervals [60, 61].

Since complete TVDs are usually not available, it cannot be assumed that the RRV, which
minimizes the residual error probability and improves the readout method, can be derived
solely from measured conditional distributions. For this reason, different RRV adaptation
methods have been proposed in several publications [40, 62, 63, 64, 65, 66, 67, 68] based on
different features. Methods to estimate the flash channel using neural networks (NNs) have
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been proposed in [69, 70, 71]. The flash controller, for instance, can employ a read-retry
mechanism to adapt the reference voltages. Initially, the controller reads the data using the
default RRV. If the ECC decoder successfully corrects the errors, there is no need to modify
the default value. However, in the case of decoding failures, the flash controller performs
multiple reads with specific threshold voltages until the decoder manages to correct all errors.
Such read-retry mechanisms can be considerably time-consuming.

This chapter outlines various data-driven approaches to adapt the RRV to minimize the resid-
ual error rate. The upcoming section describes the conventional hard-decision (HD) and SD
readout techniques for flash memory. Subsequently, we will discuss features used for RRV
adaptation based on the error statistics and histograms based on the TVD. Therefore, we
introduce the information-theoretical calculations employed to analyze and optimize the cal-
ibration. Additionally, this chapter describes a calibration algorithm based on the number of
errors in the metadata. Accordingly, a tracking algorithm is presented to avoid using this
calibration algorithm for many consecutive pages. Moreover, we present an approach involving
NN aided RRV adaptation. We will explore the available training data and assess the applica-
bility of this approach across different scenarios. The results of all adaptation methods rely on
measurement data of TLC NAND flash. Parts of the content in this chapter have previously
been published in [3, 5, 6, 7, 8].

5.1 Readout Methods

Two primary types of readout methods are distinguished: HD readout and SD readout. The
former refers to a readout type that distinguishes only between defined states. In the case of
an SLC flash memory, a single query is sufficient to distinguish its memory states. However,
as the number of possible charge states increases, more readouts are necessary to distinguish
the charge states effectively. Specifically, for S charge states, a total of S − 1 defined reads
are required for HD readout.

On the other hand, SD decoding describes the readout of additional reliability information. The
soft information is commonly converted into log-likelihood ratios (LLRs), which are exploited by
the ECC. Increasing the resolution leads to higher MI, enabling more robust error correction [53,
60, 72].

In flash memory, several read cycles of a cell are necessary to acquire additional information.
A high number of readout steps increases the information content of the readout, although
this increases latency and enlarges the energy consumption [55]. An increased resolution of
the channel output also demands additional hardware since this information must be quickly
transferred and buffered. Commonly, it is preferable to employ as few readouts as possible,
aiming to minimize the complexity overhead of the readout process.

As the number of readouts increases, both the resolution and the MI rise accordingly, as
shown by Wang et al. [72]. However, analyzing different readout resolutions reveals that no
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Figure 5.1: Schematic of two soft readout possibilities of adjacent TVD. (a) Readout with two addi-
tional RRVs, resulting in one SB, and (b) Readout with four additional RRVs, resulting in
two SBs (adapted from [7], CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

substantial improvements can be anticipated beyond a certain threshold. Consequently, in
this work, we will focus our further analysis exclusively on three and five readouts between
charge states, i.e., one SB and two SBs readout methods. These readout methods are shown
in Figure 5.1.

Commonly, information is first accessed by HD readouts to process the data as quickly as
possible. SD readout and decoding are only performed on poor channel conditions, and the
readouts are chosen such that the MI is maximized, which depends on the SNR. The search
for the optimal SD RRVs is neglected in the following approaches. The estimation methods
focus on optimizing the readout process for HD by identifying the optimal RRV Vri.

5.2 Features for Read Reference Voltage Estimation

The optimal RRV can be derived in the simplest case by analyzing the TVD and utilizing algo-
rithms to identify the minimum of a function. This would ensure the minimum possible readout
error. Still, the maximum achievable resolution for readouts is limited to those presented in
the previous section. Generally, the assumption is that readouts with a higher resolution than
two SBs are not feasible due to the increased complexity. High-resolution conditional TVDs
are not available during runtime.

In the past, various approaches utilizing distinct features have been published. In order to
obtain statistical information about the cell state, a sensing-directed estimation method was
proposed in [40]. This method approximates the TVD as a Gaussian mixture model (GMM).
Although, GMMs are not suitable to approximate the TVDs of current TLC NAND flash
memories [3, 37, 44]. This scheme does not rely on known pilot bits but employs additional
memory-sensing operations similar to the read-retry mechanisms. Such voltage sensing op-
erations incur a larger energy consumption and a latency penalty. The adaptation method
from [65] is also based on the assumption of Gaussian voltage distributions. However, we have
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shown in Chapter 3 that the cell TVDs of MLC and TLC are actually highly asymmetric with
exponential tails [1, 38, 44] and cannot be estimated with Gaussian distributions.

An adaptation algorithm based on an error characteristic-aware RRV acquisition scheme was
proposed in [73]. In this approach, the TVD is characterized using a polynomial function
fitted to a limited number of measurements. By identifying the minimum point between two
neighboring charge states, the optimal RRV is determined. It is worth noting that this method
requires a considerable number of measurements and imposes significant latency due to the
polynomial calculation process.

Methods that leverage NNs to estimate the flash channel have been proposed in [69, 70]. In
[69], an NN-based approach is introduced, exploiting meta-information and ECC decoding.
This method employs features such as the number of P/E cycles, the frame error rate (FER),
the average iterations of the underlying LDPC decoder, and the bit flip ratio of this partic-
ular decoder. Although showing promising results, this technique requires access to decoded
metadata, requiring additional readouts and processing.

The features discussed in this section are independent of Gaussian models or any specific
knowledge of the life-cycle state. Instead, we employ information-theoretic measures to explore
the relation between the optimal read references and the statistical information derived from
the features.

5.2.1 Asymmetry of Error Probabilities

Research conducted in [44, 62, 63, 74] indicates that the probabilities of neighboring states
in flash memory are asymmetric. This asymmetry is also demonstrated in Chapter 3 through
the asymmetric properties of the threshold distributions. We will exploit this observation to
adjust the RRVs.

This asymmetry causes an asymmetric number of errors for the neighboring states. Similar
to the methods proposed in [64, 66], we exploit the ECCs to obtain information about the
cell state. Considering two states, i.e., the binary values 0 and 1, two error ranges define
the error probability between the written data w and read data r P (r = 1|w = 0) and
P (r = 0|w = 1). These values correspond to the error probabilities of the adjacent states
of the RRV. Typically, these probabilities are unavailable as it is unknown which specific
information was previously written to the flash cells. We have adopted the terms 0-to-1 and
1-to-0 to describe this particular type of error. In the following context, 1 represents the lower
voltage, while 0 denotes the higher threshold voltage condition. In a nutshell, the number of
errors provides information about the distance to the optimal threshold, and the asymmetry
provides information about the direction, i.e., whether to increase or decrease the reference
voltage.

The position of the optimal reference voltage Vopt, described in Equation 3.5, depends on the
physical effect and asymmetry. Figures 5.2a and 5.2b illustrate the average error count when
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Figure 5.2: Average number of 1-to-0 errors and 0-to-1 errors versus the threshold voltage for
(a) reference Vr2 and (b) Vr6 at fresh life-cycle (adapted from [3], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

−20 −10 0 10 20100

101

102

103

104

∆Vth

av
.

er
ro

r
co

un
t

1-to-0 errors
0-to-1 errors
sum
Vopt

(a)

−20 −10 0 10 20100

101

102

103

104

∆Vth

av
.

er
ro

r
co

un
t

1-to-0 errors
0-to-1 errors
sum
Vopt

(b)

Figure 5.3: Average number of 1-to-0 errors and 0-to-1 errors versus the threshold volt-
age for (a) reference Vr2 and (b) Vr6 at EOL (adapted from [3], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).
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applying a specific threshold voltage on a page of a fresh TLC NAND flash memory. Similarly,
Figures 5.3a and 5.3b show the error count under an EOL scenario. The x-axis describes the
possible threshold voltage in discrete voltage steps, while the y-axis represents the average
number of errors.

The optimal reference voltage is at ∆Vth = 0. A high number of 1-to-0 errors occurs when the
threshold voltage is on the negative part of the x axis. This situation arises from misinterpreting
the symbol 1 as 0. In Figure 5.2a, the optimal reference voltage is exactly aligned with the
intersection of the neighboring distributions. On the other hand, Figure 5.2b shows an example
where the optimal point is shifted. When adjusting the reference voltage, these effects must
be considered to improve accuracy.

5.2.2 Number of Errors

Two types of data are stored in flash memory, as introduced in Chapter 2: the main area,
where user data or payload data is stored, and the spare area, which is used for ECC and
firmware metadata. The metadata also contains some essential characteristics of the life-cycle
status, e.g., the number of P/E cycles and other information. Different ECCs are typically
applied for the user data and metadata. The metadata is protected by a significantly robust
ECC, which typically possesses a lower code rate than the ECC used for the payload data.
Hence, correcting the errors in the metadata codeword with the meta ECC is possible even at
a relatively large offset in the reference voltage, i.e., in poor channel conditions. On the other
hand, the length of the metadata is small because it stores few bytes. As the code length is
short, this can be processed very quickly. Consequently, the number of errors in the meta ECC
has an unavoidably small sample size. However, the number of errors in the metadata can
provide valuable insights into the condition of the flash cells that can be used to derive good
RRV. In most cases, the observed errors in the metadata are correctable, offering valuable
information about the state of the flash cell.

Moreover, there is a noticeable correlation between the number of errors and the life-cycle
state across various life states. The metadata and the payload data of a flash memory page
undergo the same physical aging process. Consequently, the information obtained from the
metadata can be used to infer suitable reference voltages for the payload data. Analyzing the
number of errors in the metadata provides information about the life-cycle state of the flash
cells.

Figure 5.4 shows the total number of errors (y-axis) in relation to discrete threshold voltage
steps (x-axis) for two specific reference voltages: Vr2 distinguishing S2 and S3, and Vr6
distinguishing S6 and S7. These results are presented for two different life-cycle states. We
use these RRV in this example because the MSB page of Gray code 1 from Table 4.1 uses
them. This analysis considers codes with length n = 511 and error correction capability of
t = 21 errors. Using a BCH code, this translates to a B(511, 331, 43) code.
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Figure 5.4: Average number of errors in the metadata for different life-cycle states (a) between
S2 and S3 for Vr2 (b) between S6 and S7 for Vr6 (adapted from [3], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

The yellow horizontal lines in Figures 5.4a and 5.4b indicate the maximum number of cor-
rectable errors, i.e., t = 21. Information about the life-cycle conditions is obtained based on
the error counts. For the discrete threshold voltage Vth = 190 in Figure 5.4a, the average
error number of EOL is t = 11 and for the life condition with 1500 P/E cycles and 13 h of
baking (≈ 1.4·103 h DRT), the average error number is almost zero.

Similarly, it is shown in Figure 5.4a that for constant Vth values, differences in average error
rates are observed. The error number can distinguish between these two life states in these
examples and even predict the corresponding RRV shift. To apply this approximation, it is
necessary to read at a position that provides sufficient information about the possible life state
and the optimum.

The observation indicates that if Vth is far enough from the optimum, additional information
value will be gained, while a value near the optimum readout will gain little information about
the life state. The idea is to use this information to predict the offset to the optimal readout
voltage. If a threshold voltage is above the error limit, the correct error number cannot be
detected, which may lead to incorrect decisions and lower information gain.

5.2.3 Histogram Generation

By employing multiple threshold voltages Vth for control, it becomes possible to count the
number of switching cells and thus generate a distribution function with a defined resolution.
The TVD presented in the preceding chapters represent the histogram with the highest possible
resolution for flash memory. Conducting measurements during runtime does not permit reading
conditional distributions, and measurements are not feasible due to the significant latency
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caused by the numerous readout cycles involved.

To enable feasible histogram generation during runtime, the resolution can be reduced, allowing
for a minimal number of readout cycles to be performed. As a result, a sparse histogram is
obtained. The sparse histogram is generated such that cells are counted, which are turned on
by the HD RRV in the interval between two reference voltages Vrk and Vrk+1. This sparse
histogram component is similar to the description of the on-cell ratio from [71]. However, we
do not calculate a ratio, but instead we count the active cells between adjacent RRVs, and it
is not strictly necessary to use predefined RRVs.

We will consider different histogram resolutions in the further course of this chapter. The sim-
plest histogram comprises the relative frequencies of zeros and ones at the different RRVs using
the HD readout. Higher resolution histograms are obtained by considering the quantization
levels of SD readout.

Example 5.1. For a better understanding, consider the sparse histogram generation using
Gray code 1 from Table 4.1.

Under HD readout of the MSB and LSB, two RRVs need to be applied, and for CSB, three
RRVs are required. Counting the activated cells triggered by an RRV Vrk enables determining
the active cells between two consecutive RRVs. Consequently, this approach enables quanti-
fying active cells within each interval.

Accordingly, the application of HD readout on the MSB and LSB pages results in three values,
and for the CSB it generates four values. With SD readout, the number of intervals increases.
The sparse histogram generation for the MSB and LSB pages using one SB readout results
in seven intervals. When considering a two SB readout, the histogram is extended to eleven
values. Similarly, the CSB page requires ten intervals for one SB and sixteen intervals for two
SBs.

The technical requirement for this process is a read-bit counter. Alternatively, a viable option is
to conduct a joint readout of the pages, effectively generating a comprehensive representation
of the data.

5.2.4 Mutual Information of Different Features

The features presented are possibilities to obtain information regarding the optimal read refer-
ence voltage. We use information-theoretic measures to investigate the relation between the
optimal read references and the statistical information obtained by the different features.

In particular, we consider the MI. The MI I(X; Y ) of two random variables is a measure for the
information in bits gained about one variable when knowing the other variable. Let X and Y

be two random variables with X ∈ {x1, x2, ..., xN} and Y ∈ {y1, y2, ..., yM} with probability
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distributions fX(xi) and fY (yj) and joint probability distribution fXY (xi, yj). The MI between
X and Y using probability mass functions for discrete distributions is defined as [75]

I(X; Y ) = H(X)−H(X|Y )

I(X; Y ) =
∑
x∈X

∑
y∈Y

fXY (x, y) · log
(

fX|Y (x|y)
fX(x)

)
. (5.1)

Where H(X) defines the entropy (or uncertainty) of the variable X and H(X|Y ) is the con-
ditional entropy. The MI I(X; Y ) is always non-negative and upper bounded by the minimum
of the entropies of the two variables. Consequently, the inequality H(X) ≥ H(X|Y ) holds.
Note that in our case, continuous distributions are not available because all distributions are
measured based on discrete values. For practical applications, it can have advantages using
other measures, e.g., the residual error rate of a given decoder. However, those measures are
very specific to a given implementation.

When considering the asymmetry and the number of errors, we exclusively consider information
derived from the metadata. Specifically, we consider a codeword length of n = 511, with the
capability to correct up to t = 21 errors. Despite the relatively small size of the metadata,
this information is also influenced by the various life-cycle states.

For assessing the asymmetry, we introduce a binary random variable A, which indicates the
direction of the asymmetry between the error proportions at a reference voltage. If more errors
occur on the right side of the distribution, A takes the value of 1, otherwise A = 0. The MI
between the asymmetry and Vopt is denoted as I (A; Vopt). Next, we consider the MI between
the decodable number of errors E and Vopt, denoted by I(E; Vopt). The variable E is limited
in the range 0 to 21 because only the number of the exact detected errors is considered.

Another possible feature relies on reading the unconditional payload data without decoding,
which enables directly using the read information without further processing. The variable Z

represents the number of active cells within each interval of unconditional quantization levels.
Specifically, an instance of Z is defined for each interval, resulting in two values in the case
of HD readout. Using readout methods to increase the reliability information as shown in
Figure 5.1, the interval count increases to four for one SB and six intervals for two SBs.

To quantify the relationship between Z and the optimal threshold voltage Vopt, we introduce
the MI I(Z; Vopt). Given this aspect, we describe this MI based on intervals as

I(Z; Vopt) = I(Z{l0}, ..., Z{ln}; Vopt)
= H(Z{l0}, ..., Z{ln})−H(Z{l0}, ...|Vopt). (5.2)

Figure 5.5 illustrates I(E; Vopt) and I(A; Vopt) regarding the metadata, as well as I(Z; Vopt)
corresponding to the payload data. The latter MI is computed concerning the counter of the
HD readout and separately for the counter of the one SB readout. Subsequently, as the SD
readout is mainly used for worst-case scenarios, all RRVs for the SD readout are chosen such
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Figure 5.5: MI between asymmetry variable A and optimal RRV I(A; Vopt) on reference Vr1 to Vr6
in respect of metadata.
I(E; Vopt) - MI between the number of errors E and the optimal RRV of metadata.
I(ZHD; Vopt) - MI between histogram counter Z and Vopt.

that they maximize the MI at the EOL case. This approach avoids adapting RRVs for indi-
vidual cases, thereby reducing complexity. Simultaneously, suboptimal values are calculated,
which replicates some errors in field applications. Employing the presumed measurements, the
maximum MI readout at the EOL condition are used to derive the asymmetrical SD RRVs.
Note that the calculation of MI to gain information about Vopt is presented for all reference
voltages, except Vr0 due to the inability to measure charge state S0. The calculations con-
sider all available measurements, and the x-axis of the figures are chosen such that ∆Vth = 0
corresponds to the mean optimum RRV.

The MI I(E; Vopt) shows noticeably higher values compared to I(A; Vopt), underscoring the
effectiveness of using the number of correctable errors from the metadata as a feature. When
using the number of errors in the metadata, we attain the maximum information about the
optimum reference when reading at approximately -14, i.e., a decrement of fourteen voltage
steps from the mean optimal reference voltage. We can see that near the optimum, the MI
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Figure 5.6: MI of histogram levels defined from the different intervals of one SB readout for (a) Vr2
and (b) Vr6 (adapted from [8], ©2023 IEEE).

is relatively low due to the inherent low entropy of the number of errors within that specific
range. Reading substantially distant to the optimum (|∆Vth| ≥ 30), we obtain no information
about Vopt because the read data is incorrect. In the case of a decoding failure, the exact
number of errors remains unknown. Near the optimum ∆Vth = 0, we can see that in almost
all cases, the binary variable A, denoting asymmetry, provides more information about Vopt,
compared to E.

Considering the payload data to extract information about Vopt, we can observe in Figure 5.5
that the relationship between HD readout and SD changes regarding information content.
Notice that the MI significantly increases, and the area with high information is more expansive.
This demonstrates the substantial information gain resulting from increasing the number of
histograms in the available features. However, the information gain comes at the cost of
escalated readout complexity.

Comparing the MI derived from the payload data to that from the metadata readout, a notable
difference lies in the broader range of high MI values. This implies that significant deviations
from the mean optimal RRV yield substantial information regarding the precise location of the
optimum RRV. In contrast to I(E; Vopt), specific values of I(Z; Vopt) for HD readout exhibit
lower values, although it is evident that I(Z; Vopt) using SD readout yields the most substantial
information. The analysis demonstrates that the feature derived from the error count in the
metadata E is suitable to extract information about Vopt. Besides, the feature relying on the
count of active cells per RRV interval Z based on the payload data holds significant importance
in deducing information about Vopt.

In the following, we focus on the observation of the different intervals of the SD readout
regarding one SB and two SBs as shown in Figures 5.1a and 5.1b. To discuss the influence
of the individual intervals li we calculate the MI between the number of active cells in each
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Figure 5.7: MI of histogram levels defined from the different intervals of two SB readout for (a)
Vr2 and (b) Vr6 (adapted from [8], ©2023 IEEE).

interval Z{li} and Vopt. Instead of discussing the MI for each RRV, we concentrate on the
RRVs necessary to read out the MSB page of Gray Code 1 from Table 4.1, namely Vr2 and
Vr6. The MI of the other references has a similar behavior. If the quantization levels used are
symmetrical, the MI regarding the left intervals from ∆Vth = 0 are symmetrical to the MI
regarding the proper intervals. As we use asymmetrical values, the results are not symmetrical
to ∆Vth = 0 but very similar. Therefore, we only consider the results regarding the left
intervals of the mirror axis Vri.

Figure 5.6 illustrates the results of the MI between Vopt and the histogram levels defined by
the intervals of one SB, specifically li,0 and li,1, which correspond to the counters within the
left section of the intervals along the mirror axis Vri. The MI concerning the outer intervals
l0 and l4, follow a similar trend to the MI derived from the HD readout. By contrast, the
MI between counters of the inner intervals and Vopt display an oscillating behavior, where the
minima have a higher magnitude compared to the minima of the MI of the counters in the
outer intervals.

Next, in Figure 5.7 we review the MI results derived from the two SB readouts. To increase the
clarity, we consider only the left section of the intervals along the mirror axis Vri. This results
in three MI curves. The MI derived from the proper section are mirrored, slightly shifted, and
altered due to the asymmetric SD RRVs. As for the one SB case, the inner intervals of the
two SB case I(Z{l0}, Vopt) and its corresponding counterpart follow a similar trend to the
I(Z; Vopt) curve of the HD readout. The MI between the inner counters and Vopt have an
oscillating behavior as for one SB.
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5.3 Read Reference Voltage Adaptation Algorithms

The variation in the optimal RRV Vopt across the pages of a flash memory block can have a
substantial impact on the residual error rate. In the following, we present two methods for
calibrating the RRV that aim to minimize the residual error rate.
The first method involves leveraging the ECC to extract information about the cell state. By
analyzing the number of observed errors detected from the ECC, we can determine the number
of errors and the asymmetry of the error distribution, i.e., the probabilities of 1-to-0 errors
and 0-to-1 errors are typically asymmetric. Using this information, we predict the shift of the
reference voltages. It is demonstrated that the observed number of errors is a good feature
for the voltage shifts and is utilized for the initial calibration of the read thresholds. This
calibration method can effectively minimize the impact of voltage shifts and optimize the read
thresholds based on the observed error patterns.
Typically, one RRV set is applied on all pages of a block, due to complexity reduction. Unfor-
tunately, these voltages may vary from page to page of the same block, even when all pages
have the same life-cycle condition. It is common to read multiple pages concurrently within
a block when utilizing flash memory for user data storage, especially given that the data size
within a single page is typically comparatively small, e.g., between 512 and 4096 bytes or more,
depending on the manufacturer.
The second method discusses a tracking approach, which reduces the latency associated with
threshold voltage adaption when reading multiple pages sequentially from the same flash
memory block. This approach exploits the information from the previous page to adjust the
RRV, enabling an adaptive adjustment for subsequent pages within the same block.

5.3.1 Calibration of the Read Reference Voltages

This section discusses a data-driven calibration method designed to predict the optimal thresh-
old voltage without prior knowledge of the life-cycle state of the flash memory. This approach
exploits the observed number of errors within the codeword for the metadata. Typically, the
error correction capability of the metadata is stronger than that of the user data, commonly
referred to as payload data. The metadata is constructed to remain correctly readable even if
the payload data is unrecoverable. This is achieved by using a lower code rate, ensuring that
more readout errors are successfully correctable.
For the calibration method, the read voltage Vcal of the initial readout is selected to maximize
the MI between the number of errors and the optimal threshold voltage over all data sets.
Consider Figure 5.5 for reference Vr2, the read voltage Vcal that provides the most information
is located at Vth = -14. Since the MI varies with each reference voltage, Vcal must be
determined for each reference.
The following steps outline the algorithmic process. Initially, the metadata is read at the
reference voltage Vcal. Subsequently, this information is decoded. If the decoding process
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fails, a read-retry mechanism is initiated. At this point, the initial reference voltage Vcal is
adjusted, and the metadata is read and decoded once again. In this second fitting step, the
MI is calculated using the pages where metadata was not correctable using Vcal. The reference
voltage that maximizes the MI between the number of errors and the optimal RRV is then
chosen for the subsequent iteration.

If the decoding procedure is successful, the number of errors is revealed, and this number is
used to adjust the RRV of the payload data. The new RRV is obtained from a look-up table,
which specifies the voltage offset corresponding to a given number of observed errors. The
composition of the table will be discussed later on. For the measurements used in this thesis,
a maximum of two readings were sufficient for the calibration method. The maximum number
of read operations mostly depends on the error correction capability of the specified ECC.
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Figure 5.8: Exemplary clusters to analyze the RRV for the calibration table. The axis represents
the discrete threshold voltage concerning the lower charge state regarding the reference
voltage ([3], CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

A look-up table is suitable for adjusting the optimum voltage based on the number of observed
faults, accelerating the fitting process. The look-up table generation implies clustering the data
sets of the measurements based on the number of errors in the metadata when reading at the
calibration voltage Vcal. This approach is similar to the well-known k-means clustering of [76]
but does not require iterative updates as the partition of the data set is based on the observed
number of errors on each page. The error correction capability t of the code determines the
number of clusters required for the look-up table, resulting in t + 1 clusters. To obtain the
representatives of each cluster (i.e., the cluster centroid), we minimize the Euclidean distance
to all samples in the cluster, similar to the approach used in k-means clustering.
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In the subsequent analysis, we adopt the bit-labeling from Gray code 1 detailed in Table 4.1.
The MSB page is determined by the reference voltages Vr2 and Vr6, the CSB page by Vr1,
Vr3, and Vr5, and the LSB page by Vr0 and Vr4.

Figure 5.8 presents the clustering results for the MSB page, defined by references Vr2 and Vr6,
in scenarios with 0, 10, and 21 errors in the metadata. The plot displays the optimal threshold
voltage for reference Vr6 against the optimal threshold for reference Vr2 for each observed pair
of optimal voltages. The points on the plot represent the observed pairs of optimal voltages
corresponding to a specific number of errors in the metadata. The small crosses in the figures
indicate the representatives of the three clusters resulting from different error counts. As
shown in Figure 5.8, the clusters are not distinctly separated, which can be attributed to the
limited number of bits in the metadata and the subsequent high variability in the number of
errors.

The lower right-hand figure shows the representatives of all clusters obtained by minimizing
the Euclidean distance or minimizing the average residual bit error rate (RBER) within the
cluster. Both approaches achieve comparable outcomes. Given that Vcal is typically lower than
Vopt, as shown in Figure 5.5, a higher error count results in the prediction of a higher threshold
voltage for the representative.
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Figure 5.9: RBER of proposed calibration compared to minimum RBER for the bit pages regard-
ing the labeling from Gray Code 1 (Table:4.1) for different life-cycle states. Left:
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right 3000 P/E cycles and 8.2·103 h DRT (EOL) (adapted from [3], CC BY 4.0,
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Subsequently, Figure 5.9 illustrates calibration procedure results for three measured life-cycle
states. For calculating the RBER for each page, the Gray code 1 bit-labeling from Table 4.1
is considered. In this context, the x-axis denotes the page number, while the y-axis repre-
sents the RBER when reading at the default threshold voltage Vdefault, which corresponds to
the optimum threshold voltage for each page. It also includes the RBER using the calibra-
tion algorithm for each page, and the minimum possible RBER achievable with the optimal
RRV. Each data set comprises 256 pages. The left column corresponds to 1 500 P/E cy-
cles and 1.4·103 h DRT (13 h baking), the figures in the middle consider 1 500 P/E cycles
and 8.2·103 h DRT (80 h baking), and the right figures correspond to 3 000 P/E cycles and
8.2·103 h DRT (EOL). The default RRV remains constant and is only suitable for fresh flash
memories, which is not presented in this figure since calibration is typically unnecessary. The
optimal RRV is individually calculated for each page based on the measurements.

Through calibration, the RBER is very close to the minimum possible error rate. Although the
calibrated RRV does not necessarily achieve the optimum for each page, this method provides
sufficiently accurate calibration. However, it requires reading the metadata up to two times
and changing the threshold voltage up to three times, contributing to a relatively high overall
latency.

The question emerges concerning which performance is reached by applying an ECC. Therefore,
we consider a regular LDPC code with the code rate R = 0.9 and dimension k = 16 384 for
2kB payload data. For a RBER below 0.0088, the decoder proposed in [77] achieves a FER of
less than 10−9 with soft-input decoding employing three SBs (five readout voltages for each
reference). Using hard-input decoding FER of 10−9 is achieved at a RBER of 0.0038.

At the EOL state, the minimum RBER without calibration is around 0.03, exceeding the error
correction capability of the decoder, even with soft-input decoding. However, with calibration,
the maximum observed RBER value among all pages in the EOL data is approximately 0.008,
ensuring a FER of less than 10−9 even under worst-case conditions. Nonetheless, soft reading
is time-consuming. Otherwise, if only hard-input decoding is employed, a RBER of 0.006
would lead to a FER of approximately 0.01 due to the decoder, which is unacceptable. Thus,
calibration becomes crucial to achieve reliable performance under challenging conditions.

The default threshold voltage remains constant and is only suitable for fresh flash memories.
This is not considered here because typically calibration is on fresh flash memories is unneces-
sary. For instance, consider the first life-cycle state shown in Figure 5.9. Without calibration,
around 22% of the pages have a RBER higher than 0.006. After calibration, the highest RBER
value in the first life-cycle state is approximately 0.002, leading to a FER below 10−9 with
hard-input decoding. Thus, calibration reduces the number of pages that require soft-reading
in mid-life conditions, subsequently leading to reduced read latency and power consumption
for both the read operation and decoding process.

In order to minimize the complexity of the calibration, an algorithm is presented in the next
section, which is designed to adapt the threshold voltages of successive pages within a block.
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5.3.2 Tracking the Optimal Read Threshold

The variation in the optimal readout threshold voltage Vopt across the pages of a flash memory
block can substantially affect the residual error rate. Due to complexity considerations, a single
set of RRVs is commonly employed for all pages within a flash memory block. However, this
approach can result in higher residual error rates due to the varied optimal threshold voltages
for different pages.
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Figure 5.10: Error probability of a TLC block on Vr2 on a block with the life-cycle (5.8·103 h DRT,
3000 P/E) for optimal readout and two worst-case static readouts (adapted from [3],
CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

Figure 5.10 illustrates the error probability for each page within a single TLC block at the
reference Vr2, considering a scenario with 3 000 P/E-cycles and 55 h of baking, which corre-
sponds to approximately 5.8·103 h DRT. Note that the error rate at a particular reference is
not equivalent to the page-level RBER, as each page uses additional references for readout.

Each page in the flash block exhibits a specific readout threshold voltage Vopt at which the
lowest number of errors is observed. Unfortunately, these optimal voltages can vary from page
to page within the same block, even when all pages share the same life-cycle condition. This
phenomenon is clearly depicted in Figure 5.10.

The curve labeled as optimal readout indicates the minimum achievable error probability for
each page using the individual Vopt as RRV. The other two curves represent static threshold
voltages, which are in the specific set of possible Vopt. Therefore, the error rate is minimized
in a specific block range. However, even if one optimal RRV in the block is found correctly,
applying it to the entire block may lead to high residual error rates. This highlights the need
for more adaptive methods to minimize errors across the pages of a flash memory block.

For the curve static 1, the threshold voltage was calibrated to the end of the block, and for
curve 2, the threshold voltage was calibrated to the beginning of the block. We observe that
the static threshold voltages lead to significantly higher BERs.

The previous example shows that constant reference voltages for a complete block can cause
considerable performance degradation. To cope with this problem, we propose a tracking
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procedure for the reference voltages for consecutive pages within a block. As shown in Fig-
ure 5.3, the optimal threshold voltage corresponds to a balanced error probability between the
possible error conditions given by the left and right error probabilities of the distributions on
a read reference voltage. These are described by the error between the written w and the
read data r, i.e., with binary data, this corresponds to the probabilities P (r = 1|w = 0) and
P (r = 0|w = 1). We can call this type of error 1-to-0 errors and 0-to-1 errors.

The binary variable A indicates the direction of the asymmetry between 0-errors and 1-errors.
A = 1 indicates more 1-to-0 errors and A = 0 indicates more 0-to-1 errors. Hence, A also
provides the direction for the voltage change toward the equilibrium of the error probabilities.
In theory, the number of binary data on a page is approximately equally distributed. This
follows from data randomization algorithms to minimize the error rate [78]. This results in an
approximately equal distribution of the data.

Considering the MI between the asymmetry bit A and Vopt with respect to the user data,
asymmetry is an excellent feature to estimate the optimal voltage. For the proposed algorithm,
we assume that we have successfully calibrated the first page of a block.
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Figure 5.11: Threshold voltage adaptation of a TLC block on reference Vr2 (5.8·103 h DRT, 3000
P/E) (adapted from [3], CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

The tracking approach considered in the following adjusts the threshold voltage for the sub-
sequent page by either increasing or decreasing it by a single voltage step, depending on the
value of A (asymmetry). This concept is illustrated in Figure 5.11, which depicts the adap-
tation of threshold voltages across one flash memory block for reference Vr2. The blue line
represents the optimal threshold voltage values (Vopt) for each individual page. The red curve
represents the results obtained with the tracking method, where adjustments of ±1 voltage
steps are applied based on the value of A. As we can observe, the tracking approach closely
follows the optimal voltage values, indicating that the threshold adaptation effectively tracks
changes in the optimal threshold voltages across pages.

The equilibrium of the error probabilities does not always coincide with Vopt, as indicated in
Figures 5.3 and 5.5. For instance, the equilibrium of the error probabilities corresponds to the
value ∆Vth = -3 in Figure 5.2b. In such a case, the tracking towards the equilibrium results
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Figure 5.12: Threshold voltage adaptation of a TLC block on reference Vr6 (5.8·103 h DRT, 3000
P/E) (adapted from [3], CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

in a bias, i.e., the estimated voltages systematically overestimate or underestimate Vopt. This
bias effect is displayed in the top part of Figure 5.12, which shows the adaptation of the
threshold voltages across one block for reference Vr6. The dashed black lines correspond to
the static voltages from Figure 5.10, and the blue line shows the values of Vopt for each page.
The red curve depicts the results with tracking, where ±1 voltage steps are applied. We can
observe that the adaptation follows the optimal voltage values but slightly diverges from the
optimal curve, where Vopt is mostly underestimated. On average, the bias corresponds to the
shift ∆Vth = -3 of the equilibrium.

In such a case, an enhanced tracking algorithm can be applied that corrects this bias. Instead
of changing the value of A at the equilibrium of the error probabilities, we calculate the rate
of error number corresponding to the optimal voltage Vopt or the shift ∆Vth = 0, respectively.
In Figure 5.2b, the number of 1-to-0 errors is about four times the number of 0-to-1 errors.
In this case, we can choose the value of A such that A = 1 indicates four times more 1-to-0
errors than 0-to-1 errors.

To average the ratio over different life-cycle states, we choose the ratio that corresponds to the
value ∆Vth = 0 for the MI I (A; Vopt). The lower part of Figure 5.12 illustrates the threshold
voltage adjustments with this approach. As a result, the adaptation becomes closer to the
optimal voltage Vopt. This enhanced tracking algorithm helps to correct the bias introduced
by the equilibrium of error probabilities and further improves the accuracy of the threshold
voltage adjustments.

Figures 5.11 and 5.12 show results for one block in a single life-cycle state. Figure 5.13
demonstrates the tracking accuracy averaged over different life-cycle states. In this box plot,
the median of the error probability at Vr6 is represented as the central marker, and a box
represents the interquartile range, i.e., the interval for 50% of all measurements when ordered
from lowest to highest error probability. The whiskers represent the most extreme data points
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Figure 5.13: Error statistic on reference Vr6 of all pages of 27 blocks with 5.8·103 h DRT 3000 P/E
([3], CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

without outliers.

The box plots consider the simple ±1 voltage adaptation, the enhanced adaptation, and the
worst-case static readout voltages. For every block in the data set, the worst-case readout volt-
age was selected within the range of optimal readout voltages. Hence, these values correspond
to an optimal readout voltage of one page within a block, which was selected as the static
readout voltage for the entire block. The results in Figure 5.13 show that a static readout
voltage can significantly increase the error probability compared with the optimal voltage.

In the following, we consider the LDPC code used in Section 5.2.2 for the discussion of the
ECC performance. We discuss results for the FER using hard-input decoding. For a RBER of
0.006, the hard-input decoding results in a FER of about 0.01. Therefore, we assume that a
soft-read operation is required for all RBER values greater or equal 0.006. For the worst-case
static readout voltage, many pages exceed the RBER of 0.006. When using the tracking
approach, the maximum RBER is about 0.004, which results in a FER of less than 10−9 with
hard-input decoding. As a result, the tracking improves the latency and power consumption
by reducing the probability of soft-read and soft-input decoding procedures.

The ±1 adaptation and the enhanced adaptation obtain a similar performance that is close
to the optimal read voltage. Consequently, the bias compensation is not critical concerning
the achievable error rate. However, the bias compensation may be required for soft-input
decoding [60, 61]. Many soft-input decoding algorithms assume quantization intervals that
maximize the MI between the input and output of flash memory, which requires an accurate
voltage adaptation.

5.3.3 Discussion on Proposed Adaptation Algorithms

The presented adaptation method can be divided into two components. The first part involves
a calibration approach, aiming to find a suitable reference threshold with a minimal number of
read trials when we have no knowledge about the life-cycle state. In the second part, a tracking
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approach is introduced based, leveraging a stepwise channel estimation method to dynamically
adjust the reading threshold while iterating over successive pages, i.e., we calibrate the first
page of a block and successively read other pages of the same block. This tracking process
involves making only minor changes to the RRV, since adjacent pages in a block usually have
similar distributions. On the other hand, a tracking algorithm should be as time-efficient as
possible, while calibration may require multiple reading and voltage adjustment steps, which
is quite time-consuming. Since we have some knowledge about the life-cycle state, we want
to use this information to update the reference without additional reads.

The proposed methods are also motivated by observations on MI. We use the number of errors
in the metadata for calibration because it provides information about Vopt over a relatively wide
range of read voltages Vr. On the other hand, we propose a tracking method based on the
asymmetry of 0 and 1 errors, because the asymmetry has higher MI for voltages near the
optimum, where the total number of errors provides little information.

In this section, we have introduced two strategies to dynamically adjust read thresholds based
on the observed errors in the codeword of an ECC. We utilize statistical features derived from
the total number of errors in the codeword and the counts of 1-to-0 and 0-to-1 errors. These
features are explored through the lens of MI analysis, which quantifies the relationship between
the optimal read voltage and the measured error characteristics.

The total error count provides insights into the proximity of the current threshold voltage
to the optimal value, while the error asymmetry offers information about the direction of
the shift. Leveraging the total error count enables predicting the voltage shift required to
calibrate read thresholds. The second method involves a gradual channel estimation approach
to accommodate threshold calibration discrepancies and voltage shifts across various pages
within the same block. This technique capitalizes on the insights from asymmetric error
distributions. By applying these approaches, substantial reductions in the RBER of NAND
flash memories are achievable. Our conclusions are substantiated through numerical results
based on extensive flash memory measurements.

5.4 Reference Voltage Adaptation with Neural Networks

The RRV calibration method presented in the previous section requires a readout of the
metadata. While this algorithm maintains a relatively low complexity, it requires at least one
readout of the metadata, which introduces additional complexity. Consequently, executing this
algorithm several times results in elevated temporal and energy complexities.

This section describes an alternative approach for adapting the RRV using NNs. The applica-
tion of NNs for different signal processing problems is particularly suitable. Machine learning
techniques have already been applied to various issues related to flash memory, e.g., estimating
the life-cycle states of flash devices [79]. Lee et al. [80] investigated an approach to predict
process variations of flash devices. Zambelli et al. [81] characterize flash memory in different
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life-cycle states to adapt error correction strategies. These methodologies can be trained using
empirical data, avoiding the complex task of creating accurate models.

The correct modeling of TLC flash cells is complex since many different physical effects are
considered to lead to a multidimensional problem. Moreover, flash cells from different manu-
facturers exhibit variations in tolerances and manufacturing processes, resulting in various side
effects. For these reasons, good models are not available. Various methods for estimating the
flash channel using NNs have been proposed, such as in [69, 70]. In [69], an NN approach
is proposed based on meta-information and ECC decoding, i.e., the knowledge of the number
of P/E cycles, the FER, the average number of iterations of the LDPC decoder, and the
bit flip ratio of the decoder are used as features. This method shows promising results but
requires metadata and therefore needs additional readouts. Mei et al. propose a different
machine-learning approach using a recurrent NN to dynamically estimate the RRV of MLC
flash memory [70]. The data for training and verification are generated by a theoretic GMM.
The method is based on a deep learning technique in combination with the ECC decoder. The
adaption procedure incurs additional read latency and power consumption and is proposed as
a background operation when the system is idle.

In order to reduce the average read and decoding latency, [71] presented an approach to
predict the optimal decoding method called dynamic error recovery flow. This method does
not predict optimal RRVs; instead, it assumes optimal RRVs. The underlying NN is designed
to be reusable for different flash memories with different process variations. The chosen flash
model is a Gaussian channel and noise model. The input features required for the NN are the
on-cell ratio, the P/E cycles, the word line, and the page index. The on-cell ratio defines the
ratio between active and total cells at a fixed predefined RRV. Note that for the classification
in [71], two on-cell ratios at different RRV are required.

Subsequently, we delve into the basics of NNs, exploring their applications in flash memo-
ries and providing pertinent examples, after which the training data set used in this work is
presented. Following that, we introduce an initial NN approach to demonstrate its general-
ization capabilities. This approach leverages data augmentation (DA) on a limited number
of measurements to achieve effective adaptation across different life-cycle states. Finally, we
introduce a NN approach that exploits sparse histograms.

5.4.1 Basics of Neural Networks

NNs attempt to emulate the function of the human brain by using several interconnected
nodes organized in a layered structure to solve complex data-driven problems. NNs have
proven to be extremely useful in various fields, especially in solving signal processing problems.
Consequently, several network architectures and training functions have been developed [82,
83]. The neurons are trained with certain training methods to react to inputs according to the
learned data and produce an output. The word “neuron” is employed due to the analogous
nature of this process to that of the human brain.
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NNs is particularly suitable for data prediction and classification. One of the classic applications
of NNs is image classification, a task in which the necessary training data can be considerably
large, depending on the complexity of the distinctions. In this context, the term “feature” is
described as characteristic variables or attributes of the data set that are used as inputs for
the NN.
The quality of these features plays an essential role in achieving accurate results, and the
number of features can influence the computational complexity. Moreover, the complexity of
a NN also depends on the number of neurons and layers. The number of features depends on
the target, i.e., characteristics needed for accurate differentiation.
The two basic learning methods for machine learning are supervised and unsupervised learning.
Supervised learning employs labeled training data to classify input data. This process trains
the network to classify new input data into predetermined categories. By contrast, unsuper-
vised learning explores data patterns and relationships independently and without predefined
categories or solutions to problems. In this work, we apply the supervised learning approach,
i.e., input values are associated with target values during training.
A typical NN comprises an input layer, one or several hidden layers, and an output layer.
Each layer contains an independent number of neurons, and the connections between layers
differ depending on the network type. In our context, the resulting NNs should provide near-
to-optimal RRVs Vr. Various features are possible to accomplish this task. We will analyze
different features as input data based on the TVD of TLC flash memories. In the presented
cases, NNs learn the complex signal characteristics of the flash cells. Using threshold voltage
distributions, accurate predictions of suitable reference voltages are possible.
To address this challenge, we apply a feedforward neural network (FNN). Various analysis
showed that this architecture is sufficient for this task, as FNNs are commonly used to solve
classification and regression problems. The FNN is characterized by complete connectivity.
All neurons between adjacent layers are completely interconnected without using any feedback
loops. As input, we use the current RRVs and the sparse histograms that are mapped to the
range [-1, 1]. This normalization is a standard practice, ensuring that inputs are compatible
with sigmoid activation functions. The normalization prevents rapid saturation and accelerates
the training process.
Afterwards, the input vector x = [x1, ..., xn] is manipulated between each layer with the
weighting matrix W and the bias vector b for each neuron j such that

aj =
n∑

i=1
Wi,j · xi + bj. (5.3)

Each hidden neuron uses a hyperbolic tangent sigmoid transfer function as activation function

zj = tansig(aj) = 2
1 + exp(-2aj)

− 1, (5.4)

where the output value is limited to zj : R → (−1, 1). After the hidden layers, the outputs

53



Chapter 5 Read Reference Voltage Adaptation

are connected to the output layer. This layer uses a linear transfer function to map the results
to the required numeric range. As final output of the FNN, we get the estimated RRVs.

The weighting factors, typically determined during training, are commonly established using
well-defined training functions. One common training algorithm that we will use in this work
is the Levenberg-Marquardt (LM) algorithm described in [84]. The weighting factors of the
NN are changed by comparing the target and actual output values of the FNN until the
error between these values is minimized. The LM algorithm is a well-suited approach for
backpropagation training that combines the gradient descent and the Gauss-Newton method.
It is theoretically justified, easy to implement, and has proven robustness and efficiency in
practice [85, 86]. Further details about NNs using LM training algorithms are described
in [83].
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Figure 5.14: Diagram of a FNN with three input neurons, two hidden layers with four hidden neurons
each, and two output neurons.

A diagram of such a FNN with three input neurons, two hidden layers with four neurons each,
and two output neurons with all connections is shown in Figure 5.14. In general, this FNN
approach has a storage overhead of N(In + 1), where N is the number of neurons of a layer
and In is the number of inputs. The specification of the total complexity in terms of floating
point operations (FLOPs) strongly depends on the implementation of the mapping, the tansig,
and the linear transfer function for the corresponding input, hidden and output layer. Ignoring
these special functions, the number of floating point additions and multiplications required
corresponds to the storage overhead.

Acquiring sufficient data to train and test the NN effectively is crucial. In order to obtain
the necessary training data covering all possible life-cycle states, numerous measurements
must be performed. However, collecting the data is extraordinarily resource-intensive and
time-consuming. This practical constraint underscores the need to enhance the generalization
capability of the FNN. The question arises concerning which measurements are required to
adequately train the NN threshold adaptation for all relevant life-cycle conditions.
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The overarching goal is to proficiently predict RRVs using histograms from life-cycle conditions
that were not part of the training data. To achieve this, the FNN should demonstrate robust
generalization, performing well on previously unseen data. Finding the right balance is essential,
as excessive training data can lead to overfitting. Overfitting implies that the NN fits the
training data closely but struggles to perform correctly with other data.

One approach to mitigate overfitting and enhance generalization is to introduce controlled
noise into the training data. Conversely, the opposite phenomenon, called underfitting, can
occur when the model is too simple to capture the underlying patterns in the data. Rigorous
testing and verification of the performance of NN is essential and usually performed with
independent testing sets.

In the subsequent section, we will present in detail the available training data for the NNs
approach. To mitigate the risk of overfitting and minimize the measurement requirements, we
will use as little training data as possible afterwards to demonstrate that specific measurements
are a sufficient training basis.

5.4.2 Training and Test Data

The following describes the underlying data set used for testing and training purposes. Numer-
ous physical effects change the TVDs of flash memory. The main disturbance factors and their
effects have already been discussed in Chapter 3. We focus on specific disturbance effects. For
the analysis in this research, we conducted measurements under different life-cycle conditions.
We consider an industrial BiCS TLC NAND flash memory with a defined EOL with 3 000 P/E
cycles and one-year DRT. For this study, we consider P/E, DRT, RD, and cross-temperature
effects. The complete data set comprises 185 measurements over specific life-cycle conditions.

One measurement comprises one flash block with 256 word lines, i.e., 256 pages per block.
Data is available for 0 to 3 000 P/E cycles in steps of 200 P/E cycles. DRT is simulated with
a baking process where 83 h of baking correspond to one year DRT. Measurements with 0 h,
13 h, 27 h, 42 h and 55 h baking time are available, which corresponds to approximately 0 h,
1.4·103 h, 2.8·103 h, 4.4·103 h and 5.8·103 h data retention. The temperatures used for cross-
temperature measurements are -35 ◦C, 25 ◦C and 85 ◦C, where 25 ◦C is room temperature. This
temperature range is nearly compliant with the AEC-Q100 Grade 3 qualification for automotive
applications. The measurements without a cross-temperature effect were carried out at room
temperature. Most measured sets have a combination of several effects.

Due to physical disorders, the optimal voltages are not identical for each page, block, or
cell. Moreover, each life-cycle condition has a different set of ideal reference voltages, i.e.,
the reference voltages Vopt, which lead to the lowest error probability. The voltage setting
during readout is performed using discrete voltage steps since the controller can set only
discrete voltages. Consequently, all measurements and results will be presented in discrete
voltage steps to ensure precision. We will exclude the charge state S0 from our following
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Table 5.1: Average optimal discrete RRV for different life-cycle conditions ([7], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

life-cycle condition optimal read reference voltage step
test set P/E DRT RD PTMP RTMP Vr1 Vr2 Vr3 Vr4 Vr5 Vr6

1 800 0 no 25 ◦C -35 ◦C 142 202 261 322 384 449
2 800 0 yes 85 ◦C -35 ◦C 142 202 261 322 384 449
3 1000 0 no -35 ◦C 85 ◦C 154 219 286 356 424 489
4 1400 0 yes -35 ◦C 85 ◦C 152 215 280 349 416 481
5 1600 0 yes -35 ◦C 25 ◦C 158 223 290 357 425 490
6 1800 0 no -35 ◦C 85 ◦C 148 210 272 339 405 472
7 2200 0 no -35 ◦C 25 ◦C 151 214 277 342 408 477
8 2400 0 yes -35 ◦C 85 ◦C 156 222 290 360 429 492
9 2600 0 no 85 ◦C -35 ◦C 139 199 261 322 385 449
10 3000 0 no 25 ◦C 25 ◦C 142 204 265 331 397 464
11 3000 2.8·103 h no 25 ◦C 25 ◦C 142 201 260 321 383 451
12 3000 5.8·103 h no 25 ◦C 25 ◦C 136 191 250 310 370 434

maximal difference 20 31 40 50 59 58

analysis, as it corresponds to the deleted state and typically cannot be measured correctly
using commercially available flash devices.

Table 5.1 shows the mean optimal discrete RRVs, i.e., Vopt, for exemplary blocks with different
life-cycle conditions. Vopt leads to the average lowest error probability. Note that Vr0 is ignored
because S0 is ignored in the analysis.

Figure 5.15 shows the TVD of two life states, according to test set 8 and 12, showing the
different variances and mean values. 200 pages are considered for these TVDs. The x-axis
represents a discrete voltage step, and the y-axis represents the number of cells switched on.
Note that S0 represents the deleted state. The measurement setup does not allow measuring
the distribution of S0.

5.4.3 Data Generalization through Data Augmentation Techniques

Numerous RRV adaptation methods for flash memory are based on data-driven approaches.
In such strategies, model generalization is an essential topic, reflecting the ability to respond
correctly to previously unseen data and make accurate predictions. Overfitted NN models
generate accurate results within their training data, but their predictions are often faulty when
confronted with unseen data.

For the adaptation of RRVs to various life-cycle conditions, we employ a FNN as described in
Section 5.4.1. The training and the RRV adaptation are based on histogram measurements.
The primary focus is not on implementing the RRV adaptation but on the model generalization.
A conventional strategy to avoid overfitting and improve generalization involves DA, which
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Figure 5.15: TVD for two measurements: blue curves correspond to 2400 P/E cycles, no DRT, RD,
-35 ◦C PTMP, 85 ◦C RTMP; red curves correspond to 3000 P/E 5.8·103 h DRT, no
RD, 25 ◦C PTMP, 25 ◦C RTMP. 200 pages are considered per TVD (adapted from [7],
CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

generates new data by modifying existing data. We propose a DA approach for training the
reference voltage adaptation in the following.

As shown in Figure 5.15, the TVD and the optimal RRVs of flash memory shifts under varying
life-cycle conditions. This phenomenon allows us to replicate additional life-cycle conditions
through shifting. To expand the training data set, we proportionally shift the TVDs propor-
tional to the shift of the charge states and recalculate the optimal RRVs. This implies that
charge state S1 is shifted less drastically compared to S7. We aim to reduce the range of re-
quired measured life-cycle conditions for training by emulating the data from other conditions
through histogram shifting.

The training of the NN is based on noisy histogram measurements. The data set involves
page-wise measurements since this corresponds to the smallest readable unit for NAND flash.
However, these individual measurements at the page level provide noisy data, which does not
allow the straightforward determination of the optimal RRV.

As an example, Figures 5.16a and 5.16b illustrate TVDs depicting S6 and S7 under different
life-cycle conditions. These figures depict histograms conditioned on the charge state, a
measurement that requires knowledge of the stored data. However, the realistic input of the
FNN is unconditioned histograms. This corresponds to the sum of the conditioned histograms
for each threshold voltage, effectively discarding information about the original data. Thus,
this approach remains completely independent of any knowledge regarding the stored data.

The objective is to train a shallow FNN with as few measurements from the data set as
possible, including emulated data. This shall show that it is possible to emulate arbitrary life-
cycles with a small set of measurements. Experiments with different parametrization reveal
that a FNN comprising one hidden layer with three neurons can solve this task effectively.
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Figure 5.16: TVDs for S6, S7, and the sum of both distributions (mixture distribution) for a single
page. (a) 800 P/E, 0 h DRT, no RD, 25 ◦C PTMP, - 35 ◦C RTMP. (b) 3000 P/E,
5.4× 103 h DRT, no RD, 25 ◦C PTMP, 25 ◦C RTMP (adapted from [7], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

Table 5.2: Average optimal discrete RRV for different life-cycle conditions using averaged TVD
(adapted from [6], ©2022 IEEE)

life-cycle condition optimal reference voltage step
test set P/E DRT PTMP RTMP Vr1 Vr2 Vr3 Vr4 Vr5 Vr6

1 1000 0 -35 ◦C 85 ◦C 149 212 276 342 405 478
2 2200 0 -35 ◦C 25 ◦C 149 211 272 337 399 472
3 2600 0 85 ◦C -35 ◦C 141 205 267 332 394 463
4 3000 0 25 ◦C 25 ◦C 144 209 270 337 399 468
5 3000 2.8·103 h 25 ◦C 25 ◦C 145 205 266 330 392 463
6 3000 5.8·103 h 25 ◦C 25 ◦C 138 200 262 326 388 460

maximal difference 11 12 14 16 17 18

The size of the NN indicates that the complexity of the problem is manageable. For both
training and testing purposes, we will employ averaged high-resolution histograms as the input
for the FNN. The total TVD of measurements is employed, where ten consecutive pages are
averaged to reduce the noise effects and evaluate the optimal reference voltage. The target of
the FNN is the optimal RRV. The considerable amount of input data contributes significantly
to achieving exceptional, accurate results. Note that acquiring fine-grained TVDs requires
applying every possible threshold voltage and a subsequent read operation. While adopting
this approach results in a highly precise TVD, which is advantageous for subsequent signal
processing, it concurrently leads to a significant increase in latency, adversely influencing the
overall processing speed.

Employing averaged TVDs results in different optimal reference voltage steps compared to
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those illustrated in Table 5.1. Consequently, Table 5.2 shows the average optimal reference
voltage steps for six different test sets using averaged TVD. This averaging process also
introduces a level of uncertainty into the learning process. This uncertainty enhances the
problem statement and contributes to the model generalization, i.e., increases the robustness.

In the subsequent, we present numerical results that compare the performance of FNN with
and without the application of DA. The investigation focuses on assessing the generalization
capabilities of the FNN. Specifically, we train these networks using a limited measurement set
of life-cycle conditions. The networks are evaluated using completely independent measured
training data. The test sets with the same life-cycle conditions as the training data were
measured on different flash memory blocks. Each block has unique physical properties due
to the electrical properties on the chip and production process variations. The output of the
NN provides an estimation of the optimal RRV, which is used to compute the residual error
probability corresponding to each measurement.

We established a comparison involving different scenarios (sc.):

1. The initial setup employs two training data sets without any DA. These two sets were
selected based on the extreme points concerning the observed mean values. Within
the tested life-cycle conditions, it is observed that threshold voltages tend to increase
with cross-temperature effects and decrease with high DRT. For this reason, we use
a measurement set with the life-cycle condition as test set 1 and 6 from Table 5.2 as
these represent the extremes. Note that variations in PTMP and RTMP indicate a
cross-temperature effect. (sc. 1)

2. The second test scenario uses only the upper extreme training set from sc. 1 but in-
cludes DA. This procedure involves a stepwise shift of the threshold voltages of the
measured upper extreme point (equivalent to test set 1) down to the minimum mean
value. Consequently, this generates eighteen shifted data sets. (sc. 2)

3. The third test scenario reverses the approach of sc. 2, i.e., we perform a stepwise shift
of the minimum measured extreme point (equivalent to test set 6) up to the maximum
mean value. (sc. 3)

4. The training set for the final scenario combines the generated data from scenarios 2 and
3. This combination implies that we use additionally 36 training sets generated by DA.

These scenarios were developed to provide a comprehensive evaluation of the performance
of the FNNs, both with and without the use of DA. In the subsequent section, we present
numerical results that compare the performance of FNN with and without the application of
DA.

The left part of Figure 5.17 shows the resulting error probability for different pages on Vr6
without DA. The achievable error rate is shown for comparison, which is obtained by averaging
the conditional histograms over ten consecutive pages. In particular, estimation without DA
leads to increased error rates, with some cases more than doubling the error probability. The
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Figure 5.17: Training method 1 (left part) and training method 4 (right part) on test set 4 on Vr6
(adapted from [6], ©2022 IEEE).

right part of Figure 5.17 depicts the error rate when DA is employed, demonstrating near-
optimal performance.

Table 5.3: Comparison of the results of the NN for Vr1 and Vr6 (adapted from [6], ©2022 IEEE)
average error probability

test set Vr target Set 1 and 2
(sc. 1)

Set 1 shifted
(sc. 2)

Set 2 shifted
(sc. 3)

Set 1 and 2
shifted (sc. 4)

1 1 9.11·10−4 9.21·10−4 9.14·10−4 1.01·10−3 9.21·10−4

6 6.83·10−4 6.92·10−4 6.88·10−4 8.71·10−4 7.02·10−4

2 1 1.3·10−3 1.33·10−3 1.31·10−3 1.40·10−3 1.32·10−3

6 9.06·10−4 9.84·10−4 9.72·10−4 9.55·10−4 9.22·10−4

3 1 9.25·10−4 1.01·10−3 9.98·10−4 9.38·10−4 9.27·10−4

6 1.44·10−3 1.75·10−3 1.73·10−3 1.46·10−3 1.46·10−3

4 1 1.51·10−4 1.67·10−3 1.62·10−4 1.79·10−4 1.85·10−4

6 4.97·10−4 8.37·10−4 6.19·10−4 5.16·10−4 5.26·10−4

5 1 9.12·10−4 9.66·10−4 9.27·10−4 9.48·10−4 9.26·10−4

6 1.21·10−3 1.33·10−3 1.34·10−3 1.22·10−3 1.22·10−3

6 1 5.14·10−4 5.22·10−4 6.04·10−4 5.14·10−4 5.14·10−4

6 1.17·10−3 1.22·10−3 1.29·10−3 1.18·10−3 1.18·10−3

relative mean deviation 1.21·10−1 9.07·10−2 6.88·10−2 3.41·10−2

Table 5.3 compares the results with and without DA across different life-cycle conditions and
distinct test scenarios. The comparison focuses on the RRV for the MSB page according to
the bit-labeling from Gray code 1 within Table 4.1, i.e., Vr1 and Vr6.

While the results attained through the NN approach without DA are already very close to the
optimal values, incorporating DA yields further enhancements. The combined test set with DA
gives the best average result for all test scenarios. To quantitatively compare the scenarios,
the average relative deviation concerning the target value is calculated and shown in the final
row of Table 5.3. This indicates that the additional data improves the statistics for the training
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algorithm.

In conclusion, this approach effectively addresses the challenge of model generalization in
training an NN to adjust the reference voltage. The proposed estimation procedure leverages
a shallow NN and histogram measurements to accurately estimate RRVs for different life-cycle
conditions. It is demonstrated that a limited number of measurements can cover the essential
characteristics of the threshold voltage distributions of flash-based memory.

Additionally, DA using shifted histograms can enhance the training data for the NNs. The
NNs trained on measurements of extreme points exhibit strong generalization capabilities for
other life-cycle conditions. However, this NN experiment utilizes training sets with full mea-
surement resolution, which is impractical due to excessive complexity. Therefore, quantizing
the measurements and using the quantized information as a feature is more convenient and
realistic.

In the subsequent section, we reduce the data resolution to develop a more realistic and
practical adaptation approach.

5.4.4 Analysis with Sparse Histograms

This section shows that an adaptation employing FNNs relying on sparse histograms of HD and
SD readouts leads to nearly optimal performance. However, we do not focus on developing
an optimized low-complexity FNN approach for this specific problem. We continue to use
fully-connected FNNs as described in Section 5.4.1 for the adaptation process.

Similar to [3], we assume that the data is initially read at a default RRV Vri, i.e., these default
RRVs are used to generate the histogram data for the input features. The entire process of
histogram generation is described in Section 5.2.3. The default RRVs are also used for one of
the evaluations as static references without adaptation.

To determine the default RRVs, we average the optimal RRVs obtained from a measurement
with 800 P/E, 0 h DRT, no RD, 25 ◦C PTMP and -35 ◦C RTMP. This specific measurement
exhibits a minimal residual error rate and closely approximates a fresh condition. Moreover, the
selection of the SD intervals to generate one and two SBs at each Vri is based on maximizing
the MI at the EOL state. These default values serve as the basis for training and validating
the NNs. We compute additional training data sets generating sparse histograms at different
RRVs to generalize the NN approach. This generates some uncertainty in the training process
and avoids using fixed predefined RRVs.

FNN with different configurations were tested, revealing that a few hidden layers with a
small number of neurons are adequate for solving the estimation problem. For the presented
numerical results, we consider two cases:

1. NN with one hidden layer and five neurons (NN1)

2. NN with two hidden layers with five neurons each (NN2).
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Table 5.4: Size of the NN (number of weights) in the amount of floating point numbers ([7], CC
BY 4.0, https://creativecommons.org/licenses/by/4.0/).

NN1 NN2
page HD 1 SB 2 SB HD 1 SB 2 SB

MSB/LSB 42 62 72 68 92 112
CSB 58 88 103 88 118 148

The storage requirements for the FNNs vary depending on the utilized readout method and
the target page. Table 5.4 outlines the storage needed for each readout method corresponding
to the presented FNN configurations.

To mitigate overfitting and minimize the requirements for the measurements, we employ a
minimal amount of training data to demonstrate that a few specific measurements are sufficient
as a training basis. We explore three different training sets (TS) based on Table 5.1 involving
different measurements:

1. training set 1 (TS1): two data sets, two cases of extreme measurements, comprising
test set 8 and 12.

2. training set 2 (TS2): four data sets, two cases of extreme measurements, comprising
test set 8 and 5; two data sets with condition 12.

3. training set 3 (TS3): six data sets comprising TS2 with two additional data sets (test
set 10 and 11).

Moreover, we incorporate eight different RRV sets to generate multiple histograms of each
training set. These RRV sets are uniformly distributed across the range between the minimum
and maximum mean RRVs of the data sets. This approach generates elements of uncertainty
during the training process and eliminates the need for predefined fixed RRVs. Experiments
have shown that using this methodology additional DA does not significantly improve the test
data. As a result, we ignore DA in the subsequent analysis.

Overall, we used for the training process 256 pages per data set. The test procedure includes
independent data sets from the training data, but similar life-cycle conditions are included in
the test set.

Next, the results of the proposed methods are presented. A comprehensive comparison between
these results and the RRV calibration discussed in Section 5.3.1 is provided. The outcomes of
five NNs were averaged for the numerical results to avoid anomalies.

We use boxplot figures to compare the statistical performance of the different training methods.
The boxplot is constructed such that the top and bottom of each box correspond to 75% and
25% of the samples, respectively. The red line in the box indicates the median. The top and
bottom whisker lengths are adjusted to be three times the length of the interquartile range.
Values exceeding this range are considered extreme outliers and are not considered in the
boxplot figures. One measurement set comprises 256 pages, i.e., the total number of pages
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Figure 5.18: NN based on default readout against RRV calibration: BERs for the MSB page with
different readout methods and training strategies compared to RRV calibration strat-
egy based on metadata from Section 5.2.2. (a) Quantization based on HD read-
out. (b) Quantization with one SB SD readout (adapted from [7], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

for verification is 151 · 256 = 38 656. Each page has a payload of 4kB with a code rate
R = 0.9, resulting in 36 490 bits per page. Note that no averaging of the TVD is performed.

We concentrate on applying the NN on the MSB page according to the Gray code 1 bit-labeling
on Table 4.1 as an example, specifically predicting Vr2 and Vr6. According to this bit-labeling,
we assign charge states S3 - S6 to logical 0, and S0, S1, S2, S7 to logical 1.

In our analysis, the boxplots illustrate the RBERs achieved by employing different approaches
for determining the RRV. Additionally, we include two residual error probability curves for an
LDPC code with a code rate of R = 0.91 and payload length of 1kB using HD decoding
from [87]. This code has been standardized for flash memories with a high storage rate, and
the shortness of the code enables fast processing. At a RBER of 0.011, this code reaches a
FER of about 10−6, whereas for a RBER of 0.019, the decoder fails with a probability close
to one. This narrow RBER range highlights the sensitivity of error-correctability.

Using the default RRV, approximately 37% of the measured pages cannot be successfully
decoded. Conversely, by employing the optimal RRVs, 98% of the pages achieve a FER
below 10−6. However, even with perfect RRV adaptation, some extreme outliers (0.2% of all
codewords) are not decodable with hard-input decoding.

We now delve into the results, beginning with the case involving the default RRV. We compare
all the results with the RRV calibration algorithm based on metadata from Section 5.2.2,
denoted as RRV calibration. Figure 5.18b illustrates numerical results using histograms with
a single SB for the MSB page. This method results in seven histogram values, i.e., the input
features comprise these seven values plus two values for the HD RRVs, resulting in a total of
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Figure 5.19: Two-step process against RRV calibration: RBERs for the MSB page on NN
with different training strategies using one SB SD readout after using RRV cal-
ibration compared to RRV calibration strategy based on metadata Section 5.2.2.
(a) Training without DA. (b) Training with DA (adapted from [7], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

nine input features for the FNN. For the small training set (TS1), NN2 outperforms the NN1,
and with the more extensive data set (TS3), both NNs achieve close to optimal performance.
The predicted RRVs from the NNs yield consistently lower error rates than the static default
RRVs. On average, the static RRVs produces three times more errors.

The NNs using two SBs readouts demonstrate similar outcomes as using only one SB. Notably,
the additional histogram values do not significantly enhance the resulting mean error rate.
Consequently, we omit detailed numerical results.

Subsequently, we consider numerical results using a HD readout for the histograms as input to
the NN. This means that we generate only five input values for the NN, specifically three values
as histogram data and two values for the RRVs for the MSB page. As depicted in Figure 5.18a,
estimations based on HD readouts consistently result in some performance degradation, which
is particularly evident with smaller training data sets. Depending on the chosen neural network
and training method, the HD approach achieves comparable results to the RRV calibration
from Section 5.2.2.

Besides this analysis, we consider a two-step process: first, performing the RRV calibration
presented in Section 5.2.2, followed by the presented FNN approach to enhance the adaptation.
This strategy is particularly relevant when using HD readout as the primary option, and a
calibration process is executed before resorting to SD readout. This approach aims to maintain
a lower complexity. SD readout inherently involves higher complexity and should therefore only
be used in situations where it is unavoidable. The histograms are generated with the RRV
from the calibration result, i.e., the RRV suggested by the calibration is used for each page.
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For this analysis, we use the same NN and data sets as before. Figure 5.19a shows the results
using one SB. The two SB readout approaches show almost the same results in terms of error
rate. Thus, detailed numerical results for this scenario are omitted.

To generate more training data, we employ DA. In our approach, shifting the measured his-
togram sets enables emulating other life-cycle conditions. DA improves the generalization
capability of the NNs. However, we limit the application of DA to doubling the data in the
training sets. Figure 5.19b displays the impact of DA on enhancing the training sets. In
this case, DA significantly improves performance only for TS1, where limited training data is
available.
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Figure 5.20: Results with one SB SD readout on RRV of the calibration method (two-step process)
for using NN1 using training set 2 (TS2) against RRV calibration on pages with 3000
P/E, 1.4·103 h DRT, no RD, 25 ◦C PTMP and 25 ◦C RTMP (adapted from [7], CC
BY 4.0, https://creativecommons.org/licenses/by/4.0/).

The boxplot graphs provide insights into the error rates using different NNs setups. Sub-
sequently, we delve into the performance of an exemplary life-cycle condition measurement,
considering the variations across pages. One measurement comprises 256 consecutive pages,
although due to their noisy nature, we present only partial sections of a measurement.

Figure 5.20 shows an example of the two-step process. The default readout strategy leads to
a high error rate, which is a substantial issue in various scenarios. Consequently, adjusting the
RRV would become necessary in such a case. Results for NN1 with TS2 are discussed. This
example clearly demonstrates that the two-step process significantly enhances performance,
enabling nearly optimal results. Note that the two NN approaches reach almost the same
performance in this case. Hence, numerical results for NN2 are unnecessary.
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5.5 Summary

This chapter shows that RRV adaptation of non-volatile NAND flash memories is essential
to achieve low residual error probability, which ensures storage reliability. The optimal RRVs
depends on many aging effects, such as the number of P/E cycles, DRT, RD, and others.
Using fixed default RRVs leads to high RBER and eventual decoding failures. Especially the
HD decoding requires a low RBER, essential for maintaining high access speeds.

We proposed two methods for low-complexity RRV adaptation. First, a calibration method
based on the observable errors in the metadata enables an initial prediction of the voltage
shift for threshold calibration. However, a single adaptation step does not guarantee sufficient
accuracy. Adaptation errors may lead to decoding failures. Moreover, the RRVs vary from
page to page, even in the same flash block. The second adaptation method involves gradual
RRV tracking to address threshold calibration errors and voltage shifts across consecutive
pages within the same block. This tracking algorithm approach exploits the asymmetric error
distribution. Our numerical results based on flash measurements underscore that both methods
significantly reduce the RBER of NAND flash memories. These methods rely on metadata or
pilot data for estimation.

Therefore, an RRV prediction method was proposed based on shallow FNNs, which uses
histograms as features. Many approaches for adapting the RRVs of the flash cells are data-
driven. To effectively train and verify such calibration methods and channel models, it is
necessary to measure flash cells for many different life-cycle conditions. However, performing
a high number of such measurements is costly and time-consuming. Hence, the question arises
concerning which life-cycle conditions measurements are relevant for RRV adaptation training.

We first addressed the issue of model generalization for training an NN to adapt RRVs. It was
shown that few measurements can cover the essential aspects of the TVDs. DA can enhance
the training data for the neural networks by using shifted histograms. Neural networks trained
on measurements from extreme points generalize well to other life-cycle conditions. However,
these training sets were employed with full measurement resolution.

In response, we proposed an FNN approach relying on sparse histogram features. This approach
enables efficient voltage adaptation in the case of a decoding failure or voltage changes,
eliminating the need for additional read operations. This approach achieves a nearly optimal
readout performance with a modest data set. We also showed that DA improves the results
when minimal data is used in the training sets. Additionally, an NN with an HD readout
achieves similar results to conventional adaptation algorithms employing pilot or metadata.
Compared to the RRV calibration method, NN adaptation with HD readout achieves similar
performance, while SD readout yields even superior results. We demonstrated that generating
histograms for NN input features with HD and SD readout does not require fixed predefined
RRVs, enabling sequential application with other calibration methods.

The pivotal question concerning when an RRV adaptation becomes necessary. If HD decoding
fails, the SD decoding is triggered afterwards. At this point, the NN estimates the optimal
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RRV, enabling an improved RRV for subsequent readout attempts. This method can lead to
reduced residual error rates and successful HD decoding in subsequent attempts.

However, a data-driven estimation method can only consider some possible life-cycle condi-
tions. Future research should consider other methods of DA, such as training data based on
more accurate probability density functions for various life-cycle conditions.

Important information about the life-cycle state of the flash device is stored in the metadata.
This chapter describes that specific features are extracted from the metadata and processed.
This processing may involve tasks such as adjusting the RRVs or determining the current life-
cycle of the device. To successfully extract these features, data must be read correctly from
the metadata. Therefore, ECCs are used to ensure the integrity of the data.

In the following chapters, we will focus on investigating specific ECCs for metadata. The
challenge is constructing reliable codes with low complexity and short code length. Hence,
the forthcoming chapter delves into some fundamentals of ECCs that are necessary for the
subsequent chapters. In the following chapters, we will focus on investigating specific ECCs
for metadata. The challenge is constructing reliable codes with low complexity and short
code length. Hence, the forthcoming chapter delves into some fundamentals of ECCs that are
necessary for the subsequent chapters.
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Chapter 6

Fundamentals of Error Correction
Procedures

The reliability of NAND flash memory is inherently limited, and data integrity can only be
maintained using ECC [13, 14, 20]. Flash memory for enterprise solutions requires low residual
error rates over the entire life-cycle. Various flash memory manufacturers are committed to
ensuring very low residual error rates. Meeting the diverse requirements of error correction in
NAND flash memory entails employing various error correction methods. Payload data, which
demands high data rates due to performance purposes, often relies on long codes to reach a
low FER [14, 19, 88]. On the other hand, the metadata area uses short codes with moderate
or low code rates [20].

Reading the information stored involves applying reference voltages to the flash cells, in a
process that can introduce errors, as we have seen in the previous chapters. The error char-
acteristics depend on many factors, as explained in Chapter 3. To achieve the required access
speeds, it is crucial to use low latency ECCs. Consequently, encoding and decoding are often
implemented in hardware [89, 90, 13]. In addition, the ECC must have a minimum complexity
to minimize the required hardware area.

This chapter provides background information on error correction procedures for the subse-
quent chapters. First, we start with some preliminaries continued by introducing the well-known
Reed-Muller (RM) code and explore their generation using the Plotkin construction, a concept
that we will leverage in a forthcoming chapter. Subsequently, we provide a brief introduction
to Bose-Chaudhuri-Hocquenghem (BCH) codes, as they are part of the investigations in the
subsequent chapters. Notably, we will exploit specific properties of BCH codes in the following
chapters to reduce complexity and generate other codes. Additionally, binary BCH codes will
be utilized in conjunction with Reed-Solomon (RS) codes in the upcoming chapters. Finally,
we offer a very brief introduction to Low-Density Parity-Check (LDPC) codes, a coding scheme
extensively employed in flash memory applications. This code family will be used for perfor-
mance comparison in the subsequent chapters. Parts of this chapter have been published in
[4, 9].
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6.1 Preliminaries

In this work, we consider linear ECCs as C(n, k, d), where

• n represents the code length,

• k is the code dimension,

• d denotes the minimum distance.

In this context, each code has n − k parity symbols. The code rate is defined as the ratio
between dimension and length expressed as R = k/n and must satisfy the condition R ≤ 1.

A codeword c ∈ C is represented as c = [c0, c1, c2, . . . , cn−1]. This code C ⊂ GF (2m)n is
defined as a linear block code when for every pair of codewords c1 and c2 ∈ C, the linear
combination ac1 + bc2 with a, b ∈ GF (2m) remains within the code C [91]. Unless otherwise
stated, in the following we consider binary codes with the symbols ci ∈ GF (2).

The minimum Hamming distance is defined by

d = min
c1, c2 ∈ C
c1 ̸= c2

{dist(c1, c2)}, (6.1)

where the minimum distance for linear codes is equal to the minimum Hamming weight [92]

d = min
c1, c2 ∈ C
c1 ̸= c2

{wt (c1−c2)} = min
c1, ∈ C

c1 ̸= 0

{wt(c1)}. (6.2)

An essential property of ECCs is their ability to detect errors or verify correctness. To illustrate
this aspect, we consider the single parity-check (SPC) code as an example, which has the
capability to detect a single error. In this code, the code length is calculated as n = k + 1,
indicating the addition of just one extra bit. Consequently, the code rate is given by R =
k/n = n − 1/n, which implies that larger code lengths result in higher code rates. The
minimum Hamming distance is constantly d = 2.

The generation rule for the additional bit is based on the summation of all k binary digits
modulo 2. If this results in an even number, the parity bit is a binary 0. Otherwise, it is
assigned a binary 1.

Example 6.1. Consider the binary sequence i = [10110]. As the summation of the binary dig-
its modulo 2 results in 1, the parity bit is also set to 1. The codeword becomes c = [101101].

In the event that a bit experiences a flip either during transmission over a communication
channel or while reading the codeword from memory, the error can be detected. However,
correction is not possible in this scenario.
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The second important role of ECCs is the ability to correct errors within a codeword. Therefore,
we consider the well-known repetition code. As the name suggests, this code involves repeating
the binary information until the desired codeword length n is achieved.

Consequently, the minimum distance of the code is d = n, and the code rate is R = 1/n.
After transmission, the codeword is decoded with the majority decision approach. Therefore,
it is important to have an odd code length to ensure a unique solution during the decoding
process.

Example 6.2. We consider an exemplary repetition code with a code length of n = 3. In this
case, the minimum distance becomes d = 3, and the code rate is R = 1/3. As an exemplary
bit sequence, we take [101]. The encryption process results in the code sequence comprising
three codewords [111 000 111].

Now, we suppose one transmission error per single codeword. For instance, the corrupted code
sequence could be [101 010 101]. When employing maximum-likelihood (ML) decoding, the
three errors would be detected because for the first and third codewords, two out of three bits
are 1, i.e., the majority is 1, and for the second codeword, two out of three code parts are 0,
i.e., the majority is 0. As a result, the decoded bit sequence is [101].

However, if two errors per codeword occurred, the erroneous code sequence might result
in [100 011 001]. After ML decoding, the result would be [010]. Consequently, the decoding
process is unable to correct the errors, and the original message cannot be recovered accurately.

These examples highlight the inherent limit of error detection and correction capability. This
is determined by the minimum Hamming distance of the code.

In general, it is possible to detect d− 1 errors, and the error correction capability is expressed
as

t =
⌊

d− 1
2

⌋
Thus, a linear block code can safely correct up to t errors. SPC codes cannot correct any error
and can detect only one. The error correction capability in the example with the repetition
code of length n = 3 is t = 1. Accordingly, it can only correct one error per codeword. In this
context, we declare one frame error if there is at least one symbol error per codeword.

The relationship between code length and error correction capability is a fundamental concept
described by Shannon’s channel coding theorem [57]. This theorem asserts that there always
exists a block code with rate R and length n such that the frame error probability PF satisfies:

lim
n→∞ P n

F → 0.

In this context, it is essential to consider the channel capacity C, introduced in Section 4.2.
Thus, as long as the condition R < C is satisfied for sufficiently long codes, there will always
be an ECC capable of correcting all errors. Conversely, if R ≥ C, the error probability for all
codes become limn→∞ P n

F = 1 [92, 88].
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Indeed, the length of a code is related to the error correction strength. However, the decoding
complexity also increases with the length of an ECC. In the context of the cyclic block codes
like RS codes, e.g., the complexity of polynomial arithmetic increases with the size of the
finite field. As the code length evolves, both the polynomial degree and the field size expand,
leading to corresponding computational complexity during decoding. This trade-off between
error correction strength and decoding complexity is a critical consideration in code design and
implementation.

Linear codes can be generated using a generator matrix denoted as G and verified with a
parity-check matrix H. These matrices are orthogonal to each other, which means

G ·H⊤ = H ·G⊤ = 0.

The dimensions of these matrices are k × n for G and (n− k) × n for H. When encoding
the vector i, the codeword c = i ·G results. A valid codeword c ∈ C satisfies [92]

H · c⊤ = c ·H⊤ = 0.

The generator and parity-check matrices can be represented in systematic or unsystematic
forms, resulting in corresponding codes. In the systematic form, the information part of the
codeword is readable without decoding. This is achieved by defining G = [IG|A], where IG

represents an identity matrix of dimension k × k. A denotes the parity generating part with
dimensions k × (n− k). In this representation, the message bits occupy the k first positions.
The parity-check matrix in systematic form is defined as H = [−A⊤|IH ], where IH has the
dimension (n−k)×(n−k). By contrast, unsystematic coding mixes the parity and information
positions, which do not allow a direct readability of the information bits. The systematic form
is a desirable property for a linear block code, and as such we employ this structure in the
context of this work [91].

In the following, we will discuss a binary code construction that leverages the simplicity of the
SPC and the repetition code. This code generation leads to codes with different rates and
error correction capabilities.

6.2 Reed-Muller Codes

Reed-Muller (RM) codes are a well-known class of binary linear codes, first introduced in
1954 by Irving S. Reed and David E. Muller [93, 94]. RM codes offer efficient encoding and
decoding methods that require minimal computational resources. Notably, they have recently
regained attention due to their relation with polar codes [95, 96, 97, 98]. In fact, it has been
demonstrated in [99] that RM codes can achieve capacity on erasure channels.

Binary RM codes are defined by two parameters, r and m, with the constraint 0 ≤ r ≤
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m. These parameters are typically represented as R(r, m). The parameter for the code
representation CR(n, k, d) are determined using the following relationship such that [92]:

n = 2m (6.3)

k =
r∑

i=0

(
m

i

)
(6.4)

d = 2m−r. (6.5)

The parameter r is often referred to as the order of the code and plays a crucial role in defining
its characteristics.

RM codes can be recursively defined using the Plotkin construction, also called |u | u + v|
construction, introduced in [100]. Essentially, this method involves concatenating two binary
component codes of length n to create a code of length 2n. This process is repeated until the
desired final code length and rate are reached.

Two component codes C(1)(n, k1, d1) and C(2)(n, k2, d2) are the basis of the resulting concate-
nated code C(2n, k1 + k2, min (2 · d1, d2)). The codewords x(1) = [x(1)

0 , . . . , x
(1)
n−1] ∈ C(1)

and x(2) = [x(2)
0 , . . . , x

(2)
n−1] ∈ C(2) of these component codes are combined as follows

x = [x(1) | x(1) ⊕ x(2)] (6.6)
= [x(1)

0 , . . . , x
(1)
n−1, x

(1)
0 ⊕ x

(2)
0 , . . . , x

(1)
n−1 ⊕ x

(2)
n−1],

where the operator ⊕ denotes the modulo-2 sum.

For encoding, generator matrices are commonly employed in various applications. The gen-
erator matrix for this Plotkin construction here comprises the component generator matrices.
Let G1 and G2 be the generator matrices of code C1 and C2, respectively. The concatenated
generator matrix is then formulated as

G =
[
G1 G2
0 G2

]
. (6.7)

Note that component codes C(1) and C(2) are selected to maximize the minimum Hamming
distance. In the case of multiple concatenation, each component may comprise further sub-
components, creating a hierarchical structure.

Using the Plotkin construction to generate an RM code denoted as R(r, m), the recursion
process begins with SPC codes and repetition codes at the first level, which corresponds to
either r = 0 or r = m−1. At the first level, an SPC code has the parameters C(2m, 2m−1, 2),
while a repetition code has the parameters C(2m, 1, 2m).

Figure 6.1 shows the code tree of RM codes using the Plotkin construction, showing possible
code parameters up to m = 5. The RM code with parameters (r, m) is constructed by
iteratively combining the RM codes C(1) with parameters (r, m− 1) and C(2) with parameters
(r−1, m−1). This recursive approach generates RM codes with the desired parameters while
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R(0, 1)
CR (2, 1, 2)

R(1, 1)
CR (2, 2, 1)

R(0, 2)
CR (4, 1, 4)

R(1, 2)
CR (4, 3, 2)

R(2, 2)
CR (4, 4, 1)

R(0, 3)
CR (8, 1, 8)

R(1, 3)
CR (8, 4, 4)

R(2, 3)
CR (8, 7, 2)

R(3, 3)
CR (8, 8, 1)

R(0, 4)
CR (16, 1, 16)

R(1, 4)
CR (16, 5, 8)

R(2, 4)
CR (16, 11, 4)

R(3, 4)
CR (16, 15, 2)

R(4, 4)
CR (16, 16, 1)

R(0, 5)
CR (32, 1, 32)

R(1, 5)
CR (32, 6, 16)

R(2, 5)
CR (32, 16, 8)

R(3, 5)
CR (32, 26, 4)

R(4, 5)
CR (32, 31, 2)

R(5, 5)
CR (32, 32, 1)

Figure 6.1: RM code tree (adapted from [101], ©1998 IEEE).

consistently maximizing the minimum Hamming distance.

The code tree demonstrates that the maximum dimension for the parameter set is attained
when r = m, resulting in a code without parity, i.e., d = 1.

Characteristic code types can be observed on the left and right sides of the code tree in Figure
6.1. Codes with r = 0 and m > 0 represent repetition codes, while codes with r = m− 1 are
SPC codes. These distinct code types are visible within the code tree.

Example 6.3. Consider exemplary the code generator matrix construction of R(1, 3). In this
case, we use R(1, 2) as C(1) and R(0, 2) as C(2). The generator matrices of C(1) and C(2) are

G1 =


1 0 0 1
0 1 0 1
0 0 1 1

 G2 =
[
1 1 1 1

]

such that the code matrix of R(1, 3) results in

G =
[
G1 G2
0 G2

]
=


1 0 0 1 1 0 0 1
0 1 0 1 0 1 0 1
0 0 1 1 0 0 1 1
0 0 0 0 1 1 1 1


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6.3 Bose-Chaudhuri-Hocquenghem Codes

BCH codes constitute a significant class of cyclic ECCs published by Hocquenghem in 1959
and independently by Bose and Chaudhuri in 1960 [91]. The defining characteristic of BCH
codes lies in their algebraic structure, specifically their polynomial description, which enables
highly efficient decoding processes.

Binary BCH codes are constructed using polynomials over a Galois field of the form GF (2m).
All calculations are performed with elements of the logarithm table of this Galois field, i.e., in
extended finite number fields. For the purposes of this discussion, we will focus exclusively on
binary BCH codes. The underlying mathematical concepts and principles will not be elaborated
upon here.

A binary BCH code is defined by its parameters B(n, k, d). The following parameters hold for
BCH codes [91]

n = 2m − 1
n− k ≤ mt

d ≥ 2t + 1.

In the context of MLC NAND flash memory, the use of HD decoding methods based on BCH
codes has historically provided sufficient reliability [28, 102]. However, with the advancements
of flash memory technology, particularly TLC and QLC flash memory, combined with the
increasing miniaturization, stronger ECCs are required.

The subsequent sections provide a brief overview of the encoding and decoding processes of a
BCH code. For a comprehensive and detailed discussion about this code family, the interested
reader is referred to [92, 91, 103, 104].

6.3.1 BCH code construction

BCH codes are typically defined by a generator polynomial, which can be transformed into a
generator matrix. The generator polynomial, denoted as g(x), is generated for the encoding
using primitive elements from a Galois field GF (2m). Each cyclic shift of a valid codeword
results in another valid codeword. Next, we will provide a brief introduction to creating
generator polynomials.

Cyclotomic cosets
For n = 2m − 1, the cyclotomic cosets are defined as [104]

Ki = {i2j mod n, j = 0, 1, . . . , m− 1}. (6.8)

The largest possible number in a coset is n− 1. The smallest entry of each cyclotomic coset
is called the coset representative.
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BCH generator polynomial
Let α be a primitive element of the Galois field GF (2m). The generator polynomial of a cyclic
code is determined by the union M = Kj ∪ Kl ∪ . . . of cyclotomic cosets as

g(x) =
∏

i∈M

(
x− αi

)
(6.9)

.

First, we compute all cyclotomic cosets in GF (2m) to generate a generator polynomial with
the previous steps. To achieve the desired minimum distance, exactly d − 1 consecutive
numbers need to be present in the union set M, excluding K0. Afterwards, the generator
polynomial is calculated. Note that the actual minimum distance of the resulting code may
be larger than initially planned.

Example 6.4. In GF (24), there are five cyclotomic cosets:

K0 = {0} K1 = {1, 2, 4, 8} K3 = {3, 6, 9, 12} K5 = {5, 10} K7 = {7, 11, 13, 14}

Suppose that the target minimum distance is d = 5. Therefore, the union set should comprise
M = K1 ∪ K3 = {1, 2, 3, 4, 6, 8, 9, 12}. Applying Equation 6.9, the generator polynomial
results in

g(x) = 1 + x4 + x6 + x7 + x8.

This generator polynomial belongs to a B(15, 7, 5) code.

One possibility to apply the encoding process involves the following steps:

1. An information polynomial in the form of:

i (x) = i0 + i1x + i2x
2 + . . . + ik−1x

k−1

is multiplied by xn−k to adjust the coefficients. Hereby, all elements of i (x) are binary,
i.e., ij ∈ GF (2).

2. Next, the resulting polynomial modulo the generator polynomial is calculated, and the
residual polynomial is determined by [91]

i (x) · xn−k mod g (x) = r (x)

The remainder of the division r(x) has degree ≤ (n− k − 1).

3. Finally, the codeword polynomial c(x) is formed from r(x) and i(x)

c (x) = r (x) + i (x) · xn−k(16)

The polynomial coding approach can be efficiently implemented as a hardware shift register,
as described in [103, 92].
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Certain applications require a length that is not reached with the standard code length of BCH
codes n = 2m − 1. Therefore, a process known as code shortening is performed to change
the codeword lengths within the same extension field. Only a subset of the possible code
constructions is utilized in this process. For the information polynomials, i(x), it holds that
grad(i(x)) < k∗ < k and the length of the shortened BCH code becomes n∗ = n− (k− k∗).
This type of code shortening ensures a constant minimum distance. The unused portion of
the code, i.e., the k − k∗ most significant digits, are set to zero [92].

Extended BCH codes represent a specific subtype of the BCH code family employed to enhance
decoding failure detection by adding a parity digit to the codeword. When the minimum
distance of an extended code is initially odd, a new minimum distance of d̂ = d + 1 = 2 · t + 2
applies, ensuring that d̂ is always an even number [92]. Extending to an odd weight is not
permitted. The user must adjust the generator polynomial or matrix by including K0 to the
union set to correctly generate the codeword during the encoding process.

6.3.2 Decoding of binary BCH codes

The decoding process aims to verify the correctness of the codeword obtained and, if necessary,
identify the error positions and correct the codeword.

BCH decoding involves three fundamental steps. First, the syndrome values are calculated to
determine the validity of the received word y(x). Hereby, the syndrome tuple is calculated,
such as yH = S, where the parity-check matrix has the dimension (n− k)×n. The algebraic
structure allows simplifying the calculation of the Syndrome elements as [91]

Si = y(αi) for i = 0, ..., 2t.

If all syndrome elements are equal to 0, either the codeword is correct or no error is detectable.
Otherwise, the syndrome elements are used in the subsequent decoding step, where the error-
location polynomial Λ (x) is calculated. The roots of Λ (x) are the error locations, with
the degree of the polynomial indicating the number of errors in the codeword obtained y(x).
Peterson introduced a procedure to calculate the elements of Λ (x) in 1960 [105]. This method
is efficient for codes with low error correction capabilities. Based on Peterson’s algorithm,
decoders have been proposed in [106, 91, 107, 108]. One widely used algorithm to generate
Λ (x) is the Berlekamp-Massey algorithm (BMA). This code is very efficient even for codes
with high error correction capability and has been further enhanced in numerous publications
[91, 109, 102, 110].

After defining the error location polynomial, the error positions are identified by finding the
roots of Λ (x). One efficient and commonly employed method involves conducting an exhaus-
tive search. This method, known as the Chien search [111], involves calculating Λ (αi) for
i = 0, 1, ..., n− 1. If the calculation results in 0, αi is recognized as a root of Λ. Finally, the
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error positions determined are corrected by flipping the corresponding bits, particularly in the
context of binary codes.

For BCH codes with moderate length, it is possible to implement the syndrome calculation and
Chien search in parallel structures, ranging from GF (26) to GF (212). This allows performing
the calculations in only a single clock cycle [112, 113, 9]. However, the computation of the
error location polynomial using BMA involves high computational complexity.

The algorithms are not discussed in more detail here, and instead interested readers are referred
to [104, 92, 91].

6.3.3 Relation to Reed-Solomon codes

BCH codes were generalized to codes exploiting pm symbols, where p represents a prime
number, resulting in non-binary codes. The most important subclass of non-binary BCH
codes is the class of RS codes published 1960 in [114], independently of the publications
regarding the BCH code [91].

The decoding process for RS codes is similar to that for BCH codes. The non-binary nature
requires some changes and additionally an error-value evaluator to identify the error magnitude.
Binary codes can simply flip a bit once the error is located, whereas non-binary codes need to
determine the error magnitude.

RS codes are maximum distance separable codes, meaning that they satisfy the condition
d = n− k + 1. This characteristic contributes to the efficiency in error correction. Similar to
BCH codes, RS codes offer the flexibility to truncate the code length.

Moreover, RS codes can handle combinations of errors ν and erasures ε. In this context,
erasures ε are known error locations, and ν are unknown random error locations. This code
family can correct errors and erasures according to the condition [91]

2ν + ε<d. (6.10)

In terms of the number of error corrections, this can be expressed as

ν + ε/2 ≤ t. (6.11)

This means that we can correct twice as many erasures as errors, significantly enhancing their
error correction capability.

RS codes are particularly effective at correcting burst errors, making them a suitable choice
as ECCs for various communication and storage systems. A detailed explanation of the
functionality of RS codes is omitted at this point. More in-depth information is found in
[91, 92, 103, 104].
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6.4 LDPC Codes for Flash Memory

LDPC codes, originally proposed by Robert Gallager in his PhD thesis [115], have experienced
a resurgence of interest since their rediscovery in the 1990s [116]. LDPC codes initially faced
challenges competing with other code classes, but over time they have been designed to exhibit
exceptional error correction capabilities.

As the name suggests, the special feature of LDPC codes is their sparse parity-check matrix.
Sparse in this context implies that the matrix contains a relatively small number of ones
against the total number of entries. Each one in the matrix means a connection between the
i-th check node and the j-th message node. This sparse property enables efficient encoding
and decoding processes, making LDPC codes well suited for high-speed and bandwidth-limited
applications.

Depending on the type, there are different construction specifications. The first LDPC codes
proposed by Gallager belong to the category of regular LDPC codes. Specifically, each row
has the same weight wi, and each column has a constant weight wj, while no two columns or
two rows share the same pattern. By contrast, irregular LDPC codes do not have the same
weights for columns or rows. By carefully designing the sparse parity-check matrix, LDPC
codes can effectively detect and correct errors induced by noisy communication channels.

One remarkable advantage of LDPC codes is their ability to approach the Shannon limit,
representing the maximum achievable data rate over a noisy channel. The use of irregular
LDPC codes has enabled the construction of long codes that closely approach the Shannon
limit, as demonstrated in [117]. This characteristic makes LDPC codes highly desirable for
various communication standards and protocols, including wireless communication, satellite
systems, digital video broadcasting, and optical communication.

The decoding of LDPC codes involves iterative algorithms that refine the estimated transmitted
codeword by exchanging information between the parity-check equations and the bits received.
These iterative decoding algorithms, such as belief propagation or the sum-product algorithm,
demonstrate excellent error correction capabilities, enabling LDPC codes to achieve near-
optimal performance.

Despite this, it is non-trivial to generate good LDPC codes. Computer searches and simulations
are often necessary to find LDPC codes with desirable properties. LDPC codes are susceptible
to problems like cycles in the graph, trapping sets, and pseudocodewords, among others, due
to the iterative decoding algorithms. These challenges can result in an error floor, making
it difficult to predict and guarantee performance [118, 119]. Consequently, computationally
complex simulations are frequently employed to assess code performance.

Today, LDPC codes are used for flash systems with both hard- and soft-input decoding [14, 120,
89, 121], where soft-input decoding significantly improves the error correction performance [53,
89]. In particular, a quasi-cyclic LDPC code approach has been standardized for the use with
flash memory [87]. In Chapter 8, we will leverage LDPC codes for a particular error correction
implementation for flash memory.
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Chapter 7

Soft-Decision Decoding of Short Cyclic
Codes

Soft-decision (SD) decoding for flash memories represents an advanced decoding approach that
leverages the reliability of the data received. This approach substantially improves decoding
performance, in particular scenarios with poor channel conditions. Various decoding methods
utilizing SD information can be found in the literature. In this chapter, our focus is on soft
decoding techniques specifically designed for short cyclic codes.

Short ECCs are commonly employed in flash memory for managing the metadata. Previously,
this specific information was solely corrected through HD decoding. However, with the intro-
duction of SD decoding, this information can also be read under significantly degraded channel
conditions.

The concept of code concatenation reduces the decoding complexity of long codes to small sub-
problems, significantly reducing overall decoding complexity. To further improve this coding
strategy, we apply short cyclic codes with SD decoding. Code concatenation is introduced in
Chapter 8.

We start this chapter with a brief example of how to apply soft-decision decoding to simple
block codes. Subsequently, we examine two well-known SD decoding methods known as
Chase decoding and ordered statistics decoding (OSD). Afterwards, we explore some methods
to reduce the computational complexity of these approaches.

All of the methods presented in this chapter are applied for the ECCs featured in the following
chapter. Parts of this chapter have been published in [5, 9, 10, 11].

7.1 Repetition and Single Parity-Check Codes

We start this chapter with the example of SD decoding of simple block codes. In Chapter 6,
we have already introduced the definition of repetition and SPC codes. Now, we present how
to leverage reliability information for these codes. Consider a binary symmetric channel with
AWGN and binary phase shift keying (BPSK), i.e., the transmitted information is modulated in
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the sign of the symbols. The vector received with soft information from the channel comprises
y = [y0, y1, ..., yn−1].
Considering the repetition code with soft information, we can apply the following formula to
the information received [122]

ŷj = sign
(

n−1∑
i=1

yi

)
for j = 0, ..., n− 1.

Where ŷ = [ŷ0, ŷ1, ...ŷn−1] is the estimated HD codeword.
SPC codes using are not suitable for correcting bits with HD. However, with reliability infor-
mation, a simple query can be applied to correct one digit if the codeword is erroneous. If the
SPC code is not valid, we can find position j with min(yj) for (j = 0, ..., n− 1) and flip the
sign of this digit. Thus, we flip the least reliable position of the codeword received, resulting
in a valid codeword.
Next, we will delve into enhanced SD algorithms designed for more powerful block codes.

7.2 Chase Decoding

Bit-flipping decoding of binary block codes was pioneered by Chase [123]. Chase introduced
reliability information-based decoding procedures that generate a list of candidate codewords
by flipping bits in the word received. The test patterns for the bit-flipping are based on the
least reliable positions of the word received.
Originally, Chase distinguished three variants of his bit-flipping approach, each generating
different test patterns [123, 92].

• Variant 1 generates all possible correction patterns up to weight ⌊d/2⌋, resulting in∑⌊d/2⌋
i=0

(
n
i

)
test patterns.

• Variant 2 generates all possible sets from the ⌊d/2⌋ most unreliable bit positions, i.e.,
there are 2⌊d/2⌋ possible test patterns.

• Variant 3 generates only ⌊d/2 + 1⌋ test patterns, where each error pattern only flips
the i unreliable positions of the codeword. If d is even then i = 0, 2, . . . , d − 1 and
otherwise i = 1, 3, . . . , d− 1. Thus, only ⌊d/4⌋ test patterns are generated.

As the variants evolve, the complexity of the Chase algorithm decreases, but the residual error
rate also deteriorates.
In the following, we use Variant 2 of the Chase algorithm while further restricting this variant.
For instance, the p-Chase algorithm decodes the 2p binary n-tuples obtained by considering
all possible values in the p least reliable positions while p ≤ ⌊d/2⌋ [124].
In general, the algebraic hard-input decoding is applied for each test pattern. Ultimately, the
most likely codeword is selected from this list of candidates using a suitable metric. It was
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shown by Chase in [123] that bit-flipping decoding can achieve near-ML performance and
correct up to d− 1 errors.

7.3 Ordered Statistic Decoding

In this section, we briefly discuss OSD, a bit-flipping procedure introduced in 1995 by Fossorier
and Lin [125]. This approach belongs to the most reliable basis algorithm class, similar to the
Dorsch decoder [126, 127, 128]. OSD is a generalization of the SD list decoding that can
be applied to binary linear block codes C(n, k, d). We assume an AWGN channel with BPSK
modulation.

The procedure starts by ordering the bits received, denoted as y = [y0, y1, ..., yn−1], based
on their reliability, which is often represented by LLRs or other statistical models. The soft
information vector is sorted in ascending order

|ỹ0| ≤ |ỹ1| ≤ ... ≤ |ỹn−1|. (7.1)

The ordered vector is denoted as

ỹ = [ỹ0, ỹ1, ..., ỹn−1]. (7.2)

The smallest values correspond to the most unreliable bits, as they are closest to the decision
threshold. This order defines a permutation function such that ỹ = λ1(y). Next, the generator
matrix G of the code is transformed into a new matrix G′ based on the k most reliable bits
among the bits received, according to the soft information. The permutation function is
applied to rearrange the generator matrix G

G1 = λ1(G) (7.3)

performing column permutations. If necessary, the matrix G1 has to be reordered such that
the first k columns are independent vectors. This order defines a second permutation function

G2 = λ2(G1) = λ2(λ1(G)). (7.4)

The final permutation function λ results from the concatenation λ = λ2 • λ1, i.e., G2 = λ (G)
Finally, Gaussian elimination is applied on G2 to obtain a matrix in systematic form

G′ = [I|A] (7.5)

where I is an identity matrix and A comprises n − k columns to determine the parity bits.
Afterwards, the n− k least reliable positions of the vector received are removed. The k most
reliable bits are used to generate a candidate codeword applying G′.
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The next steps of the original OSD algorithm propose flipping each possible combination of
the k most reliable bits and calculating a metric for each candidate codeword. The goal is
to select the ML codeword from the list of all valid candidate codewords. The bit-flipping
procedure can be divided into various decoding sections, each of them flipping exactly θ bits.
Order 0 implies that no position is flipped, requiring only one re-encoding step for the k most
reliable elements in y. With order 1, exactly k re-encoding steps are necessary because each
possible position is flipped once. In general, order θ applies all possible bit-flipping patterns
with θ flips, requiring

(
k
θ

)
re-encoding steps, respectively. In the final decoding step, the

best codeword in the list is selected using an ML metric. Thus, the complete OSD algorithm
requires 2k re-encoding steps.

OSD is only applicable to linear block codes, as the fundamental characteristics of this code
class are required for the ordering and re-encoding process. Furthermore, knowledge of the
generator matrix of the original code is necessary for the procedure. The bits received must
be ordered according to the reliability, which demands associated soft information.

According to [129], OSD achieves asymptotically near-ML performance with a maximum order
θ = ⌈d/4⌉. Consequently, the computational complexity of OSD is of order O(k d

4 ), and the
number of re-encoding steps for long codes with high minimum distance becomes immense. As
an example, executing OSD up to order ⌈d/4⌉ = 6 for the extended BCH code B(128, 64, 22)
needs

6∑
θ=0

(
64
i

)
= 83 278 001

re-encoding steps. OSD is suitable for codes with a small dimension or small minimum distance.

7.4 Acceptance Criteria for Soft-Input Decoding

Acceptance criteria can be employed during the decoding procedure to further reduce com-
plexity. The decoding procedure is stopped immediately as soon as such criterion is fulfilled.
In the following, a well-known concept is introduced and extended.

Kaneko’s rule is a sufficient condition for finding the ML codeword. However, we will demon-
strate that Kaneko’s rule can be excessively restrictive. First, we briefly introduce notation
and briefly review Kaneko’s acceptance criterion. Afterwards, we discuss the new acceptance
criterion and use it exemplary on OSD to reduce the complexity.

7.4.1 Kaneko’s Acceptance Criterion

The complexity of OSD and Chase decoding can be significantly reduced by employing stopping
criteria. These criteria allow the decoding process to terminate once a reliable codeword is
identified [130, 131, 132, 54, 133]. Kaneko et al. proposed a stopping criterion in their
work [130], which serves as a sufficient condition for a codeword to be the ML codeword.
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In [132], this criterion was used to stop the OSD decoding process once a codeword satisfies
Kaneko’s acceptance criterion.

Consider a binary linear code C(n, k, d), where the Hamming distance between two binary vec-
tors a, b is denoted by dist(a, b). We assume transmission of codewords x = (x1, . . . , xn) ∈ C
over an AWGN channel with BPSK modulation. Let y be the vector received. The hard de-
cision vector ŷ = [ŷ0, ŷ1, . . . , ŷn−1] is obtained as follows

ŷi =
{

1, yi ≤ 0
0, yi > 0 (7.6)

Furthermore, we use the vector of soft values y, which is sorted in ascending order as shown
in Equation 7.1, resulting in ỹ as denoted in Equation 7.2. The bit-flipping metric between a
codeword x and the vector received y is defined as

l(y, x) =
∑

xi ̸=ŷi

|yi| . (7.7)

Let m = dist (x′, ŷ) be the Hamming distance between a candidate codeword x′ and ŷ.
Furthermore, let x0 denote the codeword found from a hard-input decoder with Hamming
distance m0 = dist(x0, ŷ). Kaneko’s acceptance criterion is defined as

l(x′, y) ≤
d−⌊m+m0

2 ⌋∑
i=1

|ỹi|. (7.8)

This criterion serves as a sufficient condition for classifying x′ as an ML codeword [130]. Upon
fulfilling the specified inequality, x′ is considered the valid codeword.

7.4.2 Enhanced Acceptance Criterion

The computational complexity associated with Kaneko’s acceptance criterion must be further
reduced for specific applications. In the upcoming section, we introduce a hybrid decoding
approach combining algebraic and soft-input decoding to reduce decoding complexity while
reaching an acceptable performance. An improved acceptance criterion, such as a decoding-
stopping rule, is essential to enable this. Consequently, we conduct an in-depth analysis of
Kaneko’s acceptance criterion and examine various properties of the bit-flipping metric. Let
p(y|x) denote the conditional density function for the receiving vector y after transmitting
the codeword x over the AWGN channel.

For the AWGN channel, we have

l(y, x′′)− l(y, x′) = log p(y|x′)
p(y|x′′) , (7.9)
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where x′ and x′′ are two codewords (proof in [54, 5]). By leveraging this, we can derive some
interesting properties of the bit-flipping metric. In the subsequent proposition, x′ denotes the
ML codeword, and x′′ is the second best codeword.

Proposition 7.1.

• a) The bit-flipping metric is an ML metric.

• b) If the HD vector ŷ is a codeword, then x′ = ŷ is the ML codeword.

• c) Let m = dist(x′, ŷ) be the Hamming distance between x′ and ŷ. Then, the metrics
of the best and second-best codeword satisfy

l(x′, y) ≥
m∑

i=1
|ỹi| (7.10)

l(x′′, y) ≥
d−m∑
i=1
|ỹi| (7.11)

Proposition 7.1 a) follows directly from Equation (7.9). The bit-flipping metric can be used
for ML decoding, because l(y, x′) ≤ l(y, x′′) implies p(y|x′) ≥ p(y|x′′).

Proposition 7.1 b) follows from the fact that the bit-flipping metric is non-negative and
l(ŷ, y) = 0.

To prove Proposition 7.1 c), we first consider the case where ŷ is a codeword, i.e. m = 0
and l(x′, y) = 0. In this case, the Hamming distance dist(x′′, ŷ) = dist(x′′, x′) is at least
d. Consequently, the metric l(x′′, y) is the sum over at least d values zi. This sum is lower
bounded by

l(x′′, y) ≥
d∑

i=1
|ỹi|

due to the ordering of the soft values.

Consider a codeword x′ with a Hamming distance of m to the vector ŷ. In this case, the
codeword x′′ differs in at least d − m positions from ŷ. Consequently, the lower bound
in (7.11) follows. Similarly, (7.10) follows from ordering the soft values.

From inequality (7.11), we can deduce that

l(x′, y) ≤
d−m∑
i=1
|ỹi| (7.12)

is a sufficient condition for x′ to be the ML codeword. In fact, this is a special case of Kaneko’s
acceptance criterion according to (7.8). Kaneko’s acceptance criterion is a sufficient condition
for x′ being the ML codeword. However, (7.8) is not a necessary condition. In some cases,
Kaneko’s rule is too restrictive, as shown in the following proposition.
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Proposition 7.2. Let x be a candidate codeword with m = dist(x, ŷ). Kaneko’s acceptance
criterion according to (7.8) is satisfied by a codeword x if

m <
2d + 1

3 . (7.13)

The lower bound in (7.10) depends on the Hamming distance m of the ML codeword. From
this lower bound it follows that Kaneko’s acceptance criterion can only be fulfilled if

m ≤ d−
⌊
m + m0

2

⌋
(7.14)

holds. To obtain an upper bound on m, we assume that m takes on the maximum value

m = d−
⌊
m + m0

2

⌋
. (7.15)

Now we bound the term d− ⌊m+m0
2 ⌋. Due to ⌊m+m0

2 ⌋ > m+m0
2 − 1, we have

m < d− m + m0

2 + 1. (7.16)

It follows from proposition 7.1 that m0 ≥ 1 if ŷ is not a codeword. Hence, we have

m < d− m

2 + 1
2 . (7.17)

This leads to the upper bound in (7.13).

According to Chase, bit-flipping decoding can achieve near-ML performance while correcting
up to d− 1 errors [123]. Consequently, the metric of the ML codeword can be the sum over
m = d− 1 reliability values, which is much larger than indicated in (7.13).

To enhance the detection rate, a modified acceptance criterion proposed in [54, 5] can be
employed

l(x′, y) ≤
M∑

i=0
|ỹi| − T. (7.18)

In this criterion, M and T serve as adjustable parameters that allow for a trade-off between
decoding performance and the number of test patterns used.

The acceptance criterion is based on Yamamoto and Itoh’s decision rule [134], which simplifies
Forney’s optimal criterion regarding the trade-off between erasure and error probability [135].
It has been demonstrated in [54] that this criterion offers a good approximation of Yamamoto
and Itoh’s original proposal. However, to obtain the best possible trade-off parameters, these
parameters must be determined by Monte Carlo simulations.

This method only leads to a relatively small reduction of the computational complexity using
OSD. A stopping criterion for OSD has recently been introduced [133], achieving a larger
complexity reduction for high OSD orders. The methods proposed in [132] and [133] use at
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Chapter 7 Soft-Decision Decoding of Short Cyclic Codes

least order-0 OSD, which has a complexity that is typically much higher than the complexity
of algebraic HD decoding due to the costly Gaussian elimination required.

In the following section, we propose a hybrid decoding approach that combines algebraic
decoding of binary block codes with soft-input decoding. The stopping criterion indicates that
the hard-decoding result is sufficiently reliable for many codewords obtained. Consequently,
the costly soft-input decoding can be omitted. The proposed acceptance criterion could be
used with bit-flipping decoding and OSD.

7.5 Hybrid Ordered Statistics Decoding

Hybrid ordered statistics decoding (HOSD) is especially usable for low-complexity soft decoding
of cyclic codes that provide an efficient HD decoding algorithm.

As explained in Section 7.3, the decoding complexity of OSD increases rapidly with the decod-
ing order, requiring

(
k
θ

)
test patterns for the θ-th order. Consequently, the complexity scales

as O
(
kθ
)
. In contrast to prior approaches [124, 136, 54], HOSD does not use a fixed number

of decoding cycles.

The stopping criteria introduced in [132, 133] aim to reduce the decoding order of OSD. How-
ever, even order-0 has a decoding complexity that is typically much higher than conventional
HD decoders due to the Gaussian elimination required to create the systematic form of G′. The
Gaussian elimination has to be applied on each received vector and involves min (k, n− k)2 n

elementary binary additions [125], i.e., it has a complexity order O (n3).

The computational complexity of standard algebraic decoding of cyclic codes is of order
O (nt) [137], where t is the error correction capability of the code. Thus, the primary goal
of the proposed hybrid decoding approach is to avoid the computationally costly soft-input
decoding entirely if the estimated codeword from the HD decoder is sufficiently reliable.

Therefore, we need a codeword acceptance criterion. To reduce the search space for optimal
parameters for the acceptance criterion, we simplify equation 7.18 to

l(x′, y) ≤
M∑

i=0
|ỹi|, (7.19)

where only the parameter M is necessary. OSD with a smaller order may use a larger value of
M .

We propose a hybrid decoding approach that combines algebraic HD decoding of binary BCH
codes with bit-flipping decoding. Figure 7.1 illustrates this HOSD approach.

In the initial decoding step, we perform a syndrome check to verify the codeword. According
to Proposition 7.1, we stop the decoding process if the vector ŷ is a valid codeword.
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7.5 Hybrid Ordered Statistics Decoding

Figure 7.1: Flow chart of the proposed hybrid ordered statistics decoding (HOSD) approach up to
order−2 decoding ([5], ©2020 IEEE).

In the second stage, we apply algebraic HD decoding based on the HD vector ŷ. This step
may result in an estimated codeword or a decoding failure. A failure is identified when, e.g.,
the error location polynomial indicates an odd number of errors while the parity bit suggests
an even number, leading to an inconsistent solution of the error location polynomial. In such
cases, we proceed with OSD.

After each decoding step, starting with the algebraic decoder, we assess the reliability of the
estimated codeword according to Equation (7.19). The decoding process is stopped if the
criterion is fulfilled. Otherwise, the decoding process advances to the next decoding step as
indicated in Figure 7.1.

The stopping criterion indicates that the HD result is sufficiently reliable for codewords ob-
tained. This allows us to bypass the resource-intensive bit-flipping decoding. In cases where
bit-flipping decoding is necessary, we implement a procedure with a predetermined maximum
number of decoding cycles and apply a decision rule to each candidate. The decoder can stop
after each decoding round if the codeword satisfies the acceptance criterion. If no reliable
codeword is found after the final decoding round, an erasure is declared.

Next we present some simulation results for BCH codes with the parameters C1(63, 45, 7),
C2(63, 30, 13), and C3(127, 99, 9). All simulations are considered for transmission over an
AWGN channel with BPSK, and the SNR per bit is presented as Eb/N0[dB]. Moreover, the
decoding order-θ is denoted as O.θ in the legends of Figures 7.2 - 7.4.

For C1(63, 45, 7) and C2(63, 30, 13) codes, we adapt the threshold values M to the Eb/N0, as
provided in Table 7.1. It follows from Chase’s results that M = d− 1 should achieve near-ML
performance. For large Eb/N0 values, M = d− 1 is required to ensure a low residual error
rate. However, for lower Eb/N0 values, we have chosen larger values of M to reduce the
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Chapter 7 Soft-Decision Decoding of Short Cyclic Codes

Table 7.1: Threshold values depending on SNR.
Eb/N0 2 2.5 3 3.5 4 4.5 5

M for C1 10 10 9 9 8 7 6
M for C2 16 16 16 15 14 13 12

decoding complexity. For the C3(127, 99, 9) BCH code, we consider a combination with the
stopping rule proposed in [133] with HOSD.
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Figure 7.2: Decoding performance and complexity for the C1(63, 45, 7) BCH code. Solid lines
present results for the proposed threshold, dashed lines for Kaneko’s acceptance cri-
terion (7.13), and dots for complete order-2 decoding (adapted from [5], ©2020 IEEE).

For n = 63, Figures 7.2 and 7.3 depict the BER complexity, respectively. In the case of the
C1(63, 45, 7) code, order-2 decoding is sufficient to achieve near-ML performance, as indicated
in [92], while order-3 decoding is required for the C2(63, 30, 13). Hence, in Figures 7.2 and 7.3,
we compare the decoding performance of the proposed decoding approach with complete order-
2 and order-3 decoding without stopping, respectively. These results demonstrate that the
proposed decoding method only incurs a marginal performance loss. Figure 7.2 illustrates
results for the decoding with Kaneko’s acceptance criterion.

The proposed hybrid decoding can significantly reduce the decoding complexity. The graphs
on the right depict the percentage of decoding attempts that were stopped at the indicated
decoding stage. In the case of code C1(63, 45, 7), at Eb/N0 = 4 dB, approximately 90% of all
decoding attempts are successfully handled using HD decoding. With Kaneko’s acceptance
criterion, only about 75% of the decoding attempts are stopped after HD decoding, and
the remaining 25% require order-2 decoding. The probability that Kaneko’s rule stops the
decoding after order-0 or order-1 is very low. We observe that Kaneko’s acceptance criterion
is too restrictive, resulting in notably higher decoding complexity. Evidently, larger decoding
orders are required at low Eb/N0. With the proposed acceptance criterion, 36% to 41%
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Figure 7.3: Decoding performance and complexity for the C2(63, 30, 13) BCH code using the pro-
posed threshold (adapted from [5], ©2020 IEEE).

of all vectors received for C1 and C2 can be decoded with HD decoding at Eb/N0 = 2 dB,
whereas order-2 decoding is required for 80% of all vectors with Kaneko’s acceptance criterion
at Eb/N0 = 2 dB.
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Figure 7.4: Decoding performance and the logarithm of complexity for the C3(127, 99, 9) BCH code.
Dashed lines depict the decoding procedure of Choi [133] with β = 0.4, τE = 4, and
τP SC = 14. Solid lines illustrate a combination with HOSD with β = 0.5 and M = 9
(adapted from [5], ©2020 IEEE).

For higher decoding orders, combining the proposed decoding algorithm with the stopping
rule from [133] is more efficient. In this case, we use probabilistic sufficient condition (PSC)
methods with the variable τE, which serves as an early termination parameter, checking if the
number of errors in the vector received is within the error-correcting capability, and τP SC is
the upper bound to prune out impossible candidate codewords [133]. These parameters can
be adjusted empirically. Furthermore, an order skipping rule called the probabilistic necessary
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condition (PNC) is introduced in [133], which enables avoiding some particular OSD orders.
This lower bound is calculated such

sP NC,θ =
n−k+θ∑
i=n−k

|ỹi|. (7.20)

The trade-off can be further manipulated by the parameter β such that

sskip,θ = sP NC,θ + β(n− k). (7.21)

In Figure 7.4, we compare the complete decoding approach from [133] with a combined
approach. For this comparison, we used the criterion from [133] for orders θ ≥ 1. This
criterion involves skipping an order if the Hamming distance for the best candidate is lower
than a given threshold, with the threshold being adapted for each order. Once an order-i is
entered, the acceptance criterion suggested in Equation (7.19) is applied to accept a codeword.
Note that a constant threshold of M = 9 was used for this simulation with HD decoding and
order-0 decoding, while the stopping rule from [133] is used for higher orders. As illustrated in
Figure 7.4, combining this hybrid decoding approach halves the decoding complexity without
performance loss.

We use the algebraic decoder on the punctured code to apply this approach with extended
BCH codes and RM codes. After the algebraic decoding, a parity bit is added to the resulting
codeword. If the algebraic decoding succeeds, this results in a codeword x′ of the extended
BCH code or the RM code. Consequently, the acceptance criterion (7.19) can be applied.
In cases where the algebraic decoder fails or the acceptance criterion is violated, the decoder
resorts to OSD.

To minimize complexity, we will describe a simplified version of the skipping rule inspired by
[133]. Let x′ denote the best codeword found after order θ = 1. Order θ is only performed if

l(x′, y) ≥ δ +
n−k+θ∑
i=n−k

|ỹi| (7.22)

Thus, an order is only executed if the metric of the current codeword exceeds the sum of the
θ smallest magnitudes on the most reliable basis. Similar to the parameter M , the parameter
δ enables a trade-off between complexity reduction and decoding performance. Supposing
that the condition in (7.22) is violated. It becomes unlikely that order θ will yield a superior
codeword candidate, and thus the order can be skipped without a significant loss in decoding
performance. This approach proves particularly advantageous when higher orders are used.

This section has shown that OSD can be entirely omitted with the proposed hybrid decoding
approach when the hard-input decoder provides a reliable codeword. The reliability of codeword
candidates is assessed against a new acceptance criterion. This criterion is similar to Kaneko’s
acceptance criterion for bit-flipping decoding but is less restrictive. It does not guarantee that
an accepted codeword candidate is the ML codeword, but simulation results indicate that its
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reliability is sufficient to achieve near-ML performance. Moreover, the hybrid decoding results
in a substantially reduced decoding complexity compared to conventional OSD, where OSD
with a large order is only necessary for a small percentage of vectors received.

7.6 Test Pattern Reduction

In the following, we explore the shift-sum decoder, as proposed in [138, 139], to reduce the
number of test patterns required for HOSD. This decoding concept involves deriving reliability
information for code bits by applying products of the vector of HDs ŷ with cyclic shifts of
low-weight codewords from the dual code B⊥. These results are counted symbol-wise.

The concept of the shift-sum decoder is based on the orthogonality of the code and the dual
code, i.e., the scalar product of a codeword from the code and a codeword from the dual code
is zero. A non-zero scalar product with the vector received of HDs indicates errors in the code
symbols corresponding to the support of the codeword from the dual code. The shift-sum
decoder determines multiple scalar products and is an efficient method to count the number
of non-zero scalar products for each code symbol.

In the following, we represent vectors as polynomials, e.g., ŷ(x) represents the vector ŷ. The
support of a polynomial b(x) = b0 +b1x+b2x

2 +. . . bn−1x
n−1 is denoted by sup b(x), reflecting

the set of indices i such that bi ̸= 0. Let B⊥ be the dual code to the cyclic code B. The
minimum Hamming distance in the dual code is denoted by d⊥. The product of any codeword
b(x) ∈ B and any dual codeword b⊥(x) ∈ B⊥ is zero, i.e.,

b(x)b⊥(x) mod (xn − 1) = 0. (7.23)

The word received ŷ(x) = b(x) + e(x) is the sum of a codeword b(x) ∈ B and an error
polynomial e(x), where the product

w(x) = ŷ(x)b⊥(x) mod (xn − 1) = e(x)b⊥(x) mod (xn − 1) (7.24)

depends on the error polynomial e(x) and b⊥(x). Consider a codeword of weight d⊥ of the
form b⊥(x) = 1 + xb1 + . . . + xb

d⊥−1 . In the case where there is an error in position i,
the polynomial w(x) has d⊥ non-zero coefficients, among them the error position i. Now,
consider the sum over the d⊥ cyclic shifts x−jw(x) mod (xn − 1), j ∈ sup b⊥(x), where the
summation of the coefficients is performed as an integer addition and not as an operation in
the binary field. This sum

W =
∑

j∈sup b⊥(x)
x−jw(x) mod (xn − 1) (7.25)

defines a vector of length n, where every error position is counted up to d⊥ times. A large
value in W = [W0, W1, ..., Wn−1] indicates a possible error position.
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Example 7.1. To illustrate the reliability information of the vector W, we consider the BCH
code B(15, 7, 5). The dual code B⊥(15, 8, 4) has a minimum Hamming distance d⊥ = 4. For
the decoding, we consider the codeword b⊥(x) = 1 + x8 + x12 + x14 ∈ B⊥. Now, assume that
the all-zero codeword is transmitted and the vector ŷ(x) = 1 + x is received, i.e., there are
two errors in the first two positions. According to (7.25), we obtain

W = [3, 3, 2, 0, 2, 1, 1, 0, 2, 2, 1, 1, 2, 2, 2],

starting with index 0 on the left side. The two largest values in W correspond to the two
error positions.

The previous example illustrates that large values in W indicate unreliable bit positions. A
larger number of codewords from the dual code enlarges the differences between the counter
values for error positions and error-free positions. The shift-sum decoder uses D codewords
b(l)(x) ∈ B⊥ of weight d⊥ and the form b(l)(x) = 1+xb1 +. . .+xb

d⊥−1 . The decoder calculates
the D products

w(l)(x) = ŷ(x)b(l)(x) mod (xn − 1), l = 1, . . . , D. (7.26)

The polynomials w(l)(x) are used to determine the vector W of reliability values as

wj =
D∑

l=1

∑
i∈sup b(l)(x)

w
(l)
j+i mod n, j = 0, 1, . . . , n− 1 (7.27)

where again the summation of the coefficients is performed as an integer addition and not as
an operation in the binary field. Hence, W is a vector where each component is an integer
between 0 and Dd⊥. The W calculation requires at most nDd⊥ integer increments.

The vector W is used in [138] for a bit-flipping decoder that flips the code bits corresponding
to the µ largest values in W. In contrast to [138], we will focus on the smallest values
in W, which indicate reliable bit positions. Consider the µ smallest values in W. The
corresponding indices define a set Ω, which is not necessarily unique. In Example 7.1, we have
Ω = {3, 5, 6, 7, 10, 11} for µ = 6.

We can reduce the number of test patterns for OSD by detecting more reliable bits in the
most reliable basis I. In particular, we define the set of reliable bit positions as

Ir = Ω ∩ I. (7.28)

The test patterns for the bit-flipping will concentrate on the relative complement Ic = I \ Ir.
We illustrate this in the following example.

Example 7.2. Again, we consider the code from Example 7.1 and the all-zero codeword, but
for transmission over the AWGN channel with the vector received
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y = [-1.2, -0.5, 2.6, 2.1, -0.1, 0.2, 1.7, 0.2, 1.1, 0.15, 0.8, 1.9, 1.8, 0.6, 0.7]. (7.29)

This corresponds to three errors and ŷ(x) = x0 + x1 + x4. The most reliable basis is I =
{0, 2, 3, 6, 8, 10, 11, 12}. The set I contains a single error with the index 0. Using the µ = 9
smallest reliability values in

W = [2, 2, 1, 1, 2, 2, 2, 1, 1, 2, 2, 2, 1, 1, 2],

we divide the set I into the set of reliable positions Ir = {2, 3, 8, 12} and the complement
Ic = {0, 6, 10, 11}.

To reduce the number of test patterns, we apply different decoding orders to the reliable set
and its complement, i.e., we flip at most θr bits in the kr = |Ir| reliable positions from the set
Ir and up to θc = θ − θr > θr bits in the remaining kc = k − kr positions. To estimate the
complexity reduction for the worst-case complexity, we consider the leading term kθ for the
number of encoding steps for order θ OSD. Choosing µ such that kr = kc = k/2, the leading
term is reduced to (

k

2

)θr
(

k

2

)θc

=
(

k

2

)θ

=
(1

2

)θ

kθ.
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Figure 7.5: Simulation results for the code B(63, 30, 13) with different decoding methods; HOSD
with θc = 1, θc = 2, D = 78 and d⊥ = 12 (adapted from [11], ©2022 IEEE).

The HOSD proposed is illustrated in Figure 7.5, which depicts simulation results for the
BCH code B(63, 30, 13) over the AWGN channel. The left-hand figure presents BERs, i.e.,
the channel error rate (uncoded) as well as the BERs in the sets Ir (reliable set) and Ic

(complement). Due to the ordering of the channel values, the error probability in the set Ic
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is reduced compared to the uncoded transmission. The shift-sum decoding identifies the set
Ir of more reliable bit positions. We use θr = 1 and θc = 2 for the proposed decoding. This
results in a near-ML performance as shown in the right part of Figure 7.5, where FERs are
presented. The proposed decoder achieves a gain of 2.5 dB compared to bounded minimum
distance decoding (BMD), whereas the difference compared to ML is about 0.25 dB.
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Figure 7.6: Simulation results for the code B(63, 24, 15) with OSD applying Box-and-Match algo-
rithm with s = 36; HOSD with θr = 1, θc = 2, D = 35 and d⊥ = 8 (adopted from [11],
©2022 IEEE).

Complete order θ = 3 decoding of the code B(63, 30, 13) requires 4 526 encoding steps. In the
worst case, the proposed decoding still requires 1 696 encoding steps. However, the average
complexity is much lower. On average, 122 codewords are considered at Eb/N0 = 2 dB, and
only 6.6 encoding steps are required at Eb/N0 = 4.5 dB.

We consider the BCH code B(63, 24, 15) as a second example for the proposed decoding.
Simulation results for the AWGN channel are presented in Figure 7.6. The left-hand fig-
ure shows FERs for the proposed decoding, a lower bound for the ML performance derived
from [92], and results using OSD with Box-and-Match algorithm. For this code, the proposed
decoder achieves a coding gain of about 1dB at FER=10−4 compared to the shift-sum decoder
proposed in [138], where the HOSD requires only three encoding steps on average.

The Box-and-Match algorithm of order θ can apply test patterns of up to order (θ · 2), which
increases the correction capability [140]. The size of the control band, denoted as s − k,
determines the required size of the memory and the number of additional test patterns. More
details can be found in [140].

Both OSD algorithms considered in Figure 7.6 flip up to θ = 3 bits and use the hybrid
decoding approach discussed in Section 7.5. Both algorithms reduce the number of OSD
encoding steps compared to full order θ = 3 OSD, which requires 2 325 encoding steps for
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the code B(63, 24, 15). However, conducting a fair complexity comparison proves challenging
because the Box-and-Match algorithm requires more memory while HOSD demands more
computations for the shift-sum algorithm. For instance, the shift-sum algorithm can determine
the set of reliable bit positions necessary for the enhanced Box-and-Match algorithm proposed
in [141]. In essence, HOSD entails fewer encoding steps and less memory consumption than
the Box-and-Match approach, yet it achieves superior performance.

The presented concepts are adaptable for decoding concatenated codes, which will be discussed
in the next chapter. Furthermore, it is feasible to combine the two methods.
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Chapter 8

Code Concatenation and Complexity
Reduction

Code concatenation is the concept of combining small to medium-sized codes to create more
extended codes. Forney introduced the concept of code concatenation in 1966 [142], involving
an inner and an outer ECC. Longer ECCs typically have higher encoding and decoding com-
plexities. On the other hand, they offer superior error correction capabilities. The benefits of
code concatenation include the ability to generate long codes from short ones, reducing the
complexity associated with encoding and decoding. Moreover, this technique allows exploiting
specific error correction properties [92].

We introduced some fundamentals of ECCs and decoding techniques in the preceding chapters.
Flash memories typically require very long codes for storing payload data and a high error-
correcting capability. Especially for metadata, short ECCs are necessary due to the limited
amount of data involved. These data pose specific requirements because they should be
readable even after the EOL state of the flash memory, and the readout process should have
very low complexity. Powerful error correction often requires SD decoding, which increases
the complexity. In this context, we propose low-complexity concatenated codes with short to
medium code lengths designed for metadata.

Various methods can be employed for code concatenation. This chapter will first explore the
Plotkin code concatenation to build codes based on extended BCH component codes and
describe efficient decoding methods. Afterwards, we will delve into the concept of generalized
concatenated (GC) codes, its encoding and decoding procedure, and complexity reduction
methods. The notation of this chapter is described in chapter 6. Parts of this chapter were
published in [2, 9, 11, 12].

8.1 Plotkin Concatenation with BCH Component Codes

The Plotkin construction, introduced in 1960 [100], offers a recursive method for concatenating
binary codes to achieve specific parameters. This construction allows the use of any linear
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binary block codes. We represent such codes as C(n, k, d) in the following. Notably, the
Plotkin construction can be employed to generate RM codes, as discussed in Section 6.2.

We employ extended BCH codes as component codes to improve the code parameters com-
pared to RM codes. Notably, for m ≥ 6, extended BCH codes offer better code parameters
than comparable RM codes. These improvements include achieving a higher minimum dis-
tance while maintaining the same code length and rate. For instance, we can compare the
CR(128, 64, 16) with the parameters (r = 3, m = 7) to the extended BCH code B(128, 64, 22).

Similar to BCH codes, RM codes can also be constructed based on cyclotomic cosets [143,
144]. A punctured RM code of length n = 2m−1 is a cyclic code. However, for m ≥ 6, binary
BCH codes and RM codes are typically based on different cyclotomic cosets. We illustrate
this in the following example.

Example 8.1. We consider BCH codes and punctured RM codes for m = 6 and n = 2m−1 =
63. There exist thirteen cyclotomic cosets with the coset representatives:

{0, 1, 3, 5, 7, 9, 11, 13, 15, 21, 23, 27, 31}

for n = 63. The code B(63, 24, 15) results from the coset representatives {1, 3, 5, 7, 9, 11, 13},
which are consecutive odd integers. To construct the punctured RM code with minimum
distance d = 15, we have to select all cosets, where the binary representation of a representative
has at most Hamming weight three [143]. For instance, the decimal number 13 has the binary
representation (1, 1, 0, 1) with Hamming weight three. This construction leads to the coset
representatives {1, 3, 5, 7, 9, 11, 13, 21}, and the punctured RM code CR(63, 22, 15). Both
codes are cyclic codes and have minimum distance d = 15, but the BCH code has the higher
dimension.

Table 8.1 displays the code parameters for concatenated codes of length n = 128. These
codes are constructed from two BCH component codes. To construct a code with minimum
a distance d, we select component code 2 with a minimum distance d2 = d and component
code 1 with the largest dimension that satisfies d1 ≥ d/2. The codes marked with bold digits
in Table 8.1 have a minimum distance that is a power of two, making them comparable to
RM codes of the same length. For instance, the code C(128, 69, 16) can be compared to
the RM code CR(128, 64, 16) with parameters (r = 3, m = 7). Similarly, the concatenated
codes C(128, 102, 8) and C(128, 31, 32) have larger dimensions compared to the RM codes
CR(128, 99, 8) CR(128, 29, 32), respectively. Table 8.1 also illustrates that this construction
offers more flexibility than the RM construction because it is not limited to codes where the
minimum distance is a power of two.

Table 8.2 provides selected examples of multiple concatenations, where we use the codes from
Table 8.1 as component codes. The resulting codes have length n = 256. Some of these
concatenated codes can be compared to RM codes with the same minimum distance. For
instance, the code C(256, 171, 16) has a higher dimension than the RM code CR(256, 163, 16).
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Table 8.1: Concatenated codes of length n = 128 ([11], ©2022 IEEE).

component 1 component 2 concatenated code
B(64, 63, 2) B(64, 57, 4) C(128, 120, 4)
B(64, 57, 4) B(64, 51, 6) C(128, 108, 6)
B(64, 57, 4) B(64, 45, 8) C(128, 102, 8)
B(64, 51, 6) B(64, 39, 10) C(128, 90, 10)
B(64, 51, 6) B(64, 36, 12) C(128, 87, 12)
B(64, 45, 8) B(64, 30, 14) C(128, 75, 14)
B(64, 45, 8) B(64, 24, 16) C(128, 69, 16)
B(64, 39, 10) B(64, 18, 22) C(128, 57, 20)
B(64, 36, 12) B(64, 18, 22) C(128, 54, 22)
B(64, 36, 12) B(64, 16, 24) C(128, 52, 24)
B(64, 30, 14) B(64, 10, 28) C(128, 40, 28)
B(64, 24, 16) B(64, 7, 32) C(128, 31, 32)
B(64, 18, 22) B(64, 1, 64) C(128, 19, 44)
B(64, 16, 24) B(64, 1, 64) C(128, 19, 48)
B(64, 10, 28) B(64, 1, 64) C(128, 11, 56)
B(64, 7, 32) B(64, 1, 64) C(128, 8, 64)

Table 8.2: Concatenated codes of length n = 256 ([11], ©2022 IEEE).

component 1 component 2 concatenated code
C(128, 120, 4) C(128, 102, 8) C(256, 222, 8)
C(128, 108, 6) C(128, 90, 10) C(256, 198, 10)
C(128, 108, 6) C(128, 87, 12) C(256, 195, 12)
C(128, 102, 8) C(128, 75, 14) C(256, 177, 14)
C(128, 102, 8) C(128, 69, 16) C(256, 171, 16)
C(128, 90, 10) C(128, 57, 20) C(256, 147, 20)
C(128, 87, 12) C(128, 52, 24) C(256, 139, 24)
C(128, 75, 14) C(128, 40, 28) C(256, 115, 28)
C(128, 69, 16) C(128, 31, 32) C(256, 100, 32)
C(128, 54, 22) C(128, 19, 44) C(256, 73, 44)
C(128, 52, 24) C(128, 17, 48) C(256, 69, 48)
C(128, 40, 28) C(128, 11, 56) C(256, 51, 56)
C(128, 31, 32) C(128, 8, 64) C(256, 39, 64)
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Chapter 8 Code Concatenation and Complexity Reduction

The code examples in Tables 8.1 and 8.2 prioritize optimizing the minimum distance. However,
we will later see that codes with the same length and rate can be generated with different
component codes. This possibility enables exploring other design paradigms, such as concepts
known from multilevel codes [56].

In the upcoming section, we will discuss a soft-input decoding method that leverages the cyclic
structure of the component codes. Note that shortened BCH codes are also considered cyclic
codes [145]. Therefore, the Plotkin construction and decoding methods can also be applied
to shortened BCH codes.

8.2 Decoding of Plotkin Concatenated Codes

This section introduces a soft-input decoding algorithm designed for concatenated codes.
Inspired by the Schnabl and Bossert approach [122], we exploit the recursive structure of the
Plotkin construction. However, we employ HOSD for soft-input decoding at the first level of
concatenation, as proposed in Section 7.5. Before delving into the recursive decoding algorithm
using HOSD and further improvements, we review the generalized multiple concatenation
(GMC) decoding method from [122].

8.2.1 Generalized Multiple Concatenation Decoding

The GMC decoder introduced in [122] can perform soft decoding of RM codes with moderate
computational complexity. It exploits the recursive structure of the concatenated codes. At
the first recursion level, ML decoding is exclusively applied to the SPC and repetition codes.
A simple combination of the soft channel values and the hard output from the component
decoders is utilized at the higher recursion levels. We briefly review this decoding procedure,
focusing on the soft value combining, as it will be a crucial component of the forthcoming
decoding algorithm.

We consider the decoding of the RM code CR(n, k, d) with parameters r and m as described
in Section 6.2. At the first level, which corresponds to the states r = 0 or r = m − 1, ML
decoding is applied. A recursive decoding process is conducted for the vector received y for all
other levels. Consider the channel values represented as y = [y0, ..., y2n−1], where n = 2m−1

is the length of the component codes. Initially, we process the RM component code C(2) with
r(2) = r − 1 and m(2) = m− 1. To decode C(2), the values received are combined as

y
(2)
i = sign (yi · yn+i) min (|yi|, |yn+i|) for i = 0, ..., n− 1. (8.1)

Note that this step is the so-called minsum approximation of the boxplus operation, a concept
from iterative decoding algorithms [146]. The minsum operation in (8.1) can be replaced with
the boxplus operation using LLRs for more accurate soft values. The values y

(2)
i are processed
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8.2 Decoding of Plotkin Concatenated Codes

with a decoder for the component code C(2), resulting in the estimated codeword

x̂(2) =
[
x̂

(2)
0 , . . . , x̂

(2)
n−1

]
∈ C(2).

Next, this result is used to calculate the soft values for the other component code C(1) as

y
(1)
i = 1

2
(
yi + yn+i · x̂(2)

i

)
for i = 0, ..., n− 1 (8.2)

where we assume the mapping x̂
(2)
i ∈ {1, -1}. This operation is referred to as soft-combining

in the following. It is important to note that soft-combining is an approximation. The values yi

and yn+i are treated as noisy observations of two independent transmissions of the symbol xi.
In this scenario, 1/2 (yi + yn+i) represents the minimum mean square error (MMSE) estimate
of xi. However, due to the product yn+i · x̂(2)

i , the two terms in (8.2) are not independent.

The vector y(1) =
[
y

(1)
0 , ..., y

(1)
n−1

]
can subsequently be decoded with a decoder for the RM

code with r(1) = r and m(1) = m− 1, resulting in an estimate codeword

x̂(1) =
[
x̂

(1)
0 , . . . , x̂

(1)
n−1

]
∈ C(1).

Finally, a codeword for the code CR(n, k, d) is derived by concatenating the hard output results
as

x̂ =
[
x̂(1) | x̂(1) · x̂(2)

]
. (8.3)

Here, an element-wise multiplication is performed instead of ⊕, as we assume x̂
(j)
i ∈ {1, -1}.

8.2.2 Recursive Decoding Algorithm exploiting BCH Component
Codes

We leverage the inherent structure of the Plotkin construction to maintain low complexity for
longer ECCs. Therefore, the HOSD is only applied to the lowest recursion level, i.e., the BCH
component codes. For higher recursion levels, we employ soft value combining.

The proposed soft-input hard-output decoding procedure is described in Algorithm 8.1. Similar
to the order of RM codes, we use r to denote the recursion levels. A code with r recursion levels
must decode 2r component codes, each with equal code lengths. The algorithm recursive-
decoding is executed recursively until r = 1 is reached. Similar to the GMC decoding
algorithm [122], soft values for the component codewords are computed in each iteration,
whereas the HOSD procedure is only applied at level r = 1. The final step of each recursion
level returns a candidate codeword of the component code. In the following, this recursive
structure is referred to as Plotkin decoding (PD).
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Chapter 8 Code Concatenation and Complexity Reduction

Algorithm 8.1 Recursive-decoding

input: received vector y, recursion level r
output: estimated codeword x̂

1: y(2) ← minsum(y) // apply (8.1)
2: if r == 1 then
3: x̂(2) ← HOSD

(
y(2)

)
// decoding of C(2)

4: y(1) ← soft-combining
(
y, x̂(2)

)
// apply (8.2)

5: x̂(1) ← HOSD
(
y(1)

)
// decoding of C(1)

6: x̂ =
[
x̂(1) | x̂(1) · x̂(2)

]
// combine components

7: return x̂
8: else
9: x̂(2) ← recursive-decoding

(
y(2), r − 1

)
10: y(1) ← soft-combining

(
y, x̂(2)

)
// apply (8.2)

11: x̂(1) ← recursive-decoding
(
y(1), r − 1

)
12: x̂ =

[
x̂(1) | x̂(1) · x̂(2)

]
// combine components

13: return x̂
14: end if

8.2.3 Recursive List-Decoding Algorithm exploiting BCH
Component Codes

Next, we extend the previously proposed recursive decoding algorithm strategy by incorporating
list-decoding techniques for the component codes. OSD inherently includes list-decoding. By
storing a list of the Υ best candidates for the code B(2) and employing multiple attempts for
the decoding of B(1), we can enhance the decoding performance of the concatenated code.
This list-decoding increases the number of decoding steps. However, the decoding complexity
for the component code B(1) is typically much lower than for B(2), and hence, a moderate list
size Υ will only marginally increase the overall decoding complexity.

Again, we only consider list-decoding for a single recursion level, as described in Algorithm 8.2.
We first decode B(2) given the concatenated structure. LHOSD refers to the hybrid OSD
algorithm that returns a list L = x̂(2)

1 , x̂(2)
2 , . . . containing at most Υ candidate codewords,

which are the codewords with the smallest metric values. For each candidate in the list, we
proceed with decoding the code B(1). Consequently, the decoding process for B(1) is carried
out at most Υ times. To reduce the decoding complexity, the OSD order is incremented with
each iteration until either the maximum order is reached or a codeword satisfying the stopping
criterion for the concatenated codeword is found. Due to the stopping criterion (7.19), the
list may not be completely filled. To increase the number of candidate codewords in the list
L, this criterion should be more restrictive than for HOSD decoding. The list size depends on
the SNR. In the following, this approach is referred to as list Plotkin decoding (LPD).
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8.2 Decoding of Plotkin Concatenated Codes

Algorithm 8.2 List-decoding algorithm for one recursion level

input: received vector y, list size Υ, stopping parameters M , maximal order θ(1) for B(1) ,
maximal order θ(2) for B(2)

output: estimated codeword x̂

1: θ1 = 0; θ2 = 0;
2: y(2) = minsum(y) // apply (8.1)
3: repeat
4: L = LHOSD

(
y(2), Υ, θ2, M (2)

)
// dec. B(2)

5: for i = 1 to |L| do
6: y(1)

i = soft-combining
(
y, x̂(2)

i

)
// apply (8.2)

7: repeat
8: x̂(1) = HOSD

(
y(1)

i , θ1, M (1)
)

// dec. B(1)

9: x̂ =
[
x̂(1)

1 | x̂(1)
1 · x̂(2)

i

]
// combine components

10: if l (x̂, y) ≤ lth then
11: break // criterion accepted
12: end if
13: θ1 +=1
14: until

(
θ1 > θ(1)

)
15: end for
16: θ2 +=1
17: until

(
θ2 > θ(2)

)
18: return x̂

105



Chapter 8 Code Concatenation and Complexity Reduction

8.3 Simulation and Complexity Results of Plotkin Codes

This section presents a comprehensive analysis of the PD and LPD decoding methods. The
evaluation includes simulation results and exploration of the decoding complexity. We assume
BPSK transmission over an AWGN channel.

The performance is measured in terms of FER versus the normalized SNR in Eb/N0 (energy
per bit to noise power spectral density ratio).

The decoding complexity of the OSD method escalates with the decoding order because
(

k
θ

)
test patterns are applied for the θ-th order. Consequently, this results in a complexity of order
O
(
kθ
)
. According to [129], near-ML performance can be achieved performing OSD up to

order θ = ⌈d/4⌉ for codes of rates R ≥ 1/2. This implies a complexity of order O
(
k⌈d/4⌉

)
.

The Box-and-Match technique from [140] reduces the number of test patterns and results in a
worst-case complexity of order O

(
k⌈d/4⌉−1

)
. Applying this decoding concept to the component

codes of a Plotkin code with a single recursion level results in the worst-case complexity
O
(
k

⌈d/4⌉−1
2

)
with k2 ≤ k/2 which is determined by the Box-and-Match algorithm decoding

of the component code C(2) with dimension k2. For many codes, k2 is much smaller than
k/2, and a further reduction in decoding order is feasible for component codes with rates
R ≤ 1/2. Therefore, both PD and LPD exhibit a significantly lower worst-case complexity
than the Box-and-Match algorithm for the complete code.

However, the average complexity is typically considerably lower than the worst-case complexity
due to the stopping criteria. In the best case, PD and LPD demand only O (n log(n)) FLOPs
for the metric calculation and O (t2) finite field operations for the algebraic decoding, where t

is the error correction capability of the component code C(2). Notably, the average complexity
of the considered algorithms varies depending on the SNR and is not expressible in closed
form.

In this section, we provide complexity models for the algorithms used. To compare all decoding
approaches, we evaluate the complexity in terms of FLOPs and binary operations (BOPs). In
this context, we do not consider the additional memory requirements resulting from the size
of the control band using the Box-and-Match algorithm. Subsequently, we present and discuss
numerical results for the average complexity.

8.3.1 Complexity of Generalized Multiple Concatenated Decoding
and Polar Decoding

The GMC algorithm primarily involves a minimal number of BOPs, which can be effectively
neglected. The complexity analysis focuses on counting the FLOPs involved in each decoding
step, considering component codes of length n = 2m. The soft-input decoding of a repetition
code with a length of n needs n−1 floating point additions. Similarly, the soft-input decoding
of the SPC requires n− 1 floating point comparisons.
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Next, we delve into the soft-combining step. Calculating the soft values for the code C(2) of
length n according to (8.1) demands n floating point additions. For the code C(1), the soft
value calculation as described in (8.2) needs 2n FLOPs (n additions and n divisions). Notably,
the length n = 2m of the component codes changes at each recursion level, and the total
complexity is the summation across all levels.

It is crucial to recognize that the complexity of the GMC decoder closely aligns with that
of polar codes employing successive cancellation (SC) decoding. The primary determinant
of complexity in both of these algorithms is the number of computed likelihood ratios [147].
Specifically, SC decoding for polar codes and GMC decoding exhibit a computational complex-
ity of O (N log2(N)), whereas the complexity of successive cancellation list (SCL) decoding
with a list size Υ is O (Υ N log2(N)) [148].

8.3.2 Complexity of Recursive Decoding with BCH Component
Codes

The total computational complexity of HOSD comprises the combination of algebraic decoding,
OSD, and soft value combining. Due to the stopping rule, the average number of operations
required depends on the SNR. For instance, the main algorithms of the BCH decoder are only
required only when the syndrome check for the vector received indicates errors. Otherwise,
the decoding process can terminate if a correct codeword is received. Consequently, OSD
with Box-and-Match algorithm is only executed if the algebraic decoding is unsuccessful or
the acceptance criterion is not satisfied. Thus, Gaussian elimination is not required for all
vectors received. The average number of operations can be estimated through simulation. In
the following, we examine the complexity of the individual components, namely the algebraic
BCH decoding method and OSD.

Complexity of BCH Decoding

As introduced in Chapter 6, we consider only a binary BCH decoder in this work. This decoder
comprises different components, including syndrome calculation, key equation solving, and
error location search algorithm [149, 150]. To simplify the complexity calculation, we focus on
the most computationally intensive aspects of the BCH decoder. The syndrome calculation is
relatively efficient, and thus we will ignore it in further consideration.

The algebraic algorithms require computations over a finite field. Finite field additions (FFAs)
can be implemented as bit-wise XOR, whereas the finite field multiplication (FFM) is the
most complex mathematical operation among the necessary calculations [151]. Different FFM
implementations are analyzed in [151]. It was shown in [20] that the overall complexity of
an entire parallel FFM can be approximated by m2 XOR operations and m2 AND operations.
Therefore, we estimate the total complexity of an FFM as equivalent to 2m2 BOPs.

107



Chapter 8 Code Concatenation and Complexity Reduction

Table 8.3: Complexity as number of BOPs for BCH decoding algorithms with no parallelization
factor ([11], ©2022 IEEE).

Complexity Multiplication Addition
TSiBMA 4t(t + 1)m2 m(t + 1)

Chien Search ntm2/2 n(t − 1)m

Table 8.4: Complexity for OSD with Box-and-Match algorithm ([11], ©2022 IEEE).

Operations FLOPs BOPs
sorting n log2(n)

Gaussian elimination n · min(k, n − k)2

re-encoding up to order θ d ·
∑θ

i=1

(
k
i

)
(n − k) ·

∑θ

i=1 i
(

k
i

)
BMA re-encoding in order θ d ·

∑θ

i=1

(
k
i

)
(n − k) ·

∑θ

i=1 2 · i
(

k
i

)

Various algorithms can be employed to solve the key equation. The truncated simplified
inversionless Berlekamp-Massey algorithm (TSiBMA) from [110] is optimized for binary BCH
decoders, offering lower complexity than other solvers. Importantly, it avoids the computational
complex finite field inversion. The TSiBMA requires 2t + 2 FFM and t + 1 FFA in t cycles to
compute the error location polynomial.

The Chien search is the commonly used error location search algorithm for BCH decoding. To
find all error locations, the standard implementation needs t multiplications and (t−1) additions
per code bit [152]. Hence, a fully parallel implementation would require nt multiplications and
n(t − 1) additions. Several publications have explored methods to reduce the complexity of
the Chien search algorithm [152, 153, 154]. For the complexity estimation, we consider results
from [153, 20]. Table 8.3 provides the BOPs needed for the algorithms considered for BCH
decoding.

Complexity of Ordered Statistics Decoding

The OSD algorithm involves BOPs and FLOPs, with the latter being considerably more com-
plex than the former. Consequently, considering computational complexity, BOPs are often
neglected. However, for OSD, the number of BOPs is significant and affects the complex-
ity. An estimation of the total number of computations for OSD up to order θ was provided
in [125]. Table 8.4 shows the complexity calculations for the most dominant components of
the OSD algorithm, with computations categorized into FLOPs and BOPs.

In [125], the number of operations for the re-encoding is an upper bound, assuming that all
parity positions are changed in every re-encoding step. In practice, only d digits are typically
altered per re-encoding step. Moreover, only the soft values of the changed positions are
required for the metric calculation of the current candidate codeword.
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Performance Comparison of Recursive Decoding with BCH Codes

In the following, we discuss some simulation results and compare the complexity of the proposed
codes and decoding methods. The analysis assumes transmission using BPSK over an AWGN
channel. The performance evaluation is based on the FER plotted against the normalized
SNR, represented in Eb/N0.
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Figure 8.1: Numerical results for the decoding complexity (adapted from [11], ©2022 IEEE).

Figure 8.1 compares the decoding complexity for different decoding methods, including GMC
decoding of a RM code CR(128, 99, 8), HOSD with maximum order θ = 3 for the BCH
code B(127, 99, 9), the proposed PD decoding for the concatenated code C(128, 102, 8) from
Table 8.1 with one recursion level (with parameters s = 64 for B(1), s = 50 for B(2) max.
θ = 1 and M = d− 1 for both components), and the LPD decoding for the same code with
one recursion level (max. θ = 0, s = 64 for B(1), θ = 1, s = 47 for B(2) and M = d − 2
for both components). The decoding complexity is compared in Figure 8.1 in terms of the
number of FLOPs and BOPs. The number of BOPs with GMC is negligible and not depicted.

The complexity of complete OSD and GMC decoding remains constant regardless of the SNR.
However, in the high SNR region, the HOSD decoding significantly reduces the complexity
compared to complete OSD by several magnitudes. As the noise level increases, HOSD tends
to approach the complexity of complete OSD.

On the other hand, PD decoding substantially reduces the complexity in the lower SNR region.
In the high SNR region, the GMC, HOSD, PD, and LPD decoding algorithms exhibit similar
FLOP requirements. Regarding BOPs, the LPD and PD show similar and lower complexity
than the HOSD algorithm.

The error correction performance of these codes is shown in Figure 8.2. Complete OSD
with θ = 3 for the code B(127, 99, 9) was not simulated due to its extensive computational
complexity. The curves in Figure 8.2 demonstrate that the BCH code with HOSD achieves
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Figure 8.2: Simulation results for the codes B(127, 99, 9), CR(128, 99, 8), and C(128, 102, 8) with
different decoding methods (adapted from [11], ©2022 IEEE).

the best performance. The PD and LPD methods consistently outperform GMC decoding
across the entire SNR range. Figure 8.2 also contains a lower bound on the ML performance
from [92] for the concatenated code C(128, 102, 8). LPD achieves a near-ML performance,
coming close to the results of the BCH code B(127, 99, 9) with HOSD. For comparison, we
include the normal-approximation (NA), which is an approximation of the random-coding union
bound, providing an estimate of the achievable error probability of an C(127, 99) code [155].

For longer codes and high noise levels, the complexity of HOSD for the complete code be-
comes prohibitive. By contrast, the complexity of PD and LPD is primarily determined by
decoding the component codes. The Plotkin construction demonstrates a more favorable
performance-complexity trade-off as the code length increases. The subsequent analysis fo-
cuses on concatenated codes.

As previously discussed, it is possible to construct Plotkin codes with similar parameters from
different component codes. Figure 8.3 presents different concatenated codes compared to an
RM code and the ML bound. All of these codes share a length of n = 128 and have similar
dimensions.

One highlighted code is C(128, 69, 16), a concatenated code detailed in Table 8.1, specifi-
cally designed to attain the largest minimum distance for a dimension of k = 69. Similarly,
C(128, 69, 12) is constructed with one recursion level but employs different component codes,
namely B(1)(64, 51, 6) and B(2)(64, 18, 22). Despite having a smaller minimum distance com-
pared to C(128, 69, 16), it performs better within the SNR range considered when decoded
with PD. PD achieves near-ML performance for this particular code, rendering list decoding
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Figure 8.3: Comparison of different concatenated codes with length 128 and similar dimensions
(adapted from [11], ©2022 IEEE).

ineffective to attain performance gains. Regarding the C(128, 69, 16) code, a performance gap
of approximately 1dB exists relative to the ML bound when using PD. However, using LPD
can further enhance the performance, as demonstrated in Figure 8.4.

In Figure 8.4, we conduct a comparative analysis involving the proposed PD and LPD decoders
for codes with n = 128 and a code rate of approximately 0.5. These are contrasted with a polar
code featuring list decoding with a length of 32 and a CRC of length 6, the BCH-polar code
using OSD with order θ = 5 described in [156] and the SC-Flip (SCF) Fano decoder detailed
in [157]. For the BCH-polar code, we use the BCH codes B(64, 18, 22) and B(64, 45, 8) as
outer codes, applying OSD with order θ = 5 to both codes and using the stopping criterion
from [125] to reduce complexity.

For the LPD, we employ the parameters for control band s = 55 with a maximum order of
θ = 1 for B(1) and s = 42 with θ = 3 for B(2). For the stopping criterion from Equation 7.19,
we set M = d−2 for both components. On the other hand, for PD we employ the parameters
s = 52 with θ = 1 for B(1) and s = 32 with θ = 2 for B(2), while using M = d − 1 for the
stopping criterion.

The numerical complexity values for polar SC and SCL decoding are calculated according
to [147, 148]. The right part of Figure 8.4 displays the computational complexity in terms
of FLOPs. The results for polar SCF-Fano decoding are sourced from [157]. This decoding
method demonstrates an error correction capability and complexity profile similar to the PD
decoder. The list decoders provide substantial performance improvements.
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Figure 8.4: Comparison of proposed decoding scheme with list decoding and polar code with rate
R ≈ 0.5 (adapted from [11], ©2022 IEEE).

When evaluating the CRC-polar code, the BCH-polar code from [156], and the proposed
Plotkin code C(128, 69, 16) with LPD, it becomes evident that they exhibit comparable per-
formance. However, LPD stands out as the method with the lowest computation complexity.

Figure 8.5 considers codes of length n = 256 and dimension k = 219. This analysis compares
the proposed coding scheme against polar codes with SCL decoding with list size Υ = 32. The
SCL decoding of the polar code (256, 219, 4) detailed in [158] is constructed with the improved
degrading algorithm and decoded using the SCL decoding algorithm [148, 159]. Additionally,
we consider CRC-aided SCL decoding (CA-SCL) with 11 bits.

Turning our attention to the Plotkin construction, we investigate the performance of PD and
LPD decoding utilizing HOSD without the Box-and-Match algorithm. The concatenated code
C(256, 219, 8) is configured with one recursion level, employing the corresponding component
codes B(1)(128, 120, 4) and B(2)(128, 99, 10). For HOSD, we apply M = d − 1 for each
code. The maximum order for HOSD is set to θ = ⌈d/4⌉. The PD decoding attains the
error correction capability of the polar code using CA-SCL decoding, while the LPD achieves
near-ML performance.
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Figure 8.5: Decoding performance of PD and LPD in comparison with polar codes with code length
n = 256 (adapted from [11], ©2022 IEEE).

8.4 Generalized Concatenated Codes

The decoding performance and complexity of Plotkin concatenated codes are strongly limited
by their length and dimension. In applications where long codes with high dimensions are
necessary, Plotkin concatenated codes are inappropriate. An alternative is offered by GC
codes, which are particularly suitable for long codes with high code rates as for the payload
data of flash memory. GC codes represent a robust ECC approach, leveraging the capabilities
of multiple component codes. Typically, a GC code comprises outer and inner codes. The
flexibility in choosing these component codes enables tailoring the configuration to meet the
specific requirements of a given application. Common choices for the component codes of
the concatenation include RS, LDPC, BCH, RM, and convolutional codes. Thereby, RS and
LDPC frequently serve as outer codes. GC codes employing algebraic codes are particularly
well suited for flash memories due to their impressively guaranteed low residual error rates. In
this work, our attention is directed towards GC codes that use inner BCH and outer RS codes,
as investigated in [89, 136, 54]. This section offers an overview of GC encoding and decoding.
Afterwards, we highlight principles of effective code design. For more details, we refer to [20]
and [92].

8.4.1 Encoding with GC Codes

In the following, we describe the construction of a GC code composed of outer RS codes and
an inner BCH codes. This GC code is constructed from a total of L outer RS codes over the
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extension field GF (2ma), in conjunction with L binary inner BCH codes. Each of the outer
codes has a length of na. We employ the notation A(l)(2ma , na, k(l)

a , d(l)
a ) to represent the

parameters of the l-th outer code, where k(l)
a indicates the dimension and d(l)

a the minimum
Hamming distance. Similarly, we employ B(l)(nb, k

(l)
b , d

(l)
b ) to denote the l-th inner code.

Leveraging extended BCH codes as inner codes is advantageous due to their superior error
detection, which improves the erasure-correcting performance of the outer RS codes.

information bits

L
·m

a

na

row-wise
outer

encoding

matrix with
outer codewords

column-wise
inner

encoding

encoded
GC codeword

n
b

na

Figure 8.6: Illustration of GC encoding ([2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

Figure 8.6 visually represents the encoding scheme. The concatenated code has a length
N = nb · na, and each codeword can be represented by an nb × na binary matrix.

The encoding process starts with the outer codes. In this step, mak(0)
a bits are mapped to the

first outer codeword, mak(1)
a to the second, and so forth, and then encoded by them. This

generates a matrix in which each row represents an outer code. Note that the code rate of
the outer codes grows from level to level. The outer codes can protect in total Lma rows of
the matrix. Using every encoding step, the overall dimension becomes

K = ma

L−1∑
l=0

k(l)
a . (8.4)

Following the outer encoding, the columns of the codeword matrix are encoded with the inner
BCH codes. Each column of the codeword matrix is the summation of L codewords belonging
to nested extended BCH codes of length nb. This nesting is represented as

BL−1 ⊂ BL−2 ⊂ · · · ⊂ B0. (8.5)

Simplified, the code B(0) is partitioned into sub-codes with reduced dimensions but augmented
error correction capability. The sub-codes of a BCH code can be generated from the cyclotomic
polynomials. Consequently, a higher level code acts as a sub-code of its preceding level, where
higher levels generally offer stronger error correction, i.e., tb,L−1 ≥ tb,L−2 ≥ . . . ≥, tb,0, where
tb,l is the error-correcting capability of level l. The codeword of the j-th column is the sum of
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Table 8.5: Parameters of a GC code of length 8188 and rate R = 0.875 ([9], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

level l kb,l db,l ka,l da,l

0 84 4 65 25
1 77 6 81 9

2 - 3 70 8 85 5
4 56 12 87 3
5 49 14 87 3

6-11 42 16 89 1

L codewords
bj =

L−1∑
l=0

b(l)
j . (8.6)

These codewords b(l)
j are constructed by encoding the symbols aj,l with the corresponding

sub-code B(l), where aj,l denotes the j-th symbol (ma bits) of the outer code A(l). For this
encoding, (L− l − 1)ma zero bits are appended to the symbol aj,l.

The dimension of B(l) is expressed as k
(l)
b = (L − l)ma, where k

(0)
b = Lma, k

(1)
b = (L −

1)ma, . . . , k
(L−1)
b = ma. However, only ma bits are mapped to each codeword b(l)

j . The
remaining nb − Lma rows serve as either redundancy for the inner codes or information bits
without outer encoding. Note that the j-th column bj represents a codeword of B(0) due to
the inherent linearity of the nested codes.

Example 8.2. In this example, we construct a code to compare it with a polar code [160]
in applications related to flash memories. The comparison will be discussed in Section 8.4.2.
The polar code is designed for a block length of 1 kilobyte. Similarly, we construct a GC code
with a code rate of R = 0.875 and a code length of approximately N = 8192. This code is
designed according to the guidelines proposed in [54] to achieve a FER of 10−5 at a channel
BER of 0.008. All component codes are constructed over GF (27).

The outer RS codes have a length of na = 89. The inner codes are binary extended BCH
codes with a length of nb = 92. For this GC code, we use L = 12 levels, where only the first
six levels are protected by outer RS codes. The parameters of the GC code are summarized in
Table 8.5, where we use the same RS code from level 6 to level 11. This table provides details
about the dimension and minimum Hamming distance of the binary inner codes represented
by kb,l and db,l at level l and the outer RS codes represented by ka,l and da,l respectively.

Considering Table 8.5, we can calculate the code dimension as K = m
∑L−1

l=0 ka,j = 7168, and
the code length of the GC code becomes N = na · nb = 8188. This results in the code rate
R = K/N = 0.8754.
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8.4.2 Decoding of GC Codes

Data matrix Y

Inner decoder
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Figure 8.7: GC decoding schemes (adapted from [9], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

Decoding a GC code follows a hierarchical structure, where each level undergoes a similar
sequence of decoding steps. This iterative decoding process, illustrated in Figure 8.7, begins
with the reading of the nb × na data matrix denoted as Y. At the first level l = 0, all
columns are decoded concerning the inner BCH code B(0). This inner decoding operation
yields estimates for the outer code symbols aj,0 belonging to the outer RS code A(0), with j

denoting the column index.

As we utilize a nested BCH code construction for the inner code, the BCH code b̂j,0 must
be re-imaged to obtain the original codeword of the outer code A(l). This is accomplished by
re-encoding the information received aj,i and afterwards subtracting the codeword from the
columns with L > l. After the successful decoding of all columns with respect to B(0), the
outer RS code A(0) can be completely decoded. Once this outer decoding is accomplished, an
estimated partial decoding result â0 becomes available [20].

However, this result must be re-encoded using the corresponding inner code B(0) and then
subtracted from the matrix received before progressing to the next decoding level.

At the second level l = 1, the decoding is performed concerning the inner code B(1). This
code typically has a lower dimension but a larger error-correcting capability compared to the
code B(0). As we proceed to higher levels, the error correction capability of the outer codes
can be gradually reduced.

The decoding procedure continues until the last level is reached. When all layer codes have been
subtracted from the matrix received, the remaining data matrix contains only the remaining
errors. Finally, all outer codes are available, and the total codeword can be reconstructed.
Throughout the decoding process, all RS code levels undergo error and erasure decoding
throughout the decoding process. For this reason, it is advantageous to employ extended
BCH codes, as they provide enhanced failure detection capabilities. This hierarchical decoding
approach helps to efficiently correct errors in GC codes [112, 20].

116



8.4 Generalized Concatenated Codes

8.4.3 Code Design

Multilevel coding supports a wide range of design rules [56]. To achieve a low residual error
rate, we embrace the concept of balanced error probability across the different levels of the GC
code. Applying this design rule to GC codes is motivated by the error analysis of the decoder
based on the union bound.

.In the context of GC codes, we apply error and erasure decoding on the outer RS codes [92].The
defined RS code, represented as A(l)(2ma , na, k(l)

a , d(l)
a ) has a minimum Hamming distance

d(l)
a = na − k(l)

a + 1.

With an odd minimum distance, this code is capable of correcting up to

t(l)
a = na − k(l)

a

2

errors and up to na − k(l)
a erasures. The probability Pa(l) of encountering a decoding failure

exploiting error and erasure decoding at the l-th level can be computed as described in [161]
as follows

Pa(l) =
na∑

j=t
(l)
a +1

na∑
i=d

(l)
a −2j

(
na

j

)(
na − j

i

)
ρj

b(l)λ
i
b(l)(1− ρb(l) − λb(l))na−j−i. (8.7)

Here, ρb(l) represents the error probability for the inner code B(l), while λb(l) denotes the erasure
probability. Using the union bound, the FER Pe of the GC code can be estimated by summing
the error probabilities over all levels, i.e.,

Pe ≤
L−1∑
l=0

Pa(l) . (8.8)

The sum in Equation (8.8) is primarily influenced by the largest probability Pa(l) . Therefore,
the design objective is to balance these error probabilities across all levels to achieve the target
channel error rate. These error and erasure probabilities for the inner codes can be estimated
using computer simulation or analytical bounds.

Using a cell-wise encoding approach, we estimate the error probabilities for flash memory
applications. In this method, we consider the m bits of a flash cell as a code symbol of the
inner code. For example, consider a code over a 2m-ary alphabet with an even minimum
distance of d

(l)
b . The number of symbols with this alphabet becomes nb = nb/m. This code is

capable of correcting patterns with up to t
(l)
b = d

(l)
b

−2
2 errors, and it can detect t

(l)
b + 1 errors,

classifying them as uncorrectable and declaring them as erasures. Given these assumptions,
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the erasure probability is bounded by

λb(l) ≤
nb∑

j=t
(l)
b

+1

(
nb
j

)
pj

s(1− ps)nb−j, (8.9)

where ps denotes the symbol error rate, and nb is the code length in 2m-ary symbols. Similarly,
the error probability is bounded by

ρb(l) ≤
nb∑

j=t
(l)
b

+2

(
nb
j

)
pj

s (1− ps)nb−j. (8.10)

The bounds derived from these equations are not rigorous, but they remain useful for estimating
error probabilities in code design and explaining the gain of cell-wise encoding.

8.5 Complexity Reduction of GC Decoder

To ensure the high-speed processing demanded by flash memory, installing the ECC as hard-
ware in a flash controller is essential. In the following, we explore modifications to the decoder
described in [136] to minimize complexity. We apply the acceptance criterion outlined in
Section 7.4.2 as a decoding stopping criterion after each decoding iteration to reduce compu-
tational complexity. Moreover, our objective is to minimize the memory footprint for storing
LLR values. As these memory components are integrated into the hardware, this translates
into a reduction in hardware requirements.

The decoder architectures in Figure 8.8 illustrate the modifications. The first structure corre-
sponds to the decoder presented in [136], while the second represents the proposed decoder
architecture.

Both decoder architectures begin with a mapping function that converts the quantized input
value to LLR values based on the estimated channel error probability. These LLR values need
to be stored for soft decoding to identify the least reliable positions for a bit-flipping algorithm.
We leverage this sorting to minimize the number of soft values.

In [136], LLR values for all code symbols and index values indicating the positions of the
least reliable symbols are stored. These positions are required to determine the bit-flipping
patterns for the soft-input decoder, as noted in the pattern generation block in Figure 8.8. The
corresponding LLR values are necessary for metric calculation, which computes the sum of the
magnitudes of LLR values corresponding to all altered positions according to Equation (7.7).
The positions altered by the bit-flipping patterns can be determined by sorting the soft values.
However, the altered positions by the algebraic decoder are only known after each algebraic
decoding step. Hence, all LLR values need to be stored in [136].

To reduce random-access memory (RAM) requirements of the controller, we store only the
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Figure 8.8: Two soft decoder structures (adapted from [9],
CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

positions and LLR values corresponding to the least reliable values while increasing the search
depth for the LLR values. This augmentation increases the size of the logic for sorting but
enables compression of the soft values. This concept is based on the fact that the algebraic
decoder will more likely alter symbols with low reliability. Moreover, quantized input and LLR
values reduce the potential variations in LLR values.

The initial BCH codes in the GC code construction exhibit a notably high code rate, and only
these specific codes are utilized for soft decoding. Given the coarse resolution of the soft
values (see Section 5.1), most input values are transformed into LLR values with maximum
magnitudes. Only a small fraction of input symbols will have a small magnitude. In [136], the
search depth of the least reliable positions is determined by the maximum number of flipped
bit positions p for Chase decoding. The proposed architecture only stores only the LLR values
and their positions for the µ > p least reliable symbols. We can calculate the correct metric
value if the algebraic decoder alters symbols within the stored positions. The LLR values of
the not stored positions are set to the maximum possible magnitude. With a sufficiently large
value of µ, this modification typically results in the correct metric according to Equation (7.7).
However, the metric calculation and codeword selection are occasionally affected, leading to
a minor performance loss, as we will see in the following.

Example 8.3. To illustrate the memory size reduction, we consider the BCH codes with a
length of nb = 92, as presented in Example 8.2. For these codes, good simulation results
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can be achieved by retaining only the µ = 10 smallest LLR values, assuming quantized soft
information with six discrete sensing levels as described in [160]. The quantized input values
are converted into LLR values, each LLR represented by nLLR = 5 bits: one bit for the HD
and four bits indicating the magnitude. To store all soft values without further compression,
we calculate

nall = na · nb · (nLLR − 1)
= 8188 · 4 = 32 752

total number of bits to be stored. Additionally, na ·m · p = 1 869 bits are required to store
symbol positions.

With the proposed approach, we store m bits for each position and (nLLR − 1) bits for the
corresponding magnitude. This results in a total of

nµ = µ · na · (m + (nLLR − 1))
nµ = 10 · 89 · (7 + 4) = 9790bits

In this example, the memory required for storing soft values can be reduced by 72%.

The significant reduction in memory resources shown in the example can substantially affect
hardware implementation, especially in resource-constrained environments like flash memory
applications.

Moving forward, we present simulation results for the GC code assuming an AWGN communi-
cation channel and quantized with six sensing levels, following the approach from [160]. First,
we evaluate the performance of the BCH codes according to Example 8.2. In Figure 8.9, the
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Figure 8.9: Comparison of B(92, 84, 4) soft decoding using (7.12) (solid line) and the proposed
threshold (7.18) (dashed line) as stopping criterion (adapted from [9], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).
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left-hand side displays different error rates for the codes of the first GC level l = 0. For the
inner BCH code (92,84,4), we illustrate the FER and the erasure rate, i.e., detected decoding
failure. We distinguish between two decoding methods: one using Kaneko’s stopping rule,
represented by solid lines, and the other employing the proposed acceptance criterion from
Section 7.4.2, denoted by dashed lines. Additionally, we present FERs for the outer RS code
leveraging error and erasure decoding. Applying Kaneko’s rule in this context leads to com-
parable error and erasure probabilities for the BCH code. However, the RS code is capable
of correcting more erasures than errors. Hence, it is possible to enhance RS decoding perfor-
mance by slightly increasing the error rate at the expense of a higher failure (error detection)
rate. This improvement in RS code performance is evident in the FER.
Note that the introduction of the new stopping rule has a minimal impact on decoding complex-
ity, as demonstrated on the right-hand side of Figure 8.9. This section of the figure showcases
the percentage of decoding iterations that are terminated after the specified iteration.
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Figure 8.10: Comparison of B(92, 70, 8) soft decoding using (7.12) (solid line) and the proposed
threshold (7.18) (dashed line) as stopping criterion (adapted from [9], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

We present similar results for the third decoding level (l = 2), as illustrated in Figure 8.10. In
this scenario, the performance of the RS code exhibits a significant enhancement of the error
correction capability. Thanks to the robust error correction capabilities of the inner code at
this level, a remarkable 95% to 99% of all received codewords can be decoded effectively using
HD decoding. As we ascend through the hierarchy of levels, with increasing error correction
capabilities, the likelihood of employing soft decoding progressively diminishes. Consequently,
we omit soft-input decoding for levels beyond l > 2. Figure 8.11 provides the overall
performance of the GC code using various decoding methods. Specifically, we employ two sets
of trade-off parameters as summarized in Table 8.6. The first set is dedicated to decoding
without premature stopping. In this scenario, we execute all 2p iterations of the bit-flipping
decoder, and the criterion specified in Equation (7.18) serves as the acceptance criterion for
the final candidate codeword, as proposed in [54].
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Figure 8.11: Word error rate for different decoding methods for the GC code (N = 8188 and
K = 7168) in comparison with a polar code (n = 8192 and k = 7168) from [160]
(adapted from [9], CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

Table 8.6: Parameters for acceptance criterion ([9], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

level without stopping with stopping
0 M = 4 ; T = 2 M = 3 ; T = 1
1 M = 6 ; T = 2 M = 5 ; T = 0
2 M = 8 ; T = 2 M = 7 ; T = 1

On the other hand, the second set of parameters is designed for decoding with premature
stopping. These parameter values have been determined through simulation, focused on
optimizing the performance of the outer RS code, specifically concerning error and erasure
decoding.

We conducted simulations using two distinct storage schemes for the LLR values. The curves
labeled as µ = 92 imply that all LLR values were retained, while µ = 10 corresponds to results
obtained with limited memory capacity.

As expected, the setup without premature stopping and unrestricted memory exhibits the most
favorable performance. However, differences only become noticeable at increased channel
BERs. At the target error rate of 0.008, there was only a slight performance loss when
employing the proposed decoding methods.

To provide a point of reference, we present results for a polar code with similar parameters
and employing soft-input decoding, as reported in [160]. Notably, the GC code significantly
outperforms this polar code.
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Figure 8.12: Average number of decoding steps for the inner BCH code with and without stopping
(adapted from [9], CC BY 4.0, https://creativecommons.org/licenses/by/4.0/).

Finally, we delve into the complexity reduction achieved by our stopping criterion compared to
the decoding method proposed in [136]. Figure 8.12 displays the simulation results illustrating
this comparison. This figure presents the average number of decoding steps for the inner BCH
code, both with and without the stopping criterion, as well as considering memory restrictions,
across the initial three GC levels. Note that using the decoding approach from [136], all levels
exhibit identical complexity.

With our proposed stopping rule, we observe a significant reduction in the number of decoding
iterations, especially for the first level, where it is reduced by a factor of three to four. For
the higher levels, the complexity is diminished by a factor ranging from four to six, depending
on the channel error rate. Interestingly, the reduction in memory hardly affects the number
of iterations. Moreover, the proposed soft-input decoder nearly achieves the computational
complexity performance of the hard-input decoder reported in [136]. This translates to an
overall soft-input decoding process that is approximately twice as fast as the decoding process
presented in [136].

8.6 Summary

In conclusion, this chapter has presented two code concatenation approaches, each suited for
various use cases, in our case as ECC for flash memory applications. The primary objective has
been to generate longer codes by concatenating shorter ones to mitigate decoding complexity.
Note that achieving the same residual error probability with concatenated codes as with non-
concatenated codes with the same parameter is a non-trivial task.

First, we delved into the Plotkin construction using BCH component codes. We demonstrated
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that binary RM codes can be considered as a special instance of this construction. Nonetheless,
employing the construction with BCH components results in ECCs with notably enhanced
code parameters when compared to binary RM codes. The GMC soft decoding method, as
introduced in [122], was extended to such codes by incorporating HOSD for the component
codes. This hybrid decoding approach exploits the recursive code structure to effectively
reduce the decoding complexity associated with OSD. The analysis provided valuable insights
into the computational efficiency of different decoding methods, highlighting the advantages
of the proposed PD and LPD algorithms in terms of complexity reduction, particularly in low
SNR scenarios. For higher SNR values, the Plotkin codes demonstrate similar performance to
polar codes with SCL decoding while maintaining decoding complexity levels comparable to
low-complexity GMC decoding or SC decoding.

Second, we delved into the GC code approach, featuring inner BCH and outer RS codes.
This type of ECC exhibits robust capabilities but also offers potential for some enhancements.
We have shown that decoding can be accelerated and memory size reduced with minimal
impact on overall decoding performance. Further reductions in memory size could be achieved
by compressing soft values using probability-based compression techniques. The concepts
proposed here are applicable for other concatenated codes, such as product codes, half-product
codes, and staircase codes.

The upcoming chapter will employ GC codes for cell-wise code construction designed for flash
memory applications.
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Error Correction using Cell-Wise
Processing

This chapter presents methods for the joint processing of complete cell data of flash memory.
In the case of a joint readout, also referred to as cell-wise readout, code bits from all pages
associated with a flash cell must be read together. Depending on the flash technology, this
reading procedure may lead to increased read latency. However, it also allows us to leverage the
dependencies between different bits stored in a cell, enabling alternative decoding techniques.
For instance, various approaches have been introduced to enhance the decoding performance
of LDPC codes for cell-wise reads and joint decoding in MLC NAND flash. In [162], it
is demonstrated that joint decoding of the two MLC pages improves achievable capacity
compared to page-wise decoding.

Furthermore, a progressive read method is considered to acquire additional soft data. Reading
the entire cell data and conducting joint decoding improves decoding performance. In [163], a
paired page readout technique is presented for MLC flash. However, the mentioned methods
require soft-input decoding, which increases computational complexity and consumes more
power than hard-input decoding. For SD decoding, reliability models are crucial in error
correction by describing the comprehensive factors that influence data accuracy, such as the
prevailing noise level and channel conditions. A widely recognized metric used for this purpose
is the LLR, which captures the probabilistic information associated with the bits received,
affording a refined evaluation of their reliability. By leveraging such reliability models, soft
decoding algorithms are able to detect and correct errors more effectively, ensuring robust
performance for diverse noise levels and channel environments.

By contrast, we explore hard-input decoding approaches to avoid the additional read operations
to gather reliability information. Chapter 4 analyzes the MI of TLC flash and demonstrates
that page-wise read operations result in a performance loss regarding achievable cell capacity.
To illustrate the practical advantages of cell-wise encoding over page-wise processing, we first
introduce a coding approach based on GC codes. This coding approach improves the average
error correction performance without increasing the number of readouts. The proposed GC
codes exploit the observation that errors in cell-wise reads typically result in a single erroneous
bit per cell. This is primarily the case because Gray Codes are commonly used as bit-labeling,
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and almost all errors are caused by the incorrect detection of a neighboring charge state.

Afterwards, we explore an approach involving an LDPC code with hard-input considering the
joint calculation of the binary combinations based on the selected bit mapping for each charge
state. We proceed to calculate the LLRs for each bit, corresponding to the bit mapping of
the charge states and the read information. Our research focuses on comparing page-wise
and cell-wise processing. Depending on the flash technology and information mapping, page-
wise processing may lead to one or more pages with an increased error rate. These pages
significantly influence the average error probability and require soft readouts in the early flash
memory life-cycle stage. We will show that joint processing enhances the error correction
performance for TLC flash memory. Parts of this chapter have been published in [1, 2, 4].

9.1 GC Codes for Cell-Wise Processing

The code design is based on the methods elucidated in Section 8.4.3. In the course of this
section, we use Gray labeling as a bit mapping scheme for flash memory. This characteristic
results in a particularly low probability of non-adjacent errors. Considering each bit combination
of this mapping to a symbol, most symbol errors yield an error pattern where only a single
bit among the m bits of a cell is erroneous. We employ binary inner codes for the GC code,
interpreting these codes over a 2m-ary alphabet, where the number of symbols is nb = nb/m.
In this scenario, the bounds presented in Equation (8.9) and (8.10) may not be rigorous, but
they still serve as valuable tools for estimating the error probabilities for the code design and
elucidate the advantages of the cell-wise encoding.

We consider exemplary in the following the LSB page for Gray code 2 from Table 4.1, to
estimate the page-wise error probability. Under the assumptions from Section 4.1.2, the
BER for the LSB page (page no. 3), denoted as pb,LSB, is approximately equivalent to the
error rate pe, and consequently the symbol error rate becomes ps ≈ 1.75pe. Designing a
GC code for page-wise encoding, we can leverage Equations (8.9) and (8.10), although we
need to substitute the code length nb with the length of the binary code nb, and replace
ps with the BER. This substitution leads to significantly higher error probabilities for the
inner code with page-wise encoding. For instance, consider the binary code B(120, 112, 4) for
pb,LSB = 0.01. With cell-wise encoding, we approximate λb ≈ 0.13 and ρb ≈ 0.025 according
to Equations (8.9) and (8.10), whereas with page-wise encoding, we obtain λb ≈ 0.29 and
ρb ≈ 0.095.

In this section, we construct ECCs with different sizes and rates tailored to meet the require-
ments of flash memories. The parameters of the GC codes are designed to ensure a specified
FER at specific channel conditions. This involves optimizing the code parameters to balance
among the error rates outlined in Equation (8.8), based on the bounds in Equations (8.7),
(8.9), and (8.10). Typically, the goal is to achieve a specific FER at a defined channel error
rate: the better the ECC used, the higher the admissible channel error rate. At this juncture,
we choose GC codes because they enable us to guarantee an exceptionally low residual error
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Table 9.1: Exemplary GC code (N = 36 414, K = 32 768, R ≈ 0.9) for TLC (designed for FER
10−15 with an average BER of 3.5·10−3) ([2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

level inner code outer code
1 B(153, 144, 4) A(28, 238, 148, 91)
2 B(153, 136, 6) A(28, 238, 202, 37)
3 B(153, 128, 8) A(28, 238, 220, 19)
4 B(153, 120, 10) A(28, 238, 226, 13)
5 B(153, 112, 12) A(28, 238, 230, 9)
6 B(153, 104, 14) A(28, 238, 232, 7)
7 B(153, 96, 16) A(28, 238, 234, 5)
8 B(153, 88, 18) A(28, 238, 234, 5)
9 B(149, 80, 20) A(28, 238, 236, 3)
10 B(149, 72, 22) A(28, 238, 236, 3)
11 B(149, 64, 24) A(28, 238, 236, 3)
12 B(149, 56, 26) A(28, 238, 236, 3)
13 B(149, 48, 28) A(28, 238, 236, 3)

14-18 B(149, 40, 30) A(28, 238, 238, 1)

rate. The codes are developed to achieve the desired code rate with the predefined block
length, while the target residual FER is conducted at the highest possible channel error rate.
For comparison, the same code is employed for joint decoding and page-wise decoding.

Regarding the bit mapping, the length of the inner code must be divisible by the number m

of bits per cell, which equals 3 for TLC and 4 for QLC. We employ extended BCH codes
for the inner codes. Consequently, all inner codes have even minimum Hamming distance.
The additional parity bit improves the decoding failures detection. In the case of a detected
decoding failure, an erasure is declared, which enhances the decoding capability of the outer
RS decoder. Our analysis focuses on target error rates of 10−15 for TLC and 10−16 for QLC
to meet stringent reliability standards. Error probabilities of this magnitude are required for
distinct flash memory applications [14, 19, 164, 165].

First, we consider a code designed for TLC flash memory with code rate R ≈ 0.9 for a payload
data size of 4kB. The detailed code parameters are shown in Table 9.1. The second code
example considers a code rate R ≈ 0.87 for 2kB payload data. The corresponding code
parameters are presented in Table 9.2. Additionally, Table 9.3 details a code designed for QLC
flash memory, optimized for 4kB payload data and rate R ≈ 0.9. Finally, Table 9.4 features
a code with 4kB user data with R ≈ 0.85, which was again specially created for QLC flash
memory. The parameters of these codes were selected to align with the ECCs designed for
flash memory, as specified in references [87] and [121]. In the header of the code tables
9.1-9.4, the channel error rate at which the target FER is achieved is explicitly stated as the
average BER. The next part of this section is dedicated to performance comparisons of these
codes regarding page-wise and cell-wise processing.
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Table 9.2: Exemplary GC code (N = 18 810, K = 16 386, R ≈ 0.87) for TLC (designed for FER
10−15 with an average BER of 4.2−3) ([2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

level inner code outer code
1 B(114, 106, 4) A(28, 165, 101, 65)
2 B(113, 98, 6) A(28, 165, 137, 29)
3 B(112, 90, 8) A(28, 165, 151, 17)
4 B(111, 82, 10) A(28, 165, 155, 11)
5 B(110, 74, 12) A(28, 165, 157, 9)
6 B(109, 66, 14) A(28, 165, 159, 7)
7 B(108, 58, 16) A(28, 165, 161, 5)
8 B(114, 50, 22) A(28, 165, 163, 3)
9 B(113, 42, 24) A(28, 165, 163, 3)

10 - 13 B(112, 34, 28) A(28, 165, 165, 1)

Table 9.3: Exemplary GC code (N = 36 300, K = 32 783, R ≈ 0.9) for QLC (designed for FER
10−16 with an average BER of 3.6−3) ([2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

level inner code outer code
1 B(220, 211, 4) A(28, 165, 51, 15)
2 B(220, 203, 6) A(28, 165, 113, 53)
3 B(220, 195, 8) A(28, 165, 139, 27)
4 B(220, 187, 10) A(28, 165, 149, 17)
5 B(220, 179, 12) A(28, 165, 155, 11)
6 B(220, 171, 14) A(28, 165, 157, 9)
7 B(220, 163, 16) A(28, 165, 159, 7)
8 B(220, 155, 18) A(28, 165, 161, 5)
9 B(216, 147, 20) A(28, 165, 161, 5)
10 B(216, 139, 22) A(28, 165, 161, 5)

11 - 15 B(216, 131, 24) A(28, 165, 163, 3)
16-26 B(216, 91, 38) A(28, 165, 165, 1)
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Table 9.4: Exemplary GC code (N = 38 500, K = 32 773, R ≈ 0.85) for QLC (designed for FER
10−16 with an average BER of 7−3) ([2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

level inner code outer code
2 B(220, 203, 6) A(28, 175, 41, 135)
3 B(220, 195, 8) A(28, 175, 101, 75)
4 B(220, 187, 10) A(28, 175, 135, 41)
5 B(220, 179, 12) A(28, 175, 151, 25)
6 B(220, 171, 14) A(28, 175, 159, 17)
7 B(220, 163, 16) A(28, 175, 163, 13)
8 B(220, 155, 18) A(28, 175, 167, 9)
9 B(216, 147, 20) A(28, 175, 167, 9)
10 B(216, 139, 22) A(28, 175, 169, 7)
11 B(216, 131, 24) A(28, 175, 171, 5)
12 B(216, 123, 26) A(28, 175, 171, 5)
13 B(216, 115, 28) A(28, 175, 171, 5)

14 - 18 B(216, 107, 30) A(28, 175, 173, 3)
19 - 26 B(216, 67, 46) A(28, 175, 173, 3)

9.2 Performance using GC Codes

Next, we present numerical results for the previously introduced GC codes using hard-input
decoding. Each page of the flash cell experiences a different channel condition depending on
the selected bit-labeling. Typically, we evaluate the performance of an ECC for flash memories
in terms of FER over the RBER. However, due to the page-wise readout mechanism, different
pages may experience varying RBER under the same channel conditions. Hence, we depict
the FER results against the averaged RBER over all pages.

Regarding the TLC flash memory, we consider Gray code 1 and Gray code 2 from Table 4.1.
Remember that among the presented TLC codes, Gray code 1 exhibits the most balanced error
distribution across the pages, and it is considered the optimal marking for page-wise reading
based on the channel capacities.

We compare joint processing with the page-wise processing for the different pages. In the
latter case, the bits are interleaved across all pages. In contrast to [163], we employ hard-
input decoding. While soft-input decoding would probably achieve higher gains, it would also
require increased computational complexity and additional channel estimation to determine
the LLRs for the different bits.

As described in Section 3.3, the channel model is based on measurements from a specific
NAND flash memory manufacturer. To analyze the codes for various flash types and different
code rates, we compute error probabilities using a unipolar ASK modulation with AWGN (cf.
Section 3.1). This channel model approximates an ideal flash channel where all states have the
same noise variance. Nevertheless, the different pages exhibit varying error rates and channel
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Figure 9.1: GC codes of rate R = 0.9 and 4kB payload data for a TLC model us-
ing (a) Gray code 1 and (b) Gray code 2 (adapted from [2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

capacities due to the bit-labeling. The presented numerical results are computed using the
formulas provided in Section 4.1.2. In our analysis, we employ the same GC code for the
page-wise and cell-wise processing.

The channel analysis procedure involves randomly generating binary symbols, encoding them,
and converting them into an m-ary symbol. Subsequently, an average error probability is
calculated, and the corresponding variance is determined according to the channel model. This
variance is applied to the m-ary symbol, which is then converted into a binary vector using a
hard readout. Finally, this binary vector is decoded using the corresponding GC decoder.

Figure 9.1 presents the results for the GC code detailed in Table 9.1 with a rate of R = 0.9,
employing Gray codes 1 and 2. The curves labeled joint decoding represent a scenario with
cell-by-cell coding in which all three pages are used equally. Consequently, the RBER reflects
the average value for all pages. Looking at Figure 9.1a, it is clear that the LSB and MSB
pages have similar performance, while the CSB page has an overall higher error rate. Although
joint processing, i.e., cell-wise encoding, would outperform the worst-case scenario, it remains
behind the accuracy achieved by the LSB and MSB sides. Testing the worst-case page is
essential as it represents one-third of the total memory for TLC flash memory. By contrast,
in Figure 9.1b, the worst-case page of Gray code 2, i.e., the LSB page of the code, shows
a considerable deterioration. On the other hand, the MSB side maintains a high degree of
accuracy, and the CSB page exhibits robust error correction capabilities. Consequently, joint
decoding proves to be a viable option in these examples. Using pagewise decoding, Gray code
1 shows a better balance between the individual pages than Gray code 2.

Further, Figure 9.2 compares the GC code with the rate R = 0.87 and 2kB from Table 9.2
using a TLC model. Figure 9.2a illustrates the FER for the different pages and the joint
decoding using Gray code 1. Figure 9.2b shows the performance with Gray code 2. In general,
the analyzed code shows stronger robustness compared to Figure 9.1 due to the use of a lower

130



9.2 Performance using GC Codes

0.2 0.4 0.6 0.8 1
·10−2

10−14

10−10

10−6

10−2

av. BER

FE
R

joint decoding
MSB page
CSB page
LSB page

(a)

0.2 0.4 0.6 0.8 1
·10−2

10−14

10−10

10−6

10−2

av. BER

FE
R

(b)

Figure 9.2: GC codes of rate R = 0.87 and 2kB payload data code for TLC model with page-wise
and joint decoding using (a) Gray code 1 and (b) Gray code 2 (adapted from [2], CC
BY 4.0, https://creativecommons.org/licenses/by/4.0/).

code rate, leading to a shift of the results along the x-axis. The interpretation of the results
remains similar: Gray code 1 shows balanced results for page-wise decoding, while Gray code
2 shows significant differences between the pages. Note that the MSB page with Gray code 2
achieves an FER of less than 10−15 at an average RBER of 10−2 and is therefore not visible
in the figure. Moreover, joint decoding achieves a favorable compromise and provides robust
results.

Table 9.5: Possible Gray code bit-labeling for QLC flash cell ([2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

Charge state page no. S0 S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14 S15

Gray code 4
1 1 1 0 0 0 1 1 1 1 1 1 0 0 0 0 0
2 1 0 0 0 0 0 0 1 1 1 0 0 1 1 1 1
3 1 1 1 0 0 0 0 0 0 1 1 1 1 0 0 1
4 1 1 1 1 0 0 1 1 0 0 0 0 0 0 1 1

Gray code 5
1 1 1 1 1 0 0 0 0 0 0 0 1 1 1 1 0
2 1 1 1 0 0 0 0 1 1 1 1 1 0 0 0 0
3 1 1 0 0 0 0 1 1 1 0 0 0 0 1 1 1
4 1 0 0 0 0 1 1 1 0 0 1 1 1 1 0 0

Subsequently, we present results for Gray codes explicitly designed for QLC flash memory. In
QLC flash memory, four pages are distinguished and numbered sequentially, starting with the
MSB page as page 1 and the LSB page as page 4. Table 9.5 shows two Gray code labelings
suitable for QLC flash. Gray code 4 has been previously presented in [166]. Page 1 has three
thresholds in this code, while the rest of the pages each employ each four thresholds for bit
selection. This labeling approach results in well-balanced error probabilities across the different
pages. Specifically, the page error probabilities for good channel conditions are approximately
pb,page1 ≈ 3

8pe and pb,page2 = pb,page3 = pb,page4 ≈ 1
4pe.
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Figure 9.3: GC codes (from Table 9.3) of rate R = 0.9 and 4kB payload data for a QLC
model using (a) Gray code 4 and (b) Gray code 5 (adapted from [2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

Figure 9.3a presents numerical results for the GC code from Table 9.3 employing Gray code
4. Notably, pages 2, 3, and 4 exhibit similar FERs, while page 1 demonstrates a lower FER
than other pages. With this particular code, joint processing using the GC code yields only a
marginal performance improvement when compared to the worst-case pages.

On the other hand, Figure 9.3b displays numerical results employing Gray code 5 in conjunction
with the GC code described in Table 9.3. Gray code 5 adopts a configuration with three
thresholds for pages 1 and 2, four thresholds for page 3, and five thresholds for page 4. The
page error probabilities under favorable channel conditions for Gray code 5 are as follows
pb,page1 = pb,page2 ≈ 3

8pe, pb,page3 ≈ 1
2pe and pb,page4 ≈ 5

8pe. In this scenario, the GC code
with joint encoding achieves a substantial performance gain when compared to the worst-case
pages.

In Figure 9.4, we present results for two Gray codes in conjunction with the GC code detailed
in Table 9.4. In Figure 9.4a, the curves for pages 2, 3, and 4 overlap, indicating similar
performance. When employing page-wise encoding, Gray code 5 outperforms Gray code 4.
Furthermore, joint encoding enhances reliability compared to the worst pages.

These results underscore the significant impact of bit-labeling on page-wise decoding ap-
proaches. The worst-case page primarily influences the average error rates of the different
Gray codes. While longer codes can improve error correction, they can also increase the ran-
dom access read latency. Similarly, joint processing also increases latency. However, joint
encoding yields more substantial gains than simply increasing code length for a single page.

Since this section is specifically dedicated to GC codes, the subsequent section delves into
cell-wise processing employing LDPC codes.
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Figure 9.4: GC codes (from Table 9.4) of rate R = 0.85 and 4kB payload data for a (a)
QLC model using Gray code 4 and (b) Gray code 5 (adapted from [2], CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/).

9.3 LDPC Codes for Cell-Wise Processing

This section investigates and applies methods for cell-wise data processing in TLC flash memory
using LDPC codes in conjunction with a soft-input decoder. Our primary focus is to compare
page-wise and cell-wise processing. Depending on the specific flash technology and data
mapping, page-wise processing can lead to one or more pages with an increased error rate, as
demonstrated in the previous section. These pages dominate the average error probability and
require soft readouts at an early life-cycle stage. We will show that joint processing improves
the error correction performance for TLC flash memory.

9.3.1 Bit-Interleaved Coded Modulation for Flash Memory

The multilevel coding approach requires distinct code rates for the different pages. Further-
more, it requires processing earlier coding stages when a lower level needs decoding. This
entails a type of joint processing of all pages at the decoder, which may not be ideal. An
alternative approach is Bit-Interleaved Coded Modulation (BICM), where all bits are encoded
using the same code, and bit-wise interleaving is employed at the encoder’s output [167, 168].
Initially developed for fading channels, BICM has proven effective at approaching the capacity
of high-SNR AWGN channels [169]. While BICM has been mainly considered in the context
of error correction for MLC flash memories [168, 170], we extend its application to TLC flash
memories.

The BICM approach relies on an appropriate soft-decision metric as input to the decoder.
This soft-decision metric enables soft-input decoding for TLC memories without requiring ad-
ditional readings at reference voltages. The demapper leverages the distinct error probabilities
associated with the charge states.
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Let C be the Gray code for mapping information bits onto charge states. We partition the
code C into two subsets for the demapping of the ith bit. The set C(0)

i ⊂ C comprises binary
vectors with a zero in the i-th position. Likewise, the codewords of C(1)

i ⊂ C feature a one in
the i-th position.

The demapper computes bit-wise LLRs as

L(xi) = log
∑

x∈C(0)
i

P (y|x)P (x)∑
x∈C(1)

i
P (y|x)P (x) , (9.1)

using the conditional probability P (y|x), which represents the conditional probability of ob-
serving y given that the codeword x was stored, and P (x) is the a priori probability. Typically,
we assume that all a priori probabilities P (x) are equal. Furthermore, for TLC flash memories,
the maximum terms in the two sums tend to dominate the sums. Therefore, we can employ
the max-log approximation, where

L(xi) ≈ log
maxx∈C(0)

i
P (y|x)

maxx∈C(1)
i

P (y|x) . (9.2)

Note that this demapping can be efficiently implemented with a simple lookup table, as the
channel output y distinguishes only eight values.

For the error correction coding, we use irregular LDPC codes similar to those used in the
DVB-S2 standard [171]. The decoder employs the belief propagation decoding algorithm with
a maximum of ten iterations.

In the next section, we will demonstrate how the joint calculation of LLRs can enhance the
performance of page-wise coding. This decoding method is similar to the approach proposed
in [163] for MLC flash memory. The decoder initially starts with page-wise processing, but it
reads the other pages if required to enhance the decoding of the current page.

9.3.2 Comparing Cell-Wise and Page-Wise Processing using LDPC
Codes

In this section, we present simulation results for a TLC model to compare the performance of
cell-wise and page-wise processing, focusing on HD decoding. Initially, we consider a code for
1kB payload data and code rate of R = 0.83, i.e., an LDPC code with a dimension k = 8192
and code length n = 9870. These code parameters are proposed in the IEEE standard [87].

Figure 9.5 illustrates the page-wise decoding and joint processing for Gray code 1. In this
scenario, the CSB page represents the worst-case page. Note that as for the MI consideration,
the residual FER of the LSB and MSB page are equal. Using the HD decoding, the joint
processing outperforms even the best-case page-wise decoding. This improvement arises from
the additional information obtained through joint LLR calculation. To obtain this enhanced
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Figure 9.5: LDPC code with parameters n = 9870, k = 8192, and R = 0.83 ([4], ©2022 IEEE).

information, further processing is required to ensure an accurate LLR calculation, which in-
volves mapping the read joint information to the selected bit mapping. This assignment is
not possible with a simple HD readout. The incorporation of this additional information is
essential for generating LLRs for the individual bits. It is worth noting that the mapping and
processing can only take place within the flash controller.

Furthermore, we present results for soft-decision decoding with one SB in Figure 9.5, specif-
ically for the CSB page. The threshold voltages for the soft-input are chosen to maximize
the MI. The decoding performance of SD decoding significantly outperforms the HD decoding
approaches. This example clearly illustrates the significant benefit of employing SD readout on
performance. It can be reasonably assumed that cell-wise processing with SD readout would
likewise result in a substantial improvement.
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Figure 9.6: LDPC code with parameters n = 38 556, k = 32 768, and R = 0.85 ([4] ©2022 IEEE).

Subsequently, we consider a code designed for 4kB payload data with a code rate of R =
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0.85. This corresponds to the parameters k = 32 768 and n = 38 556. This code length is
common for flash memory devices [14]. Figure 9.6 contains the results for this code, which
are comparable to those in Figure 9.5. This shows that increasing the code length of the ECC
achieves a gain in the achievable FER.
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Figure 9.7: LDPC 1kB page-wise read in comparison to progressive read ([4], ©2022 IEEE).

In Figure 9.7, the 1kB LDPC code is used for page-wise encoding, where two different decoding
methods are compared. With page-wise processing, only the read reference for the considered
page are evaluated. The enhanced page-wise processing evaluates all voltages and uses joint
processing to determine the LLR values. The legend denotes the corresponding results as
enhanced page-wise (enh. pw).

The results reveal that joint processing leads to a performance improvement for all pages.
However, the gain for the LSB and MSB pages is more pronounced compared to the worst-
case CSB page.

9.4 Summary

This chapter has focused on error correction approaches for TLC and QLC flash memory,
involving a comparison between page-wise and cell-wise processing approaches. The cell-
wise processing demonstrates an improvement in achievable channel capacity compared to the
conventional method of independent page-wise processing.

First, we considered HD decoding on GC codes. The primary objective of the proposed method
is to delay the use of costly soft-input decoding as long as possible. Notably, we have shown
that the performance of joint decoding remains consistent across different Gray codes, whereas
the specific bit-labeling strongly influences error probabilities in page-wise processing. In page-
wise processing, the average error probability across all pages is predominantly determined by
the page with the highest error probability.
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Next, we focused on implementing a cell-wise processing approach using only HD readout in
conjunction with a binary LDPC decoder. Therefore, we applied the BICM technique on the
flash memory channel for cell-wise processing to calculate LLRs, which are exploited by the
LDPC decoder.

Note that the BICM approach requires the simultaneous reading of all pages associated with
a cell, potentially increasing read latency due to the application of multiple read voltages.
However, it offers the advantage of eliminating the need for additional voltages for soft-
reading. Moreover, the proposed processing can also be applied to page-wise encoding, where
information from other pages is only used when HD decoding for a specific page fails. Further
improvement of the LDPC code can result in the application of non-binary alphabets for
decoding.

The primary objective of this chapter was not to design highly performant LDPC or GC codes
but rather to explore the processing techniques for TLC and QLC flash memories.
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Conclusion

This thesis has presented various methods to enhance the reliability of flash memories. It
started with a comprehensive characterization of the flash channel, identifying multiple error
sources. We explored different bit-labeling schemes and examined achievable capacities.

Additionally, we investigated the importance of adapting read reference voltages (RRVs) to the
dynamic life-cycle conditions. We have shown that fixed predefined read thresholds can escalate
residual bit error rates (RBERs), potentially leading to decoding failures. The adaptation of
RRVs is crucial to extend the reliability of the data on the flash memory. Various adaptation
techniques were presented, predominantly centered on statistical features, providing promising
results. Of particular interest was an approach driven by neural networks (NN). Remarkably, our
research demonstrates that NNs trained using data from life-cycle extremities show impressive
generalization across varying life-cycle conditions. Even with perfect readout conditions, it is
impossible to eliminate the resulting residual error rate. Therefore, error-correcting techniques
remain essential.

Along with this work, challenges associated with error correction codes (ECCs) were ad-
dressed, and algorithms aimed at reducing decoding complexity were introduced. Therefore,
we presented a hybrid decoding approach based on algebraic decoding combined with ordered
statistics decoding (OSD). We used a codeword acceptance criterion to maintain the com-
putational complexity low while achieving excellent error correction performance. Simulation
results have confirmed this approach.

Further, we have explored the Plotkin construction using BCH component codes to build
larger codes, keeping the decoding complexity low. Binary Reed-Muller (RM) codes can be
interpreted as a specialized variant of this construction. However, the larger Plotkin code
family promises improved code parameters. To enable soft decoding for these codes, we
generalized the GMC soft decoding method proposed by Schnabl et al. in [122]. To keep
the complexity low, we employed the hybrid decoding algorithm leveraging the recursive code
structure to reduce decoding complexity. Simulation results showed the efficiency of this
decoding procedure.

Finally, the thesis provides an error correction approach for TLC and QLC flash memories. This
approach relies on joint processing for all bits within a cell, which offers several advantages

139



Chapter 10 Conclusion

over conventional independent page-wise processing. Employing this cell-wise processing made
it possible to enhance the achievable channel capacity. While this readout method may lead
to increased latency compared to page-wise readout, it potentially eliminates the need for
computationally intensive soft readouts. It is important to note that we have focused on using
binary codes in this work. However, future investigations should consider employing q-nary
codes for joint processing, as this strategy could offer improved performance and additional
optimization opportunities.

In conclusion, this work has contributed to improving flash memory reliability and proposed
optimizations for decoding processes. The challenges in flash memory storage are expected to
persist and evolve with the continued advancement of storage density, as Moore’s law dictates.
Therefore, ongoing research into innovative processing strategies and error correction methods
remains essential.
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